Tagvisor: A Privacy Advisor for Sharing Hashtags
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® Attack: location inference with hashtags

® Defense: Tagvisor, a privacy advisor to mitigate the
privacy threat by hashtags
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® C(Collected through Instagram’s APIls

® New York, Los Angeles, and London

® Hashtags + locations (check-ins)

New York | Los Angeles | London
No. of posts 144,263 61,767 34,018
No. of hashtags 8,552 4,600 2,395
No. of users 3,911 1,625 992
No. of locations 498 268 141

17 likes

#sunday #sun #reading #rva
#tan #light #relax #girl #me #outside #spring
#warm #instagood #photooftheday #iphonesia
#instamood #igers #instagramhub #picoftheday
#instadally #bestoftheday #igdaily #instagramers
#webstagram #all_shots #statigram #popular
#photography #art #iphoneography
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#attack

[1,1,1,0]
=p [0,1,1,0]
[1,0,0, 1]

® Bag-of-words for feature representation

® Random forest classifier
® Multiple-class classification, e.g., 498 classes (locations) in New York

® All posts are trained together
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#attack
New York Los Angeles LLondon All cities
attack | baseline | attack | baseline | attack | baseline attack baseline
Correctness 0.613 0.685 0.686 0.624 0.010
Distance (km) [(0.917 1.870 0.857 211.471)| 3563.082
Accuracy 0.697 0.758 0. /61 0.712 0.045
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#tagvisor

® A privacy advisor for sharing hashtags

® [ool the attacker’s location inferencer (ML classifier)

® [hree defense mechanisms

® Hiding

® Replacement
® (eneralization (location category)
® Utility: preserving the semantical meaning of hashtags
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successful attack

hide

hide

hide
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#utility
® Semantical meaning
?
a#b#HC ® Skip-gram, aka word2vec
?

® Skip-gram over all posts’ hashtags

Hashtag vectors
di d2
3.1, 1.3
2.5, 1.9
- [4.0, 5.1]

O O O
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#replacement

successful attack aH#b#Hc

® Replace each hashtag with all the possible hashtag

® GSearch space is too big

® Bound to the most closest hashtags (with word2vec)

® Reduce the search space

® Semantical meaning can be preserved
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® | ocation category from foursquare

centralpark -> #park

Do not apply to all hashtags

e.q., #tbt #love
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® (Check whether the post’s location is inferred correctly

It no, then publish

-|se, consider the three defense mechanisms

® Pick the hashtag set with the highest utility

training data

——

training data

Y

chosen hashtag

Uéer [start of path 1]
3

update request

®  Privacy Quantifier

“ Trained

Classifier

updates

Privacy:,
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P 9 ' suggestions
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\ 2

word2vec
converter

updates |

word2vec model
L A\ 4
Recommender

Hashtag set3 - G

2:YES 1:YES
| LP>=0L7? [
Ut 'ty LP-preserving\
Quantifier hashtag sets 1:NO ol

candidate hashtag

sets

[start of path 2]

Obfuscator
Replacement (R)

Hiding (H)

Generalization (G)

Y

Your chosen hashtags are safe!
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#tagvisor

Obfuscating bounded number of hashtags
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Obfuscating 2 hashtags is enough!
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#conclusion

® [irst location inference attack with hashtags

® Sharing hashtags is not safe!!! #than kyOu

® A privacy advisor to mitigate this risk

https://yangzhangalmo.github.io/
@yangzhangalmo

® Minimal risk and maximal utility

® it for the real-world setting
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