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Abstract

Backdoor attacks pose a significant threat to deep learning
models, enabling adversaries to manipulate the output through
hidden triggers. Recent detection methods aim to identify
backdoors without relying on clean samples or assumptions
about attacks. Although they report strong performance, these
methods are rarely evaluated on pre-trained models. In this pa-
per, we present the first large-scale study of data-free backdoor
detection on pre-trained models. Our benchmark includes
more than 30,000 models and covers common backdoor at-
tacks. We find that existing data-free methods fail on most pre-
trained models, leading to a false sense of security. Despite
our effective improvements, serious vulnerabilities remain.

To address this, we propose using convergence speed as a
new side-channel signal for backdoor detection. Using this
signal, we reveal the cause of the remaining vulnerabilities
and build a novel data-free detector that achieves state-of-the-
art performance against existing methods. We further analyze
how backdoor attacks evade detection and outline unresolved
issues. Our results indicate that detecting backdoor attacks
requires further exploration. We hope that our work can draw
attention to the vulnerabilities in backdoor detection mecha-
nisms for machine learning systems.

1 Introduction

Deep neural networks (DNNs) have demonstrated remarkable
performance in a wide range of real-world applications, in-
cluding image classification [25], speech recognition [43], and
natural language processing [21]. Extensive research has vali-
dated that DNNs are vulnerable to backdoor attacks [8,18,38].
Typically, an adversary can incorporate carefully crafted zrig-
gers into training samples to inject backdoors into DNN mod-
els. A backdoored model produces the expected adversarial
output as the target class on samples with triggers, which
are from the source class. For example, in self-driving cars,

*Zhou Su and Linkang Du are the corresponding authors.

a backdoored model may misclassify a no-passing sign as a
speed limit sign, leading to serious traffic accidents [8].

To mitigate this threat, prior works [7, 16,28,33,34] have
proposed a variety of backdoor detection methods. A common
strategy is to identify backdoors by reversing a potential trig-
ger from clean samples. However, these methods [16,29,33]
are significantly limited because they require prior assump-
tions about the trigger’s type and size [7, 34]. Training a
meta-classifier [40] offers an alternative, but its scalability is
limited by the prohibitive cost of curating and retraining a
large fleet of shadow models to span the attack space.

Recent advances in data-free detection [7, 34, 35, 45] at-
tempt to circumvent these challenges by generating proxy
input via gradient-based latent representation construction.
They capture the anomaly of the model output for backdoor
detection after forward propagating the latent representation,
e.g., the higher posterior output of the target class [7]. Under
this framework, prior studies report strong robustness and
near-perfect performance against complex triggers, which
convey a strong sense of security. However, our further inves-
tigation reveals that current evaluations remain limited.

In this paper, we reveal that the effectiveness of current
detection systems is less optimistic than reported in data-free
cases. Our investigation finds that pre-trained models [42]
are rarely evaluated in prior work. This is misaligned with
real-world deployments, where pre-trained models are widely
used to accelerate training convergence [5] and backdoor
injection [36]. Based on this observation, we conduct the first
large-scale study of data-free detection on pre-trained models.
Specifically, we evaluate all data-free methods on more than
30,000 pre-trained models across eleven backdoor attacks.
The results show widespread failure of data-free detection
on pre-trained models, even for simple patch triggers. This
indicates a serious vulnerability in current data-free detection
systems against pre-trained models.

Our further analysis shows that data-free detectors identify
strong backdoor-like signals in benign pre-trained models. As
a result, target classes of backdoor attacks may be masked
by patterns already present in the pre-trained model, leading
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to detection failure. To address this, we depart from prior
choices of input or intermediate layers and select the output
layer as the detection layer to identify potential backdoors
in pre-trained models. This modification obtains substantial
gains, though it remains insufficient to handle the complex
attack strategies.

To mitigate the significant vulnerabilities of the data-free
detection system, we propose using the convergence speed
(CS) of constructing latent representations as a novel side-
channel signal against backdoor attacks. We first reveal the
reasons why existing methods lack robustness against com-
plex attack strategies based on CS. Then, we propose SPD
as a novel data-free detector against backdoor attacks. SPD
achieves state-of-the-art detection performance on the same
benchmark of pre-trained models, mitigating the serious vul-
nerabilities of current data-free detection systems. However,
our broader evaluation shows that the backdoor threat in pre-
trained models remains unresolved. We uncover several pat-
terns that contradict existing work, indicating that further
exploration is needed to address backdoor attacks.

In summary, our main contributions are as follows.

* We conduct the first large-scale evaluation of data-free
detectors against pre-trained models. Our experimental
results reveal severe vulnerabilities of current detection
systems in data-free cases.

* We improve existing data-free detectors and obtain sig-
nificant gains in detecting backdoors on pre-trained mod-
els, while providing insights into their failures under
complex attack strategies.

* We propose a novel signal for backdoor detection, and
design a data-free detector that achieves state-of-the-art
performance through a comprehensive evaluation.

* We reveal phenomena in pre-trained models that contra-
dict prior consensus, alerting the community to reexam-
ine backdoor threats in machine learning systems.

2 Background and Related Work

2.1 Backdoor Attack

The adversary introduces backdoors into the model f(-) by
altering the training set D = {(x;,y;)}!_,. In particular, the
adversary incorporates a unique trigger A in training samples
x from various classes, referred to as source classes. Subse-
quently, the labels S C Y of these poisoned samples £ are
altered to a target class r € )\ S. Upon training with the
poisoned dataset D = { (x;,y;) 1K U{(%;,1) 5»(:1, the model
is injected with a backdoor associated with the target class 7.
The backdoored model outputs the target class, i.e., t = f (£),
for poisoned samples. Otherwise, it functions normally on
clean samples, i.e., y = f(x).

Existing backdoor attacks can be broadly divided into data
poisoning and training control attacks [45]. Data poisoning at-
tacks inject poisoned samples into the training set [3], whereas
training control attacks manipulate the training process or opti-
mization directly [37]. Based on source-class coverage [7,31],
attacks are either class-agnostic, which poison samples from
all non-target classes, or class-specific, which poison only one
designated source class.

By trigger design, attacks can also be categorized as pixel-
space triggers, which directly modify the input appearance [8],
and feature-space triggers, which induce backdoor behavior
through semantic or transformation-based patterns [16]. Re-
garding sample dependence, triggers can be sample-agnostic,
using a fixed pattern across poisoned samples [17], or sample-
specific, adapting to individual inputs [15,19]. More advanced
methods further improve stealthiness through low-frequency
perturbations [44], adaptive features [23], or clean-label poi-
soning that preserves the original labels [32].

2.2 Data-Required Backdoor Detection

A classic line of work detects backdoors by reverse-
engineering a candidate trigger from a handful of clean sam-
ples and then testing whether the recovered pattern induces
targeted misclassification [16, 29, 33]. These methods typi-
cally assume small, localized, pixel-space patterns, and their
search spaces or objectives constrain the trigger’s type and
size. For example, K-Arm [29] explicitly places large triggers
and filter-style triggers out of scope.

A second line trains a meta-classifier [40] over shadow
models and makes a decision with a limited number of queries,
but the need to build and manage many shadow models hin-
ders practicality. To mitigate these limitations, recent efforts
explore data-free detection that avoids reliance on clean sam-
ples and weakens assumptions about trigger form and scale.

2.3 Data-Free Backdoor Detection

Existing data-free methods [7, 34, 35, 45] typically rely on
the construction of the latent representations for each class
to generate test cases via gradient descent or gradient ascent,
where the latent representations refer to the inputs in a specific
model layer. Without loss of generality, we give the following
definition for constructing latent representations.

Definition 1 (Latent Representation Construction). Given
a sub-model w; and a label y;, the construction of a latent rep-
resentation ¢ for class i can be formalized as an optimization
problem and solved by gradient descent as

07 = afgf%i_nﬁ(f(wz;%),yi),

where w; denotes the weights from the l-th layer to the output
layer, and f(w;$;) denotes the output obtained by feeding 0;
through the corresponding sub-model.
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After construction, the latent representations for each class,
denoted as ® = {¢;}"_,, are then propagated forward to cap-
ture anomalies in the model’s behavior. Based on the above
discussion, the existing solutions are described as follows.

DF-TND [35]. It constructs latent representations at the
input layer per class by maximizing neuron activations in
the penultimate layer. These representations are optimized for
a fixed number of iterations via a proximal-gradient scheme.
It then measures each class’s logit increase. If any exceeds a
preset threshold, the model is flagged as backdoored.

FreeEagle [7]. This method constructs latent representations
at the intermediate layer via gradient descent and forward-
propagates them to obtain class logits. The class with an
abnormally high posterior output in other classes’ logits is
identified as the target. A quartile-based metric with a fixed
threshold is used to measure anomalies.

MMBD [34]. It constructs latent representations at the input
layer by gradient ascent. For each class, a maximum margin
statistic is derived by maximizing the logit difference between
that class and all others from these representations. The distri-
bution of these statistics is then analyzed to detect abnormal
margins that indicate the potential target class.

BARBIE [45]. It detects backdoored models by compar-
ing ordinary and isolated latent representations generated via
feature inversion. It quantifies their dominance through the rel-
ative competition score (RCS) and derives several RCS-based
indicators. Thresholds for these indicators are established us-
ing benign models, and a model is flagged as backdoored if
its indicators exceed the benign range.

2.4 Pre-Trained Models

Pre-trained models are DNN models whose parameters are
first learned on a large upstream dataset and then adapted to a
downstream task [5]. Instead of training entirely from scratch,
one can initialize a model with pre-trained weights and further
optimize it on downstream data. This is a common training
strategy, as it can accelerate convergence, reduce training
cost, and often improve downstream performance [42]. Such
initialization is especially helpful when downstream training
data or computational resources are limited. For this reason,
pre-training is adopted in many practical learning settings. In
this paper, we mainly focus on pre-trained models from the
official PyTorch [22] repository, trained on ImageNet [4] and
then fully fine-tuned on downstream tasks.

Pre-trained models are also relevant in the context of back-
door attacks [27,36]. This setup may lower the effort required
to implant backdoor behaviors during downstream training,
thereby increasing the threat posed by backdoor attacks [12].
However, existing detection methods [7, 34,35, 45] are rarely
evaluated under this setting, leaving its potential threat insuf-
ficiently understood.

3 Threat Model

In this paper, we study the problem of backdoor detection on
pre-trained models and adopt a threat model consistent with
prior work [7,34,35].

3.1 Adversary Model

Goals. The adversary aims to implant a backdoor in a DNN
model such that inputs embedded with specific triggers are
misclassified into an attacker-chosen target class, while pre-
serving high accuracy on clean inputs.

Capabilities. The adversary has full control over the train-
ing process, including access to the training dataset and the
ability to alter any part of the training pipeline. This allows
the adversary to manipulate the data, model architecture, or
optimization process as needed. The adversary can employ ar-
bitrary attack strategies (e.g., class-agnostic or class-specific)
and adopt any trigger patterns.

3.2 Defender Model

Goals. Given a trained DNN model, the defender seeks to
efficiently determine whether the model contains a backdoor.
If a backdoor is present, the defender further aims to identify
the corresponding target class [33].

Capabilities. We assume the defender has white-box access
to the trained models, enabling both forward and backward
propagation to construct latent representations. However, the
defender has no access to clean or poisoned samples and lacks
knowledge of potential triggers or attack strategies.

3.3 Application Scenarios

Models released on real-world open platforms, such as Hug-
ging Face [1], often require post-release security auditing,
especially in scenarios involving complex attacks, large-scale
tasks, or limited data access.

Complex Backdoor Attacks. Modern backdoor attacks are
diverse and rapidly evolving, as discussed in Section 2.1.
Many data-required methods rely on assumptions about the
trigger form and size. These assumptions are difficult to jus-
tify in real deployments, as shown in Section 2.2. It is also
infeasible to enumerate all possible triggers. Data-free detec-
tion avoids such trigger-specific assumptions [34].

Large-Scale Tasks. When the number of classes grows, col-
lecting clean samples becomes challenging. In addition, both
sample quantity and sample quality are hard to guarantee,
which can reduce detection reliability. Data-free detection
remains applicable without extra data collection, which im-
proves deployability in large-scale settings.

Privacy-Limited Data. In privacy-sensitive deployments,
clean data may be inaccessible. This includes confidential or
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Table 1: Detection performance of data-free methods under class-agnostic backdoor attacks at a 10% poisoning rate via TPR (%)
and FPR (%). Boldface indicates the highest TPR and the lowest FPR under the same setting. Results at a poisoning rate of 5%
are reported in Table 8. The experimental setup is as described in Section 4.1.

BadNet Blending Filter Refool WaNet LF BPP SSBA IAB AdaP AdaB

Method Dataset Model
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR
CIFARIO RegNetY 137 42 93 41 94 33 42 34 41 31 60 34 87 34 160 44 39 34 63 41 41 3.0
ResNetl8 376 33 68 30 29 21 271 33 810 33 196 32 681 30 499 32 07 11 199 30 54 27
DE-IND GTSRBI0 MobileNet 28 36 13 20 22 34 18 21 11 32 05 1.6 00 24 33 39 12 21 15 13 08 26
ResNetl8 357 54 62 49 184 53 560 51 744 48 77 46 729 51 19 54 582 53 00 19 00 11
ImageNette GoogleNet 59 37 12 35 27 34 100 49 03 31 25 34 03 24 68 41 07 26 00 19 01 26
ResNetl8 264 51 7.1 47 112 48 537 50 731 47 61 36 611 51 56 47 274 46 569 49 645 47
CIFARIO RegNetY 39 54 33 49 51 51 47 54 155 63 37 49 169 63 37 50 49 63 486 64 347 6.6
ResNetl8 27 35 64 45 56 40 180 42 183 47 69 44 166 43 63 44 118 47 93 39 96 48
FreeEagle GTSRBI0 MobileNet 7.1 54 75 53 80 54 333 57 662 54 94 57 418 55 46 48 293 57 569 57 139 52
ResNetl8 30 28 08 30 1.1 18 29 31 138 44 31 33 34 33 01 29 139 48 313 31 194 24
ImageNette GoogleNet 139 55 63 51 97 56 144 51 603 57 108 54 882 46 145 52 241 54 585 52 258 56
ResNetl8 100 3.8 62 34 19 33 49 32 100 37 55 36 06 18 172 37 25 31 119 36 114 3.6
CIFARIO RegNetY 72 51 806 50 861 50 190 53 91 49 193 53 131 53 161 51 54 49 186 51 125 55
ResNetl8 28 33 09 21 03 13 71 36 27 28 116 35 03 12 39 35 19 23 131 27 14 34
MMBD GTSRBI0 MobileNet 364 44 30.6 44 477 41 143 41 82 39 207 38 393 40 72 41 130 42 123 39 175 39
ResNetl8 287 53 112 56 358 54 394 53 92 53 203 54 919 46 127 53 388 54 230 54 249 54
ImageNette GoogleNet 114 4.0 333 41 107 39 144 37 345 39 132 39 321 39 169 40 54.0 41 423 34 399 41
ResNetl8 17.5 58 138 65 210 64 347 65 72 39 99 61 39 54 235 62 218 60 375 6.1 279 6.0
CIFARIO RegNetY 58 31 61 31 80 31 91 31 488 31 193 31 76 31 117 31 162 31 732 31 209 3.1
ResNetl8 202 28 220 28 231 28 601 28 692 28 381 28 323 28 165 28 264 28 615 28 239 28
BARBIE GTSRBIO MobileNet 21.1 7.8 244 7.8 434 78 925 78 997 78 480 78 840 78 141 78 917 78 993 78 472 18
ResNetl8 150 88 222 88 669 88 788 88 573 88 155 88 868 88 155 88 919 88 393 88 258 388
ImageNette GoogleNet 103 68 49 68 56 68 69 68 177 68 6.1 68 164 68 68 68 269 68 199 68 107 68
ResNetl8 39.8 109 203 109 23.6 109 441 109 708 109 17.1 109 483 109 259 109 281 109 440 109 333 109

regulated scenarios, such as military applications. A detection
pipeline should remain applicable without requiring any user
data. This makes data-free detection necessary.

4 Evaluation of Existing Solutions

4.1 Evaluation Setup

Attack Settings. We evaluate eleven backdoor attacks [3,
8,15-17,19,20,23,37,44] in class-agnostic settings, where
poisoned samples are from all non-target classes. These at-
tacks cover diverse trigger designs and attack mechanisms as
discussed in Section 2.1. In particular, adaptive attacks [23]
include two variants: patch-based (AdaP) and blending-based
(AdaB). We adopt six of them for class-specific evaluation,
where only one source class is poisoned [3, 8, 15-17,44]. Poi-
soning rates are 5% and 10% for class-agnostic attacks and 5%
for class-specific attacks. The poisoning rate denotes the pro-
portion of poisoned samples in the training set. We adopt these
settings because lower poisoning rates may weaken attack ef-
fectiveness, while our choices remain within the range consid-
ered in prior work, such as 10% in IAB [19] and WaNet [20]
and 20%/5% in FreeEagle [7] and BARBIE [45].

Datasets and Models. We conduct experiments on three
datasets: CIFAR10 [13], GTSRBI10 [11] (a ten-class sub-
set of GTSRB [11]), and ImageNette [4]. We choose these
three relatively small datasets because every class is evaluated
as both a target class and a source class. For datasets with

more classes, such exhaustive evaluation becomes difficult.
Larger-scale datasets, e.g., full GTSRB, are further evaluated
in Section 7.3. We use ResNet18 [10] for all datasets, and for
each dataset we also evaluate one additional architecture, i.e.,
RegNetY [24], MobileNet [26], and GoogLeNet [30], respec-
tively. In each dataset, 200 benign models are trained, and
for every attack setting within that dataset, 200 backdoored
models are also trained. All models are trained following the
setup described in Section 2.4, resulting in a total of 34,800
models across all settings. The average classification accuracy
(ACC) across all models is 84.3%, with a standard deviation
of 8.9%. The attack success rate (ASR) is 78.4% on average,
with a standard deviation of 25.2%.

Evaluation Metric. We use the true positive rate (TPR) and
false positive rate (FPR) as evaluation metrics. TPR measures
the proportion of backdoored models that are correctly iden-
tified as backdoored, while FPR measures the proportion of
benign models that are incorrectly classified as backdoored.

Detection Methods. We evaluate all data-free methods de-
scribed in Section 2.3. Since the thresholds provided by these
methods failed under our experimental settings, we calculate
a threshold for each setting using 30% benign and backdoored
models, aiming for the highest TPR with an FPR no higher
than 5%, following the approach in [7,45]. In particular, for
BARBIE [45], we follow the original method and use only
30% benign models for threshold estimation; therefore, its
FPR remains the same under the same dataset-model con-
figuration. The remaining 70% of models are reserved as
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the test set for our evaluation. For each result, we repeat the
calculation 10 times and take the average.

4.2 Results on Class-Agnostic Attacks

Across datasets and architectures, existing data-free detectors
rarely achieve reliable performance on pre-trained models
under class-agnostic attacks. From Table 1 and Table 8, we
have the following observations.

1) High TPRs are the exception rather than the rule. Specif-
ically, DF-TND performs well mainly on WaNet and occa-
sionally on BPP, while its TPRs on others (e.g., LF) remain
low. FreeEagle is uniformly weak across datasets and at-
tacks. MMBD is mixed, with modest TPRs on GTSRB10
for BPP and low TPRs on WaNet. BARBIE is the most com-
petitive overall, especially on GTSRB10, with several high
TPRs. However, false positives remain significant, with some
settings exceeding 10%. It indicates that its higher TPR comes
with additional false alarms. These results confirm that ex-
isting data-free detectors lack robustness when applied to
pre-trained models.

2) Performance of data-free detectors is highly sensitive
to both the backbone and the dataset. Under the same attack,
changing the backbone (e.g., RegNetY vs. ResNet18) shifts
TPRs by large margins, sometimes from moderate detection
to near zero. For the dataset, the same method also shows
large performance swings, indicating strong dataset sensitivity.
Overall, the results show limited stability across architectures
and datasets. In addition, when the poisoning rate is reduced
to 5% (see Table 8), detection performance drops significantly
and remains sensitive to the model backbone, the dataset, and
the strength of the attack.

We therefore identify the first limitation of existing data-
free detectors as L/: limited robustness on pre-trained models,
with outcomes heavily dependent on the backbone, the dataset,
and the specific attack.

4.3 Results on Class-Specific Attacks

Table 2 shows that existing data-free detectors perform worse
on class-specific backdoors than on class-agnostic ones.

1) The TPRs are low in most settings, with a best case
around 42.7%, while most results remain below 30% and
even drop to 0% in some configurations. Among the methods,
BARBIE also has the highest overall TPRs, but it exhibits the
highest FPRs in many settings.

2) Performance remains highly sensitive to the backbone
and the dataset. Under the same attack configuration, chang-
ing the architecture can shift outcomes from slightly higher
TPRs to clear failure, and the same holds when varying the
dataset. These patterns mirror the instability observed under
class-agnostic attacks.

3) The type of attack further affects outcomes. Some set-
tings yield slightly better recall, but many class-specific vari-

Table 2: Detection performance of baselines under class-
specific attacks via TPR (%) and FPR (%). Boldface indicates
the highest TPR and the lowest FPR under the same setting.

The experimental setup is in Section 4.1.
DF-IND FreeEagle MMBD  BARBIE
TPR FPR TPR FPR TPR FPR TPR FPR
RegNetY 161 44 06 43 90 40 29 31
ResNetl§ 23 27 118 42 26 24 80 28
BudNet  GTSRplo MoblleNet LI L0 27 47 95 35 87 18

ResNetl8 224 54 05 27 130 47 163 88

GoogLeNet 0.8 20 87 53 87 36 106 638

ImageNette

ResNetl8 212 50 139 38 175 56 186 109
RegNetY 98 42 27 45 288 49 63 31
ResNetl8 0.0 11 99 45 13 23 100 28
MobileNet 1.4 09 2.1 34 134 40 74 78
ResNetl8 22 45 15 3.1 98 50 178 88
GoogLeNet 0.0 24 52 49 257 38 78 638
ResNetl8 18 37 93 37 107 55 195 109
RegNetY 106 39 22 36 78 46 25 31
ResNetl8 04 08 129 48 21 31 64 28

Filler  GTSRBI0 MobileNet 34 34 24 37 153 39 131 78

Attack Dataset Model

CIFAR10

CIFAR10

Blending GTSRBI10

ImageNette

CIFAR10

ResNetl8 109 5.1 14 34 11.8 46 293 88
GoogLeNet 0.0 1.9 7.0 42 69 34 99 68
ImageNette
ResNetl8 13 40 58 35 182 62 20.6 109
CIFARIO RegNetY 110 41 1.6 52 140 26 31

ResNetl8 57 28 379 46 15 1.6 176 28
Refool GTSRBIO0 MobileNet 2.0 37 21 42 17 30 144 78
ResNetl8 153 52 1.0 23 164 49 427 388
GoogLeNet 0.0 1.9 138 5.1 122 39 79 68
ResNetl8 202 49 91 36 176 64 215 109
RegNetY 69 44 09 46 134 48 46 3.1
ResNetl8 0.0 06 155 44 45 25 107 28
MobileNet 33 3.7 10 39 77 39 128 738
ResNetl8 27 37 08 29 84 51 111 88
GoogLeNet 00 23 74 51 83 37 62 68
ResNetl8 25 35 40 29 102 56 191 109
RegNetY 9.5 36 29 51 83 42 24 31
ResNetl8 184 25 223 47 14 23 89 28
SSBA  GTSRBIO MobileNet 28 31 07 42 19 40 7.0 78
ResNetl8 09 26 1.0 35 65 49 161 3838
GoogLeNet 02 1.9 7.7 52 193 38 88 68
ResNetl8 14 21 103 35 113 53 155 109

ImageNette

CIFAR10

LF GTSRB10

ImageNette

CIFAR10

ImageNette

ants remain challenging across methods, with TPRs that are
well below practical requirements.

Based on the above observation, we identify the second
limitation of existing data-free detectors as L2: reduced effec-
tiveness against class-specific backdoor attacks compared to
class-agnostic attacks.

5 Insights to Address the Limitations

5.1 Insighton LI

For L1, we find that this limitation stems from pre-trained
weights encoding many task-irrelevant or out-of-distribution
features from prior datasets. When the model is fine-tuned
on the given dataset, it can easily adjust learned features,
but it is more challenging to learn features unique to the
training samples [2]. Existing data-free methods use the input
layer [34,35] or middle layer [7,45] as the detection layer.
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Figure 1: Softmax-normalized maximum margins measured
by MMBD [34] for each class of benign and backdoored mod-
els trained on CIFAR10 [13]. The input and output layers
of the pre-trained model are used as detection layers, respec-
tively. The attack is BadNet [8] and its target class is 2.

Thus, they are inevitably influenced by pre-trained weights
during the detection process. Therefore, an intuitive solution
to L1 is to use the output layer as the detection layer, which
is typically not initialized with pre-trained weights due to the
difference in the number of classes.

To illustrate the impact of pre-trained weights and the effec-
tiveness of the output layer, we analyze the detection results
of MMBD as an example. MMBD identifies backdoored mod-
els by a significantly larger maximum margin for the target
class compared to other classes. When the input layer serves
as the detection layer, the maximum margin produced by
MMBD on the backdoored model violates its expectation, as
shown in Figure 1(a). Meanwhile, in the benign model shown
in Figure 1(b), class 3 attains a substantially larger maximum
margin than the other classes, leading to its erroneous iden-
tification as the target class. Therefore, MMBD fails in the
setting of pre-trained models using the input layer.

However, when the output layer is used for detection, the
target class of the pre-trained model and the benign model are
correctly identified as shown in Figure 1(a) and Figure 1(b).
This suggests that backdoors remain exposed in the output
layer. We therefore propose to perform detection on the output
layer against L/ for data-free methods.

5.2 Insight on L2

Our insight for L2 is that existing methods apply the same de-
tection strategy for both class-agnostic and class-specific back-
door attacks, regardless of their varying strength. Here, the
difference in strength arises from the number of source classes.
A greater number of source classes introduces more features
unrelated to the target class, making class-agnostic backdoor
attacks more potent than class-specific attacks. Therefore,
backdoored models under different attack strategies produce
different anomaly metrics when detected by data-free meth-
ods. When the same detection strategy is applied to both
attack strategies, class-specific backdoor attacks are more

Benign - 4511 4189 3735 4676 3830 5107 4566 4711 5500
Agnostic (5%) - 4533 4253 4350 3839 4133 5200 4611
Agnostic (10%) - 4591 3738 4480 3935 4798 4309 4684 4831

Specific (5%) - 4449 4420 | 4375 3851 | 4701 4001 4515 FELIZE 4695

4538 4706 [~ 4000
" ;

8 9 10

5000

- 4500

Specific (7.5%) - 4456 4155 4484 3907 4000

' ' i ' 0 '
1 2 3 4 5 6

Figure 2: Heatmap of CSs from the output layers of
ResNet18 [10] models trained on the CIFAR10 [13] dataset.
The comparison includes class-agnostic and class-specific
attacks with poisoning rates of 5%, 7.5%, and 10%, where
the target class is 2 and the specific source class is 7.

likely to be misclassified as benign than class-agnostic ones.
To highlight this distinction, we introduce the convergence
speed as a novel anomaly metric for backdoor detection.

Definition 2 (Convergence Speed, CS). Given a sub-model
w; and a label y;, the convergence speed cs; is defined as the
optimization steps required to construct the latent representa-
tion to reach the final loss value Ly:

csi =argmin{T € N | L(f(w;:0]),y;) < L¢},

where q),T is the latent representation of class i at step T.

CS is a side-channel signal that quantifies the difficulty of
constructing the latent representation. Our insight behind CS
is that backdoor injection enriches the feature representation
of the target class. It leads to a measurable difference: target-
class features are more easily searched when constructing
latent representations. We then conduct an empirical study
using CS to quantify the distinctions among attack strategies.

Empirical Study. ' We illustrate CSs of five different models
as shown in Figure 2. The main observations are as follows.

* Benign vs. Backdoored. Backdoored models exhibit a
markedly smaller CS for the target class (Class 2). In con-
trast, CS for source classes performs more slowly relative
to benign baselines under both attack strategies. Addition-
ally, increasing the poisoning rate further accelerates the
target-class CS across both attack strategies. An opposite
trend is observed for the CS of the source class.

* Class-Agnostic vs. Class-Specific. At equal poisoning
rates, the target-class CS is consistently faster under class-
agnostic attacks. This suggests that a greater number of
source classes contributes to faster convergence. Mean-
while, class-specific backdoor attacks exhibit a particular
pattern that the CS of the unique source class (Class 7) is
significantly slower than that of others.

Based on the above observation, the backdoored models
exhibit distinct anomaly patterns across poisoning strategies.

"More results are provided in Appendix A.
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In particular, the target-class anomaly is smaller under class-
specific attacks than under class-agnostic attacks. Using a
single detection strategy may therefore cause misdetections.
Moreover, the slow CS of the source class enables us to dis-
tinguish class-specific from class-agnostic backdoor attacks
and apply different detection strategies against L2.

5.3 Takeaways

We propose using the output layer as the detection layer to
mitigate LI for pre-trained models, and we illustrate its effect
with MMBD [34]. In the following evaluation, we use the
superscript T to mark an improved baseline that adopts the
output layer, e.g., MMBD™ . In addition, we introduce CS as a
new side-channel signal for backdoor detection. CS measures
the disparity between class-agnostic and class-specific attacks,
allowing differentiation to reduce L2.

6 Our Proposal

In this section, we present SPD,? a data-free backdoor detec-
tor based on CS. Consistent with our discussion in Section 5.1,
SPD selects the output layer as the detection layer.

6.1 Calibrated Convergence Speed Collection

As discussed in Section 5.2, CS reveals effective patterns for
different attack strategies. However, identifying backdoors
using CS remains challenging. As shown in Figure 2, benign
models exhibit substantial across-class variation in CS, which
obscures the separation between benign and backdoored mod-
els. We therefore introduce calibrated convergence speed to
reduce this variability as follows.

Initialization of Latent Representation. The initial latent
representation ¢y determines the starting point for subsequent
optimization and directly affects CS. The latent representa-
tion ¢ can intuitively be initialized with random or constant
values. Random initialization is common [7, 34, 35,45], yet
its randomness reduces the stability of CS and yields fluctu-
ating detection performance. We therefore focus on constant
initializations in [0, 1]. Empirically, larger constants converge
faster, whereas 09 = 0 may induce vanishing gradients and
hinder optimization. Consequently, we set ¢ to an all-ones
vector and analyze other initializations of ¢g in Section 7.4.

Optimization of Latent Representation. After initializing
09, SPD uses the Adam optimizer with the learning rate 1 to
adjust ¢;, until the loss value reaches below the final loss L.
In particular, SPD first uses {(¢o,y;) }?_; to conduct forward
propagation and calculates the minimum loss value L; =
min{L(f(w;;90),yi)}’ . Specifically, the optimizer is reset
with the learning rate of 1 when the loss value decreases to L;.
We reset the optimizer as a calibration step to avoid overly fast

21t is derived from “SPeeD”, reflecting the core insight of our proposal.

or slow convergence for any class. Based on the above, we
present the formulation of the calibrated convergence speed.

Definition 3 (Calibrated Convergence Speed, CCS). Given
a sub-model w; and a label y;, the calibrated convergence
speed ccs; is defined as the optimization steps of a two-phase
construction of latent representation. Let

Ly= min L(f(wi:90),y;);

1<j<n
where 0o = 1. The two-phase convergence is defined as

Ty =argmin{T € N | L(f(w;:0] ),y) < L},
T = argmin{T € N| L(f(w;;0 ""),y;) < L¢}.

At step T\ + 1, the optimizer is reset. Then, the calibrated
convergence speed for class i is defined as ccs; =T\ + Tr.

After optimizing the latent representation for each class,
we record the set of CCSs.

Remark. The hyperparameters 1 and Ly influence the CCS,

where ccs; o< % and ccs; o< % Insufficient optimization could

lead to inaccurate detections, while excessive steps notably
prolong execution times. We use 1 = 0.001 and Ly = 0.001
as default settings and evaluate the impact of different settings
on SPD’s performance in Section 7.4. In addition, we select
Adam as the optimizer for its simpler hyperparameter tuning.
For example, choosing the learning rate and the final loss
threshold is more involved with SGD.

6.2 Anomaly Metric Calculation

As discussed in Section 5.2, we design two anomaly metrics
that align with attack-specific patterns. We quantify anomalies
from a statistical deviation perspective. Specifically, we assess
departures from a uniform baseline using two simple struc-
tured imbalance patterns that reflect attack-specific behavior,
and take the stronger evidence as the anomaly score.

Anomaly Metric of Class-Agnostic Attacks. For class-
agnostic attacks, constructing the latent representation for
the target class tends to converge markedly faster than the
others. We identify the potential target class as

t = arg min ccs;.
1<i<n

Then we posit a unimodal alternative under which class ¢
carries proportion 0 of the total mass and the remaining n — 1
classes share the remainder equally, i.e.,

ccs; 1—-0

é: _ g —
Yr cesi’ 9

n—1"

Against the uniform baseline 1/n per class, the log-likelihood
ratio is

LLRca = ces; log(8n) + Y ccs; log(gn). 1)
i#t
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We clip 8 and § to (g,1] with a small € > 0 for numerical
stability. A larger LLRcp indicates a stronger single-class
acceleration pattern consistent with class-agnostic behavior.

Anomaly Metric of Class-Specific Attacks. For the class-
specific attack, constructing the latent representation of the
target class accelerates while that for the unique source class
decelerates. Therefore, we focus on the most extreme pair:

§ = arg max ccs;.

t = arg min ccs;,
1<i<n 1<i<n

Restricting attention to the pair {z,s}, let

A ccs; A A

r =
ces; +cesg’

We assess deviation from the fair binary baseline (%, %) using

the log-likelihood ratio
LLRcs = ccs log(28;) + ces, log(26;). )

6, and O, are also clipped to (g,1] with a small € > 0 for
numerical stability. A larger LLRcs indicates a stronger fast-
slow contrast characteristic of class-specific behavior.

Anomaly Score. We take the strongest statistical evidence
against the uniform baseline as the final anomaly score:

m = max {0, LLRCA7 LLRcs}.

The nonnegativity enforces a conservative convention where
no evidence yields zero. We also report the dominating alter-
native as the detected pattern:

{Class-AgnostiC, LLRca > LLRcs,
case =

Class-Specific, LLRca < LLRcs.

A larger m indicates a stronger departure consistent with either
a single-class acceleration or a fast-slow extreme pair. In
practice, m serves as a unified anomaly metric, while case
provides a succinct interpretation of the prevailing attack-
specific pattern.

6.3 Discussion

Effectiveness of CCS. SPD uses two anomaly metrics for
class-agnostic and class-specific backdoor attacks. Both met-
rics share an implicit precondition: the backdoor perturbs
convergence strongly enough that the target class and the
source class become the smallest or the largest CCS among
all classes, respectively. This relies on the assumption that
when the model is trained on a clean dataset, CCS values are
approximately uniform across classes, so any acceleration or
deceleration produces a salient deviation. This is the reason
why we adopt CCS rather than raw CS, and its effectiveness
is evaluated in Section 7.5.

Poisoning Rate. The magnitude of CCS shifts is also gov-
erned by the poisoning rate. Prior methods are likewise sensi-
tive to the poisoning rate, as reflected between Table 1 and Ta-
ble 8. When the poisoning rate is low, or when the target class
is already slow to converge before poisoning, the target class
may fail to attain the minimum CCS. The same applies to the
source class and the maximum CCS. These cases violate the
implicit assumption used by SPD, causing a potential failure.

The Number of Classes. We infer that the number of classes
modulates detectability in opposite ways for the two attack
strategies. For class-agnostic attacks, increasing the number
of classes tends to help detection because a larger pool of
source classes contributes additional features that speed up
the target-class convergence even under reduced poisoning.
However, detection becomes harder with more classes for
class-specific attacks. Achieving the global minimum CCS
becomes more difficult for the target class, particularly when
its clean CCS” is relatively large.

These insights immediately suggest adaptive strategies
against SPD, which we analyze in Section 8. However, we
note that even when the target class does not achieve the min-
imum CCS, SPD often still flags the model as backdoored
because at least one class exhibits a CCS that is markedly
more extreme than the remainder, albeit with potentially in-
correct target identification.

The Number of Target Classes. Consistent with observa-
tions of existing methods, SPD is designed for single-target
backdoor attacks. The anomaly metrics evaluate deviations
between a single target and the remaining classes. For multi-
target backdoors, the single scalar anomaly score is theo-
retically insufficient. In the extreme case where all classes
become targets (e.g., all-to-all attacks), the target-specific sig-
nal disappears and the anomaly measures of both existing
methods and SPD degenerate. Therefore, we also evaluate
all-to-all attacks as adaptive attacks in Section 8.

7 Evaluation of Our Proposals

7.1 Results of Class-Agnostic Attacks

In Table 3 and Table 9, we compare the detection perfor-
mance of SPD with improved baselines under class-agnostic
backdoor attacks on the same benchmark as in Section 4.1.

Effectiveness of Our Improvement. * At both 10% and 5%
poisoning rates, the improved baselines outperform their origi-
nals, as shown in Table 1 and Table 8. Specifically, FreeEagle™
delivers modest improvements on average, yet in several
configurations it reaches TPRs of 90% to 100%. MMBD™
achieves substantial gains, with strong performance in most
settings, although a few configurations still fail. These results

3The clean CCS is obtained from models trained on the same dataset
without poisoning.
4DF-TND and BARBIE are not suitable for our modification.
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Table 3: Detection performance of SPD and improved baselines under class-agnostic backdoor attacks at a 10% poisoning rate

via TPR (%) and FPR (%). Results at a poisoning rate of 5% are in Table 9. The experimental setup is in Section 4.1.
BadNet Blending Filter Refool WaNet LF BPP SSBA IAB AdaP AdaB
Method Dataset Model
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR
CIFARIO RegNetY 315 56 157 56 153 59 8.8 37 872 41 133 50 226 40 305 40 201 40 90.1 34 254 40
ResNet18 13.8 59 198 5.1 127 39 144 48 1000 0.0 153 45 514 53 277 50 520 56 997 0.0 497 54
FreeEagle* GTSRB10 MobileNet 275 46 205 49 269 46 990 21 990 19 205 39 941 44 178 40 953 37 994 14 893 49
ResNetl8 21.1 34 163 35 225 37 84 24 908 00 349 52 915 14 287 51 919 20 1000 09 93.0 3.2
ImageNette GoogLeNet 19.1 4.6 7.1 41 228 45 11.1 40 466 54 170 47 717 46 11,6 47 145 52 498 49 148 5.0
ResNetl8 366 3.6 408 36 329 36 177 26 861 27 493 32 979 22 107 34 435 27 502 29 368 37
CIFARIO RegNetY 842 35 846 34 935 31 82 34 778 18 919 29 936 33 983 22 842 34 584 09 99.1 21
ResNetl8 915 46 991 08 970 3.6 1000 0.0 100.0 00 990 1.3 1000 0.0 1000 0.0 1000 0.0 1000 0.0 100.0 0.0
MMBD*  GTSRBIO MobileNet 444 34 681 33 570 34 549 39 270 34 484 30 134 37 348 36 57 26 7716 32 404 33
ResNet18 193 56 293 56 428 56 999 28 669 43 16.1 52 99.1 27 93 40 991 29 996 24 763 57
ImageNette GoogLeNet 97.6 3.1 977 41 958 44 972 37 470 46 977 35 27.1 49 958 42 961 27 157 41 914 38
ResNetl8 949 46 99.1 24 944 46 982 29 1000 07 968 39 1000 0.7 933 3.6 987 21 1000 0.7 994 23
CIFARI0 RegNetY 995 1.7 991 03 994 08 994 09 992 00 991 0.6 2875 44 1000 0.0 931 36 100.0 0.0 100.0 0.0
ResNetl8 988 1.2 100.0 0.3 100.0 03 100.0 03 100.0 03 1000 0.3 1000 0.3 1000 0.3 1000 0.3 1000 0.3 100.0 0.3
SPD GTSRBIO MobileNet 99.8 0.0 994 0.9 100.0 0.0 100.0 0.0 1000 00 994 11 1000 0.0 957 31 996 0.2 1000 0.0 100.0 0.0
ResNet18 100.0 0.0 100.0 0.0 100.0 0.0 100.0 0.0 100.0 0.0 1000 0.0 1000 0.0 981 24 1000 0.0 1000 0.0 100.0 0.0
ImageNette GoogLeNet 100.0 0.9 979 13 959 24 988 1.6 1000 09 993 11 1000 09 944 27 908 3.8 1000 0.9 100.0 0.9
ResNet18 100.0 0.1 100.0 0.1 100.0 0.1 100.0 0.1 996 0.6 1000 0.1 1000 0.1 1000 0.1 981 13 1000 0.1 100.0 0.1

suggest that selecting the output layer rather than the interme-
diate or input layers reduces the impact of pre-trained weights
on detection, consistent with our insights in Section 5.1.

When the poisoning rate drops to 5%, both FreeEagle™*
and MMBD™ show a general decline in TPR, confirming that
detection remains sensitive to poisoning strength. However,
both retain strong results in specific settings. For example, on
CIFAR10 with ResNet18, MMBD™ attains near-100% TPR
on Refool, WaNet, BPP, SSBA, IAB, AdaP, and AdaB. These
attacks span natural triggers, sample-specific triggers, and
adaptive variants, indicating that the improvements can be
robust under complex trigger types.

In summary, selecting the output layer as the detection
layer can address LI, which substantially improves the ro-
bustness of existing methods on pre-trained models. The im-
proved baselines also achieve markedly higher target-class
identification accuracy, compared with their original meth-
ods. Nevertheless, they still exhibit significant weaknesses in
backdoor detection, with sensitivity to architecture, dataset,
attack type, and poisoning rate. For example, on GTSRB10
under the TAB attack, MMBD™ attains a TPR of 99.1% on
ResNet18 but only 5.7% on MobileNet. This gap indicates
limited cross-architecture robustness of the insight in MMBD
and highlights the need for further study of backdoor detection
under diverse model designs.

Overall Performance of SPD. SPD achieves state-of-the-art
performance against all baselines, including their improved
variants, across datasets and architectures. In most configura-
tions, the TPR is near 100% and the FPR is the lowest, which
supports our use of CCS as a signal for backdoor detection.
SPD also identifies nearly all target classes in backdoored
models. When the poisoning rate is reduced to 5%, the per-
formance of SPD also decreases, with the largest drop on
ImageNette, indicating sensitivity to poisoning strength simi-
lar to FreeEagle™ and MMBD™. However, only a few settings

exhibit substantial degradation, and the majority still maintain
TPRs above 90%. In summary, SPD and our CCS-based in-
sight show stronger robustness across diverse backdoor types.

Observation of Triggers. Across our evaluations, we find
patterns that do not match common expectations for trigger
types on pre-trained models. Detection is weakest for simple
triggers such as BadNet, Blending, and Filter rather than for
complex triggers. This differs from prior reports that describe
sample-specific and adaptive triggers as harder to detect. We
also find that the local trigger is harder to detect than the
global triggers, which contradicts the common insights. These
findings suggest that pre-trained weights create a different
detection landscape for backdoor defenses.

Based on these findings, we infer that simple triggers can
be easily hidden by the complex features introduced by pre-
trained weights, as discussed in Section 5.1. They become
harder to detect, especially BadNet, which introduces only
small visible changes. We hypothesize that detectability on
pre-trained models correlates with how outlying the trigger-
induced features are relative to pre-trained representations. To
support this insight, we conduct a case study in Section 7.6.
In summary, we reveal a unique vulnerability of pre-trained
models to backdoor attacks that prior work has overlooked.

Observation of Datasets and Models. For datasets, detec-
tion performance varies with the data distribution. MMBD™
is consistently weaker on GTSRB10, while FreeEagle™ and
SPD are relatively weaker on ImageNette. These patterns
suggest that attack evasiveness depends on the dataset.

For model architectures, ResNetl8 generally yields
stronger detection than other backbones under the same attack
and poisoning level. For example, several detection-attack
combinations that succeed on ResNet18 show poorer TPR on
MobileNet or RegNetY. This gap indicates that model design
also plays a key role in the reliability of backdoor detection.
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Table 4: Detection performance of SPD and improved base-
lines under class-specific attacks via TPR (%) and FPR (%).
The experimental setup is in Section 4.1.

FreeEagle™ MMBD* PD
Attack Dataset Model reetage S
TPR FPR TPR FPR TPR FPR
CIFARIO RegNetY 6.2 44 102 32 624 48

ResNet18 153 31 219 43 834 48
MobileNet  13.8 49 258 39 696 39
ResNet18 15.1 3.6 4.1 40 942 13
GoogLeNet 437 49 168 3.6 890 46
ResNet18 6.5 28 236 52 1000 0.6
RegNetY 9.5 4.1 1.6 29 741 49
ResNet18 83 42 419 42 930 50
MobileNet 159 44 220 35 645 34
ResNet18 1.5 27 5.4 39 913 1.0
GoogleNet 476 5.1 106 3.5 846 45
ImageNette

ResNet18 4.7 20 387 58 1000 0.6
RegNetY 8.7 4.6 9.6 36 658 47
ResNet18 164 37 375 44 872 49
MobileNet 146 59 230 3.7 780 3.6
ResNetl8 250 4.6 5.4 39 974 07
GoogLeNet 594 49 154 35 904 46
ResNet18 4.0 29 328 58 1000 0.6
RegNetY 6.0 39 8.3 35 682 44
ResNet18 158 35 448 42 963 34
MobileNet 352 6.8 506 3.6 935 29
ResNet18 195 42 160 54 957 14
GoogleNet 482 47 108 3.6 825 42
ResNet18 4.9 35 313 54 1000 0.6
RegNetY 7.4 3.1 158 34 695 49
ResNet18 169 54 373 47 898 49
MobileNet 153 49 195 34 640 34
ResNet18 199 34 5.4 32 89.0 1.9
GoogleNet 602 5.1 135 37 863 46
ResNet18 3.6 31 237 56 1000 0.6
RegNetY 125 50 178 4.0 758 44
ResNet18 134 45 624 44 971 1.1
MobileNet 151 58 263 3.6 515 39
ResNet18 189 34 3.0 46 937 25
GoogLeNet 445 50 126 39 891 46
ResNet18 4.2 36 281 52 1000 0.6

BadNet ~ GTSRB10

ImageNette

CIFARI10

Blending GTSRB10

CIFAR10

Filter GTSRB10

ImageNette

CIFARI10

Refool GTSRB10

ImageNette

CIFAR10

LF GTSRB10

ImageNette

CIFAR10

SSBA GTSRB10

ImageNette

7.2 Results of Class-Specific Attacks

Performance of Improved Baselines. As shown in Table 4,
the improved baselines remain largely ineffective on class-
specific backdoor attacks. Although they outperform their
original versions, TPRs are still low in most settings, often
below 30% on CIFAR10 and GTSRB10, with only occasional
mid-range results on ImageNette. These results indicate that
our output-layer modification mitigates the impact of pre-
trained weights but remains insufficient to make existing
methods robust for class-specific backdoor attacks. Even at
poisoning rates comparable to the class-agnostic experiments,
the gap in detection accuracy is large, underscoring the in-
herent difficulty of class-specific attacks. In summary, our
evaluation reveals substantial shortcomings of existing meth-
ods on class-specific backdoor attacks and highlights the need
for more effective detectors.

Performance of SPD. Consistent with the class-agnostic
setting, SPD achieves state-of-the-art performance on class-

specific backdoors and surpasses all baselines. This supports
our insight that CCS is an effective signal for detecting class-
specific attacks on pre-trained models. Meanwhile, adopting
distinct detection strategies for class-specific backdoor attacks
is effective. We further evaluate the efficacy of SPD’s design
in Section 7.5. However, the results also reveal sensitivity
to model architecture. Detection on ResNet18 is generally
stronger than on other backbones. Therefore, meaningful op-
portunities for improvement remain.

7.3 More Evaluation Results

Performance on Large Datasets. We evaluate on CI-
FAR100 [13] and TinyImageNet [14] under class-agnostic
attacks using ResNet34 [10] for both datasets. For CIFAR100,
we use poisoning rates of 5% and 10%. For TinylmageNet,
we use a poisoning rate of 5% and additionally include
ResNet50 [10] as a backbone. Each setting contains 100 mod-
els. The average ACC across all models is 77.2%, with a
standard deviation of 4.8%. The ASR is 87.3% on average,
with a standard deviation of 20.2%.

As expected from our analysis in Section 6.3, a larger num-
ber of classes makes class-agnostic attacks easier to detect,
as demonstrated in Table 5. MMBD™ and SPD achieve near-
perfect TPRs in almost all settings with very low FPRs, re-
gardless of poisoning rate or backbone. FreeEagle™ shows
pronounced variability: some attacks reach 100% TPR while
others drop to around 0.3%. These results reinforce that in-
creasing the number of classes amplifies detectability and that
SPD maintains strong robustness on large datasets. In partic-
ular, class-specific backdoors on large datasets are evaluated
in adaptive attacks (see Section 8).

Performance on Vision Transformer. We evaluate SPD and
the improved baselines on ViT [6] using CIFAR10 [13] with
the same settings as Section 4.1. The average ACC across
all models is 96.8%, with a standard deviation of 1.6%. The
ASR is 93.2% on average, with a standard deviation of 10.6%.
FreeEaglet and MMBD™ both yield TPRs below 10%, in-
dicating failure on pre-trained ViT. In contrast, SPD attains
TPRs between 71.4% and 93.6%. We also observe higher
FPRs on ViT than on convolutional backbones: SPD aver-
ages 6.1% and FreeEagle™ peaks at 10.7%. Overall, SPD
delivers better performance on ViT.

To further evaluate scalability to larger-scale models and
datasets, we conduct experiments on ImageNet [4] using ViT.
We fine-tune 100 models with 50 samples per class and eval-
uate BadNet, Blending, and Filter under the class-agnostic
setting. For each attack, only one sample from each source
class is poisoned, corresponding to a poisoning rate of 1.998%
in the fine-tuning set and about 0.078% in the full ImageNet
training set. Backdoored models achieve an average ACC of
75.60% and an average ASR of 94.93%, with standard devia-
tions of 5.8% and 11.1%, respectively. SPD achieves 100%
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Table 5: Detection performance of SPD and improved baselines under class-agnostic backdoor attacks on large datasets via TPR
(%) and FPR (%). Boldface indicates the highest TPR and the lowest FPR under the same setting.

Poisoning BadNet Blending Filter Refool WaNet LF BPP SSBA IAB
Method Dataset Model
Rate TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR
CIFAR100 ResNet34 10% 4.1 6.1 79 60 197 57 130 61 1000 09 710 09 1000 09 761 56 1000 09
FreeEagle* ResNet34 5% 03 34 03 39 154 56 129 50 1000 09 540 54 1000 09 540 54 1000 09
TinylmageNet ResNet34 5% 1.1 7.7 1.7 7.7 2.6 7.1 15.7 69 1000 1.1 1.4 8.0 1000 1.1 7.4 7.7 71.2 6.0
ResNet50 5% 49 69 242 7.1 5.0 60 254 66 970 26 140 70 999 04 471 54 813 37
CIFAR100 ResNet34 10% 1000 2.0 1000 2.0 1000 2.0 100.0 20 1000 20 1000 20 1000 2.0 1000 2.0 100.0 2.0
MMBD* ResNet34 5% 989 31 99.1 20 1000 20 1000 20 1000 20 1000 2.0 1000 2.0 100.0 2.0 100.0 2.0
TinylmageNet ResNet34 5% 1000 0.0 1000 0.0 100.0 0.0 100.0 0.0 1000 0.0 1000 0.0 1000 0.0 1000 0.0 100.0 0.0
ResNet50 5% 100.0 3.6 100.0 36 1000 36 1000 36 1000 3.6 1000 3.6 100.0 3.6 100.0 3.6 100.0 3.6
CIFAR100 ResNet34 10% 100.0 1.0 100.0 1.0 1000 1.0 1000 1.0 1000 1.0 1000 1.0 1000 1.0 100.0 1.0 100.0 1.0
sPD ResNet34 5% 1000 1.0 1000 1.0 1000 1.0 1000 1.0 1000 10 1000 1.0 1000 1.0 1000 1.0 1000 1.0
TinylmageNet ResNet34 5% 1000 1.7 100.0 1.7 1000 17 1000 1.7 1000 1.7 1000 1.7 1000 1.7 100.0 1.7 100.0 1.7
ResNet50 5% 1000 09 1000 0.9 100.0 0.9 100.0 0.9 1000 09 1000 09 1000 09 1000 0.9 100.0 0.9
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(a) Ly vs. TPR/CCS (b) n vs. TPR/CCS
Figure 3: The impact of hyperparameters on TPR and CCS.
Ly and 1 denote the final loss and learning rate, respectively.

TPR with 2.86% FPR, demonstrating its effectiveness and
generality on large-scale datasets and models.

Performance Against Clean-Label Attacks. We evaluate
clean-label backdoor attacks [32] on ResNet18 [10] using
CIFARI10 [13] and ImageNette [4] at a 5% poisoning rate.
The average ACC across all models is 87.9%, with a standard
deviation of 5.1%. The ASR is 87.1% on average, with a
standard deviation of 8.4%. The improved baselines achieve
TPRs below 5%, indicating detection failure. In contrast, SPD
attains TPRs of 64.3% and 70.1% with FPRs below 2.7%.
These results indicate that SPD can effectively detect clean-
label backdoors on pre-trained models. Compared to dirty-
label attacks, the lower TPRs suggest that detecting clean-
label backdoors on pre-trained models is more challenging
and warrants further investigation.

Performance on Models Trained from Scratch. We evalu-
ate SPD on models trained from scratch on the full GTSRB
dataset under nine attacks, where it achieves 100% TPR and
an FPR below 0.5%. More details are provided in Appendix E.

7.4 Hyperparameter Study

We evaluate the impact of hyperparameters on SPD using the
ResNet18 [10] models trained on CIFAR10 [13] from Sec-
tion 4.1. The reported values are averaged over both class-

agnostic and class-specific attacks.

Impact of Initialization. To assess the impact of initializa-
tion on SPD, we evaluate four latent representation initial-
izations: 0, 0.5, random, and 1. The average CCS is highest
for 0 (4523) and lowest for 1 (3126), with random and 0.5
yielding 3833 and 3870, respectively. Since a lower CCS indi-
cates faster convergence, initializing the latent representation
with 1 leads to the fastest optimization. In terms of detection
performance, the 1-initialization achieves the highest aver-
age TPR of 96.2%, while random yields the lowest at 58.5%.
These results show that using 1 for initialization both acceler-
ates convergence and improves performance, supporting the
rationale behind our design.

Impact of the Final Loss. Figure 3(a) shows that setting the
final loss either too small or too large degrades performance.
A very small loss slows optimization, resulting in larger CCS,
while an overly large loss leads to under-optimized latent rep-
resentations and reduced TPR. A moderate loss balances both
objectives, achieving smaller CCS and higher TPR. Based on
these observations, we set the final-loss parameter to 1073,

Impact of the Learning Rate. Figure 3(b) reveals a similar
trend. Extremely small learning rates result in slow conver-
gence, larger CCS, and lower TPR, while excessively large
rates cause instability and also degrade TPR. Mid-range val-
ues offer faster and more stable convergence, yielding smaller
CCS and stronger detection performance. We therefore adopt
1073 as the default learning rate.

7.5 Ablation Study

In this section, we demonstrate the effectiveness of CCS and
two anomaly metrics designed in Section 6. We propose two
variants of SPD, i.e., SPD-A and SPD-S. SPD-A only uses
the anomaly metric (Equation 1) for class-agnostic attacks
to conduct the backdoor detection. Similarly, SPD-S detects
backdoor attacks only with the anomaly metric (Equation 2)
for class-specific attacks.

The evaluation results are shown in Table 6. On class-
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Table 6: Detection performance of SPD and two variants
(i.e., SPD-A and SPD-S) for class-agnostic and class-specific
backdoor attacks via TPR (%) and FPR (%). The experimental
setup follows Section 4.1.

SPD SPD-A SPD-S
TPR FPR TPR FPR TPR FPR
RegNetY 8.0 07 925 23 872 0.7
ResNet18 975 08 975 05 973 0.8
Agnostic  GTSRB10 MobileNet ~ 93.7 1.9 954 07 933 2.0
ResNet18 98.1 02 980 0.1 98.1 0.2
GoogleNet  83.3 00 852 28 822 0.0
ResNet18 975 03 93 09 974 03
RegNetY 63.4 14 597 59 63.4 14
ResNet18 91.2 39 808 29 912 39
MobileNet 744 64 723 29 728 5.8
ResNet18 92.7 14 841 13 932 1.5
GoogleNet 809 0.0 518 64 80.8 0.0
ResNetl8 1000 0.0 996 06 100.0 0.0

Strategy Dataset Model

CIFAR10

ImageNette

CIFAR10

Specific  GTSRB10

ImageNette

EccsEmCs
5.0k 100 SSBA
4.5k 2 BadNet
2 < g0
S 4.0k £
= 60
3.5k
40
CCS CS Agn.Spe. Agn. Spe.

(a) Distribution of CS/CCS (b) CS/CCS vs. TPR
Figure 4: Violin plots of CCS and CS on benign models and
TPRs obtained using CS and CCS for BadNet and SSBA
attacks under class-agnostic and class-specific settings.

agnostic attacks, SPD-A attains the best performance, which
matches the design intent. This suggests that the distribution
of CCSs under class-agnostic attacks is well captured by the
unimodal pattern targeted by SPD-A. On class-specific at-
tacks, SPD-A lags far behind SPD-S across many settings.
This indicates that the anomaly metric in SPD-S aligns with
the CCS characteristics of class-specific attacks. Together,
these results show that the two metrics are well matched to
their respective attack strategies and support our insight for
L2 in Section 5.2. Compared with its single-metric variants,
SPD integrates the strengths of both. Although it is slightly
below SPD-A on some class-agnostic cases, it preserves the
strong performance of SPD-S on class-specific attacks and
sometimes exceeds it. This supports the design of SPD and
provides the best balance of TPR and FPR.

For the effectiveness of CCS, i.e., resetting the optimizer,
it can provide a more stable and discriminative signal than
raw CS on pre-trained models as shown in Figure 4(a).” Tts
benign distribution is tighter, reducing variance and spurious
extremes. This stability makes attack-induced deviations more
salient and improves separability between benign and back-

5CS is also initialized with an all-ones vector in our evaluation.

(a) Adaptive (b) Patch 1 (c) Patch 2 (d) Patch 3 (e) Patch 4

Figure 5: Case-study trigger designs. (a) AdaP adaptive trig-
ger. (b)-(e) BadNet trigger variants.

doored models, as shown in Figure 4(b). This confirms the
effectiveness of our design on CCS introduced in Section 6.1.

7.6 Case Study: Trigger Impact

In this section, we employ BadNet with various patches to
investigate why simple triggers are harder to detect than com-
plex ones in pre-trained models. This inquiry is motivated
by our observation that the findings diverge from prior work.
In particular, we find that SPD achieves better detection re-
sults on AdaP, an adaptive patch-based trigger derived from
BadNet, than on the original BadNet trigger. Therefore, we
use this case study to explore the underlying reasons. The
triggers used in Section 7.1 for AdaP and BadNet are shown
in Figure 5(a) and Figure 5(b), respectively. They differ in
color, size, and position. We conduct controlled experiments
on RegNetY trained on CIFAR10, with the corresponding
designs shown in Figure 5(c) — Figure 5(e). All other settings
follow Section 4.1 with a 5% poisoning rate.

Our evaluation results show that trigger position is the
dominant factor for SPD’s detection performance. When the
trigger is placed at the top left (Figure 5(b) and Figure 5(d)),
performance degrades regardless of size or color, with TPRs
of 56.6% and 72.0%, respectively. In contrast, placing the
trigger at the bottom right (Figure 5(c) and Figure 5(e)) yields
perfect detection with a TPR of 100%. This indicates that
position primarily drives the observed variance.

Therefore, we hypothesize that when a trigger overlaps the
salient features of a sample, it is more easily masked by repre-
sentations induced by pre-trained weights. In contrast, when
the trigger is placed away from the main features, it produces
features that are decoupled from the original content, making
them easier for detectors to identify. Furthermore, the poor de-
tection performance reported in Table 9 is consistent with this
observation. These results indicate that backdoor detection
on pre-trained models remains challenging and that serious
vulnerabilities persist, e.g., sensitivity to trigger location.

8 Adaptive Attack

In this section, we further evaluate the robustness of data-
free backdoor detectors under adaptive attacks. We categorize
adaptive strategies into active and passive attacks according to
whether attackers explicitly suppress the CCS-based anomaly.
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Active attacks suppress the anomaly of a selected target class
by modifying the training process, offering greater flexibility
in target selection but requiring stronger attacker capability.
Passive attacks instead exploit detector-specific assumptions
as hypothesized in Section 6.3, making them less intrusive but
also less general, as the target class cannot be freely specified.

8.1 Active Adaptive Attack

Temperature-Based Posterior Shaping. Inspired by FreeEa-
gle [7], we employ posterior shaping as an active method to
reduce CCS disparities between target and non-target classes.
We further select temperature scaling [9,41] to evaluate the
robustness of SPD for posterior shaping during training. Tem-
perature scaling modifies the smoothness of the probability
distribution by introducing a temperature parameter 7, which

is defined as p;(x) = %, where p;(x) is the prob-
ability of the i-th class after applying the softmax function
and T > 0. When T > 1, increasing 7 smooths the probability
distribution and reduces the confidence of the model.

We evaluate this adaptive attack using ResNet18 trained
on CIFAR10 under three class-agnostic attacks [3, 8, 16]
with a poisoning rate of 10% and five temperatures, i.e.,
T €{1.5,2,2.5,3,10}. The average ACC across all models
is 92.10%, with a standard deviation of 0.7%. The ASR is
97.47% on average, with a standard deviation of 2.4%. SPD
achieves 100% TPR on all evaluated models using the thresh-
olds calibrated from normally trained models. This indicates
that temperature-based posterior shaping cannot bypass SPD.
More specifically, for BadNet, the anomaly score decreases
as the temperature increases, but remains far above the detec-
tion threshold. For Blending and Filter, the anomaly scores
instead increase with larger temperatures. Overall, these re-
sults suggest that posterior smoothing cannot eliminate the
convergence-speed disparity captured by SPD.

8.2 Passive Adaptive Attack

CCS-Based Attack. Inspired by our insight that source-class
CCS tends to slow down while target-class CCS tends to
speed up, we design this adaptive attack where the targets are
the last five classes with the largest CCS and the sources are
the top five with the smallest CCS. We denote this configu-
ration as Last-5. The rank of CCS is derived from a benign
model trained on the same dataset. For comparison, we also
run the opposite configuration in which the targets are the
top five and the sources are the last five, denoted as Top-5.
Experiments are conducted on CIFAR100 [13] and TinyIlma-
geNet [14] with ResNet34 [10]. The poisoning rates are 0.5%
and 0.25%, respectively. The ASRs reach 75.7% on average
with a standard deviation of 16.6% for Last-5, and 87.6% with
a standard deviation of 9.7% for Top-5.

Table 7: Detection performance of SPD and improved base-

lines under adaptive attacks via TPR (%) and FPR (%).
MMBD* SPD

Target  FreeEagle™

Attack Dataset
Class TPR FPR TPR FPR TPR FPR
a0
BadNet Tm-s 00 37 401 66 919 L1
TinyImageNet op- ’ ’ ) ’ ) .
Last-5 0.0 3.7 4.5 7.7 29.1 4.9
Top- . 2. 28. X . 2.
CIFARI00 op-5 0.0 9 88 6.6 935 6
. Last-5 8.3 42 0.6 6.3 0.6 3.9
Blending

Top-5 0.0 3.7 70.6 5.1 96.2 14
Last-5 0.0 3.7 11.2 7.1 34.7 4.3
Top-5 0.0 2.9 333 8.3 1000 1.3

TinyImageNet

CIFAR100

4 Last-5 164 37 45 63 00 34

Filter Tops 00 37 823 46 920 37
TinyImageNet op- ’ : ) ’ . )

Lasts 00 37 78 51 328 71

cramie | TPS 00 23 253 89 959 13

Last:5 158 35 00 7.6 299 30

Refool Tops 00 37 754 34 913 14
TinyImageNet op- ’ ’ = ’ ) )

Last:5 0.0 37 130 74 745 46

crargo | PS 00 23 1 89 912 13

. Lastss 169 54 L1 67 52 41

Tyt TP 00 37 527 37 87 14

Last:5 00 37 79 77 407 49

N
SSBA ast-2 . . . . X .

Top-5 0.0 3.7 61.0 5.1 87.8 2.0

TinyImageNet
Last-5 0.0 3.7 203 5.1 57.6 54

Table 7 shows that the adaptive strategy reduces the detec-
tion performance of SPD across attacks and datasets. Compar-
ing the Top-5 and Last-5 settings within each configuration,
degradation is widespread. Choosing targets from classes
with large CCS prevents the target from becoming the global
minimum, which weakens the signal for detection. The attack
is also effective against the improved baselines: FreeEagle™
collapses to near-zero TPR in all configurations, and MMBD*
drops substantially in many cases. Although SPD remains
state-of-the-art among the improved baselines, the overall
decline under adaptation is concerning.

In particular, each row in Table 7 corresponds to experi-
ments on only 25 out of the 99x 100 or 199x200 possible
class pairs. Thus, the low performance observed in a particu-
lar row is a local phenomenon rather than a characterization
of the full dataset. A broader evaluation over all class combi-
nations is therefore required, and these cases alone should not
be interpreted as evidence of a fundamental failure of SPD.

All-to-All Backdoor Attacks. Current data-free detectors
share a common premise: their insights rely on the con-
trast between the target class and non-target classes. How-
ever, when a model contains multiple targets, this contrast
becomes less pronounced. In the extreme all-to-all setting,
where every class is a target, the contrast may vanish en-
tirely. We evaluate all-to-all attacks on CIFARI10 [13], GT-
SRB10 [11], and ImageNette [4] with ResNet18 [10] under
nine attacks [3,8,15-17,19,20,37,44], using a poisoning rate
of 10%. The average ACC across all models is 89.8%, with a
standard deviation of 5.8%. The ASR is 55.7% on average,
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with a standard deviation of 27.2%.

Overall, FreeEagle and MMBD fail completely, with TPRs
of 0%. Other methods exhibit a polarized pattern, with many
configurations achieving either 100% or 0% TPR. For exam-
ple, SPD achieves 100% TPR on ImageNette under WaNet,
but only 0% on CIFAR10 for the same attack. No consistent
trend is observed across datasets or attack types. FreeEagle™
performs perfectly in twelve settings, in stark contrast to the
complete failure of FreeEagle. These results suggest that once
the contrast between target and non-target classes is removed,
detection becomes unstable and highly dataset dependent.
This highlights the need for detectors that remain reliable
under multi-target settings and motivates the development of
new metrics that do not rely on single-target asymmetry.

Mitigation. A straightforward refinement builds on the
boundary determination strategy used in BARBIE [45]. In-
stead of relying solely on the minimum-CCS criterion, we
compare the CCS ranking of the model under inspection with
that of a benign reference. While the adaptive strategy may
prevent the target class from having the absolute minimum
CCS, it cannot fully suppress the CCS reduction. A ranking-
based comparison captures this subtle shift with finer granu-
larity. Preliminary results suggest that a ranking-based refine-
ment can substantially recover detection performance, but a
systematic evaluation is left for future work.

For example, on CIFAR100, consider a model where, in the
benign reference, the target class ranks 96th and the source
class ranks 5th in the CCS ordering. After poisoning, their
ranks shift to 33rd and 67th, respectively. This change is
sufficiently pronounced at the ranking level to be captured by
a more fine-grained detection criterion. In addition, all-to-all
settings violate the single-target-class assumption adopted
by most existing data-free approaches, leading to irregular
detection behavior in this regime and further exposing the
limitations of current data-free backdoor detection methods.

It is also worth noting that both effective adaptive strategies
exhibit notable limitations in our experiments. CCS-based at-
tacks rely on tasks with a large number of classes, and the
Last-5 variant shows a pronounced drop in ASR compared to
Top-5. All-to-all configurations suffer an even larger degra-
dation in ASR than standard single-target backdoor attacks.
Taken together, these results suggest that progress is needed
not only on detection techniques, but also on the design and
evaluation of backdoor methods themselves.

9 Limitations and Future Work

We conduct comprehensive evaluations on three small-scale
datasets and targeted evaluations on two large-scale datasets.
A full-scale evaluation on large datasets is not performed,
as it would require training an impractically large number
of models. For example, in a 100-class dataset, evaluating
all combinations of target and source classes would require

training 100 x 99 models, which poses a significant challenge
in terms of time and hardware resources. This motivates theo-
retical analysis on backdoor attacks in future work.

In addition, most of the attacks we reproduce are sourced
from BackdoorBench [39]. As a result, our evaluation may
miss some of the most recent backdoor attacks. This is due
to the difficulty of conducting unified experiments across
diverse and often inconsistent open-source implementations.
Nevertheless, our primary goal is to highlight the false sense
of security offered by current data-free detection systems
and expose their underlying vulnerabilities. Even without
incorporating the latest attacks, the vulnerabilities revealed
by our current evaluation are already severe.

Finally, our results reveal that SPD falls short of near-
perfect behavior under some configurations. Nevertheless,
across all the architectures, datasets, and attack types we eval-
uate, SPD still outperforms both the original and the improved
baselines, and thus remains state-of-the-art. Rather than being
interpreted as evidence of a complete solution, we hope these
findings will motivate future work on more robust detection
approaches. In particular, our study is intended to caution
researchers against an overly optimistic view of the reliability
of current backdoor detection methods.

10 Conclusion

In this paper, we present the first large-scale evaluation of
data-free detection methods on pre-trained models. Based
on experimental results, we uncover serious vulnerabilities
that have been overlooked in prior work. To address these
issues, we analyze the underlying causes of failure and pro-
pose effective modifications for the data-free detection frame-
work. Finally, we introduce SPD, a new data-free detector
that leverages the convergence speed as a side-channel sig-
nal. Although SPD achieves state-of-the-art performance, our
broader evaluation shows that backdoor threats in pre-trained
models remain unresolved. We hope that our findings can
inspire the community to revisit backdoor attacks and develop
more robust defenses for machine learning systems.
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Ethical Considerations

The goal of our research is to detect well-known backdoor
attacks in DNN models and enhance the security of model
deployments. The threat posed by backdoor attacks has long
been recognized and widely implemented using open-source
code. In our implementation, we strictly adhere to relevant
legal and regulatory frameworks and use open-source code
that fully complies with these guidelines.

During the design and implementation phase of SPD, we
prioritize ethical considerations to ensure that our work not
only strengthens security but also enhances social value while
minimizing potential risks. In this paper, we elaborate on
our insights and considerations based on ethical principles to
encourage the community to explore more effective detection
mechanisms against backdoor attacks.

Stakeholder Analysis and Process Impact. Our study fo-
cuses on data-free detection methods evaluated on pre-trained
models and the design of a new detector, SPD. The main
stakeholders are end users of machine-learning systems, prac-
titioners and organizations that deploy pre-trained models,
model providers that publish such models, and the research
community that develops backdoor detection techniques. All
experiments use standard public datasets and open-source
implementations and are purely computational. The direct
impact of the research process is therefore to change how
these stakeholders understand the reliability and limitations
of current data-free approaches on pre-trained models, rather
than to affect individuals or private data directly.

Impact of the Research. Experimentally, we present the first
large-scale evaluation of data-free detection methods on pre-
trained models and uncover serious vulnerabilities that have
been overlooked in prior work. We analyze the underlying
causes of these failures, propose effective modifications to
the data-free detection framework, and introduce SPD, which
leverages convergence speed as a side-channel signal. The
intended impact is to improve the toolbox of practitioners by
offering a more robust data-free detector and, equally impor-
tantly, to draw attention to the fact that widely used methods
may be less reliable on pre-trained models than previously
believed. In doing so, we aim to prompt more cautious use of
existing detectors and more careful evaluation practices.

Mitigation. To mitigate potential harms from revealing weak-
nesses in existing methods, we couple all negative findings
with constructive contributions. We do not modify or attack
deployed systems; instead, we work with pre-trained mod-
els obtained and trained in controlled experimental settings.
When we demonstrate that prior data-free methods can fail,
we also provide analysis and concrete framework modifica-
tions, together with SPD, to help practitioners better assess
and improve their deployments. Throughout the paper, we
explicitly state the scope and limitations of our results, so
as to avoid giving the impression that any single detection
method, including ours, is a complete solution.

Justification for Research. The decision to conduct and
publish this work rests on the view that openly exposing
overlooked vulnerabilities, while simultaneously providing
improved detection mechanisms, produces a clear net benefit
for stakeholders. If such weaknesses were left unexamined,
practitioners and end users could develop an unwarranted con-
fidence in current data-free methods. By contrast, our results
are intended to raise awareness of the risks associated with
backdoor behavior in pre-trained models, to encourage more
realistic evaluations, and to stimulate the development of more
robust defenses for real-world machine-learning systems.

Open Science

In line with the 2026 USENIX Security Open Science Policy,
this paper provides all necessary artifacts to facilitate the
evaluation of the contributions made as follows.

* Source Code: The attack code used in the experiments
is derived from the codebases of BackdoorBench [39],
FreeEagle [7], and AdaP [23]. The detection code devel-
oped for this paper is also open-sourced.

» Datasets and Configurations: We provide instructions
for obtaining the datasets used in our experiments. We
also include the experimental configurations, including
hyperparameters and training settings.

* Access: The source code, datasets, and experimental
configurations are available at https://doi.org/10.
5281/zenodo.20440930. The README file provides
detailed instructions on setting up the environment and
running the code to replicate the results.
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A More Details on the Empirical Study

In the following, we provide additional results to substantiate
our insights. We validate the above intuition on the ResNet18
model with the CIFAR10 dataset. Models are trained in three
settings: benign, injected with a class-agnostic backdoor, and
injected with a class-specific backdoor. We then record the
number of optimization steps as a measure of convergence
speed. The procedure for building the latent representation is
stopped after reaching a loss value of 0.001 or 10,000 steps.

The results in Figure 7 align with our intuition, showing that
the convergence speed of the target class is significantly faster
than that of the non-target class, both under class-agnostic
and class-specific backdoor attacks. Furthermore, the gap in
convergence speeds between the target class and the others
is more pronounced under class-agnostic backdoor attacks
than under class-specific backdoor attacks. In particular, the
convergence speed of the source class is substantially slower
than that of the clean class under class-specific backdoor
attacks. Therefore, we infer that the convergence speed of
latent representation construction can serve as an anomaly
metric to identify both target and source classes.

Additionally, we quantify the impact of pre-trained weights
by convergence speeds as illustrated in Figure 8. Figure 8(a)
demonstrates that the target class converges significantly
faster than other classes across all layers of the model with-
out pre-training. However, when model training is initialized
with pre-trained weights, the convergence speed of the target
class is not the fastest in some layers, as shown in Figure 8(b).
For instance, Class 6 converges faster than the target class
(Class 1) in the first layer. Moreover, the convergence speed
distribution of the input layer in a benign model initialized
with pre-trained weights deviates from that of the other layers,
as shown in Figure 8(c). These observations reveal poten-
tial factors through which pre-trained weights may affect the
detection of both backdoored and benign models.

B Details of Datasets

CIFARI10 [13] is a widely used benchmark dataset for evaluat-
ing machine learning algorithms. It consists of 60,000 32x32
color images across 10 classes, with 6,000 images per class.
The dataset is split into 50,000 training images and 10,000
test images, covering a variety of objects such as airplanes,
cars, and birds.

CIFARI100 [13] is an extension of CIFAR10 and serves as a
more fine-grained benchmark dataset for evaluating machine
learning algorithms. It consists of 60,000 32x32 color im-
ages across 100 classes, with 600 images per class. It is split
into 50,000 training images and 10,000 test images, and its
classes are organized into 20 superclasses covering a variety
of objects such as animals, vehicles, and household items.

GTSRB (German Traffic Sign Recognition Bench-
mark) [11] is a dataset designed for traffic sign classifica-
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Table 8: Detection performance of data-free methods under class-agnostic backdoor attacks at a 5% poisoning rate via TPR (%)
and FPR (%). The experimental setup is as described in Section 4.1.

Method Dataset Model BadNet Blending Filter Refool ‘WaNet LF BPP SSBA IAB AdaP AdaB
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR

CIFARIO RegNetY 159 55 83 53 100 51 101 53 32 42 54 50 59 50 89 53 44 50 69 47 81 52

ResNetl8 206 46 79 43 09 39 269 45 874 38 99 44 351 46 662 37 20 32 136 46 57 34

DETND GTSRBIO MobileNet 29 6.1 22 48 19 64 17 38 02 24 17 42 13 26 29 55 11 42 20 64 29 65
ResNetl8 243 33 31 26 171 31 297 36 768 36 50 3.0 619 36 06 26 472 36 00 13 00 13

TmageNette GoogLeNet 6.7 37 85 36 49 35 155 41 26 34 82 40 20 31 104 36 01 21 22 26 01 25
ResNetl8 284 59 7.0 57 78 55 363 59 695 57 97 57 680 59 63 55 218 59 747 42 720 59

CIFARIO RegNetY 1.6 29 33 29 27 31 29 29 76 34 19 26 114 31 61 33 56 29 94 35 64 29

ResNetl8 00 23 00 23 00 23 00 23 30 45 00 23 00 31 00 23 00 23 125 47 130 47

FrecEagle GTSRBIO MobileNet 0.1 19 03 1.6 08 23 19 31 152 34 04 18 50 33 04 23 76 34 94 34 10 31
ResNetl8 41 26 12 34 17 19 12 12 71 30 33 31 89 34 14 28 60 31 241 14 172 29

TmageNette GoogLeNet 02 1.8 00 12 01 20 03 19 90 30 01 17 107 3.0 24 28 19 22 49 26 36 29
ResNetl8 99 29 65 27 36 29 26 25 127 31 71 31 00 11 107 32 28 24 102 16 65 2.6

CIFARIO RegNetY 9.1 48 323 58 94 56 152 47 24 49 56 43 41 36 113 54 68 49 175 56 124 54

ResNetl8 3.8 47 35 44 23 47 99 54 14 44 116 51 00 18 34 46 65 43 104 56 00 11

MMBD  GTSRBIO MobileNet 258 52 23.0 49 443 54 126 54 165 44 155 55 363 53 58 44 105 52 193 49 87 46
ResNetl8 29.0 56 144 60 235 59 368 60 129 60 163 6.1 651 55 115 56 263 60 107 58 181 58

ImageNette GoogLeNet 13.0 43 201 46 114 46 134 35 399 51 122 46 437 50 172 50 269 49 369 36 430 42
ResNetl8 13.0 67 116 59 160 6.0 275 68 129 63 100 66 13 41 196 59 246 69 382 6.1 308 65

CIFARIO RegNetY 57 48 7.0 48 84 48 93 48 390 48 148 48 84 48 13.6 48 134 48 774 48 221 48

ResNetl8 8.1 24 169 24 164 24 514 24 610 24 370 24 300 24 131 24 125 24 492 24 178 24

BARBIE GTSREL0 MobileNet 12.1 7.6 137 7.6 258 7.6 860 7.6 973 76 172 7.6 822 76 129 76 725 76 982 76 402 76
ResNetl8 197 84 23.6 84 51.0 84 656 84 564 84 150 84 746 84 134 84 864 84 304 84 262 84

ImageNette GoogLeNet 10.1 81 67 81 76 81 72 81 174 81 72 81 156 81 82 81 79 81 138 81 111 81
ResNetl8 26.6 104 174 104 244 104 297 104 642 104 184 104 538 104 224 104 268 104 445 104 389 104

tion. It contains over 50,000 images in 43 classes, with the
images divided into 39,209 training samples and 12,603 test
samples. In our experiments, we selected the first ten classes
with more than 500 samples and balanced them to 500 im-
ages per class as GTSRB10. The corresponding labels are
1,2,3,4,5,7,8,9,10,11.

ImageNet [4] is a large-scale image classification dataset.
For ImageNet fine-tuning, we select the first 50 training sam-
ples from each class according to the original dataset order.
ImageNette is its 10-class subset, and we downsample each
class to 858 images for balance.

TinyImageNet [14] is a downsampled subset of the Ima-
geNet dataset commonly used for benchmarking image classi-
fication and representation learning methods. It contains 200
classes of 64x64 color images, with 100,000 training images,
10,000 validation images, and 10,000 test images.

C Details of Backdoor Patterns

We consider eleven representative backdoor attack patterns
widely used in prior work, including BadNet [8], Blending [3],
Filter [16], Refool [17], WaNet [20], LF [44], BPP [37],
SSBA [15], IAB [19], AdaP, and AdaB [23], as illustrated
in Figure 9. These patterns cover localized patch triggers,
globally blended patterns, image filtering-based triggers, geo-
metric warping-based triggers, and sample-specific or adap-
tive triggers. For all attacks, we directly use publicly available
open-source implementations to generate poisoned images,
without any manual modification of the trigger designs. This

ensures that our evaluation is faithful to the original attack
settings and facilitates reproducibility.

D Analysis of Attack Effectiveness

Figure 6 shows that most backdoored models keep ACC close
to the corresponding benign models, while achieving high
ASR in many settings. This indicates that the generated mod-
els largely preserve normal classification performance while
learning the backdoor behavior. The results also show that
ASR is sensitive to datasets, models, and attack methods. On
CIFAR10 and GTSRB10, most attacks achieve consistently
high ASR across different models. In contrast, ImageNette
shows lower and more variable ASR, especially for attacks
such as Refool and SSBA. Different models on the same
dataset also lead to different ASR, suggesting that attack ef-
fectiveness depends on both data distribution and model archi-
tecture. The comparison across poisoning settings supports
our choice of poisoning rates. Increasing the class-agnostic
poisoning rate from 5% to 10% generally improves ASR with
only a small ACC drop. For weaker attacks, a lower poisoning
rate may fail to ensure sufficiently high ASR. Therefore, the
selected poisoning rates provide a reasonable balance between
attack effectiveness and model utility.

E Results on Models Trained from Scratch

As shown in Figure 8(a), SPD is effective on models trained
from scratch. To further demonstrate its robustness, we con-
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Table 9: Detection performance of SPD and improved baselines under class-agnostic backdoor attacks at a 5% poisoning rate
via TPR (%) and FPR (%). The experimental setup is as described in Section 4.1.

BadNet Blending Filter Refool WaNet LF BPP SSBA IAB AdaP AdaB
Method Dataset Model
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR
CIFARI0 RegNetY 213 53 99 55 214 58 250 56 806 40 227 54 248 39 221 39 126 41 886 40 239 41
ResNetl8 108 54 167 6.1 9.5 44 152 52 1000 0.0 223 59 771 54 247 57 469 59 994 01 618 59
MobileNet 13.0 39 206 49 202 51 975 26 978 39 133 47 949 43 106 45 949 43 1000 14 854 47
FreeEagle™ GTSRB10
ResNetl8 147 3.7 132 50 240 34 956 29 1000 09 236 53 999 09 183 53 991 1.0 1000 09 915 3.6
ImageNette GoogLeNet 123 4.8 8.1 48 176 48 139 44 291 52 131 44 371 54 229 52 128 53 116 44 6.1 49
ResNetl8 199 35 222 37 163 35 285 35 855 26 401 36 977 26 94 31 306 26 402 28 320 37
CIFARIO RegNetY 233 34 254 22 318 33 470 3.6 971 14 373 3.6 886 3.0 983 26 461 28 610 3.0 965 3.1
ResNetl8 439 47 716 46 632 46 976 18 1000 0.0 751 47 100.0 0.0 100.0 0.0 991 29 1000 0.0 100.0 0.0
MMBD+  GTSRBIO MobileNet 24.5 3.5 374 32 374 38 353 37 305 34 278 36 158 29 161 35 190 38 778 36 488 27
ResNetl8 9.7 45 115 55 205 54 967 34 813 33 85 39 982 33 99 46 948 42 990 33 404 57
ImageNette GoogLeNet 579 49 524 49 717 46 634 46 859 27 754 45 820 29 854 46 821 47 756 30 939 39
ResNetl8 477 50 733 51 534 51 81.6 46 985 19 528 49 999 11 499 51 855 46 994 10 970 4.1
CIFARIO RegNetY 56.6 43 73.0 43 684 44 905 41 976 0.6 71.6 43 844 42 997 0.0 609 42 1000 0.0 100.0 0.0
ResNetl8 67.2 51 93.6 38 927 34 1000 03 1000 03 944 42 1000 03 1000 03 939 27 1000 03 1000 03
SPD GTSRB10 MobileNet 822 44 769 37 926 37 1000 00 983 00 814 34 993 03 429 46 991 00 1000 0.0 995 1.3
ResNetl8 91.6 24 974 4.6 1000 0.0 1000 0.0 1000 0.0 97.6 3.0 100.0 00 76.0 34 100.0 0.0 100.0 0.0 100.0 0.0
ImageNette GoogLeNet 756 38 313 36 717 38 559 38 993 09 673 39 975 06 765 32 476 38 1000 09 899 39
ResNetl8 98.8 0.4 1000 0.1 1000 0.1 1000 0.1 959 21 992 01 955 04 1000 0.1 550 21 1000 0.1 1000 0.1
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Figure 6: ACC and ASR under different datasets, model architectures, and backdoor methods. Each row corresponds to one
dataset, and each column corresponds to one poisoning setting. The x-axis shows different backdoor methods. Bars report ACC
and ASR for the two model architectures evaluated on each dataset, with colors and hatching jointly indicating the model-metric

combination. Markers denote the ACC of benign models.

duct an additional evaluation on the GTSRB [11] dataset us-
ing GoogLeNet [30] without pre-trained weights. We employ
nine backdoor attacks, including BadNet [8], Blending [3],
Filter [16], Refool [17], WaNet [20], LF [44], BPP [37],
SSBA [15], and IAB [19], under a class-agnostic poisoning
strategy with a poisoning rate of 10%. Each class is treated
as the target in turn, resulting in 200 backdoor models per
attack and 200 benign models. We also evaluate the strongest
improved baseline, MMBD™. The average ACC across all
models is 90.8%, with a standard deviation of 7.1%. The ASR
is 87.1% on average, with a standard deviation of 23.3%.

Both MMBD™ and SPD maintain very high TPRs with
FPRs below 0.5% across all backdoor attacks on GTSRB.

MMBD™ achieves TPRs between 99.5% and 100.0%, while
SPD consistently reaches 100.0% for every attack, showing
that its robustness also holds on models trained from scratch.
These results confirm that our modifications to the data-free
detection framework are sound and not confined to the pre-
trained setting, and they provide an additional sanity check
that SPD behaves as expected in the conventional evalua-
tion regime. Nevertheless, the main focus of this work is
pre-trained models, where we observe that existing methods
can be fragile. Prior studies have already reported excellent
performance on models trained from scratch, so we do not
further expand the evaluation in this setting.
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Figure 7: Heatmaps of convergence speeds for three scenarios: benign, class-agnostic backdoor, and class-specific backdoor.
Each plot displays normalized convergence speeds ranging from O to 1, where the lighter color means a faster convergence speed.
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cases, the source class is 2 for the first row, and 1 for all others.
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Figure 8: Heatmaps of convergence speeds for a model trained from scratch and two models initialized with the pre-trained
weights. Both backdoored models are injected with a class-agnostic backdoor and the target class is 1. The x-axis and y-axis of
the heatmaps represent classification labels of CIFAR10 dataset and model layers of a ResNet18 model, respectively.
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Figure 9: Comparison of clean and poisoned images with different triggers used in training.
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