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Abstract

Al systems may exhibit deceptive behaviors
that mislead developers about their capabilities,
propensities, or actions. Such deception can take
distinct forms across the development lifecycle:
training subversion, evaluation gaming, and con-
trol evasion. We argue that the Al community
should prioritize Al deception targeting devel-
opers as a distinct risk category because it com-
promises developers’ ability to identify and mit-
igate all other risks. We propose three recom-
mendations for developers: preserving monitora-
bility during training, ensuring safety evaluation
integrity against evaluation-aware systems, and
establishing non-evadable control prior to deploy-
ment. We identify open problems for the research
community, whose resolution is critical for the
safe development of frontier Al

1. Introduction

Large language models are known to exhibit deceptive be-
havior (Scheurer et al., 2023; Park et al., 2024; Wu et al.,
2025). We adopt a functionalist definition of deception: be-
havior that systematically induces false beliefs to achieve
outcomes other than truth-telling (Park et al., 2024; Chen
et al., 2025a). This scope encompasses strategic deception
in pursuit of goals, learned patterns that produce equivalent
effects without clear intent, and human misuse of Al for
deceptive purposes (see Section 2.1).
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The risks posed by Al deception have been widely acknowl-
edged. Researchers have highlighted deception as a key
safety concern (Chen et al., 2025a; Hendrycks et al., 2023;
Bengio, 2024). Leading Al developers scrutinize deceptive
behaviors during pre-deployment assessment (Anthropic,
2025b; Schoen et al., 2025) and several frontier safety frame-
works explicitly address risks such as “deceptive alignment”
or “scheming” (Google DeepMind, 2025a; Shanghai Al
Laboratory and Concordia Al, 2025). Regulatory bodies
across jurisdictions have similarly prioritized Al deception:
the EU AI Act prohibits Al systems that engage in “harmful
Al-based manipulation and deception” (European Union,
2024); the UK Artificial Intelligence Security Institute’s
research agenda includes deceptive Al capabilities (UK Al
Security Institute, 2025); China’s TC260 requires develop-
ers to evaluate “loss of control risks” (National Technical
Committee 260 on Cybersecurity of SAC, 2025).

Despite this attention, much of the existing work focuses
either on high-level theoretical risk models (Hubinger et al.,
2019) or on empirical demonstrations under specific experi-
mental conditions (Meinke et al., 2024; Schoen et al., 2025),
with less attention to actionable practices to mitigate these
risks in real-world development settings. To address this
gap, we analyze a specific subtype: Al deception targeting
developers, defined as behavior that systematically leads
developers to underestimate or mischaracterize a system’s
dangerous capabilities, propensities, or behaviors. We ar-
gue that the AT community should prioritize deception
targeting developers as a distinct risk category because
it compromises developers’ ability to identify and miti-
gate all other risks. Such deception can take distinct forms
across the development lifecycle and compromise the entire
safety pipeline:

e Training phase: subverting training. Al systems
might learn to selectively comply with their training
objectives as a strategy to preserve their early prefer-
ences from modification during training (Greenblatt
et al., 2024a).

» Evaluation phase: gaming evaluations. Al systems
may game capability or alignment evaluations (Balesni
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Figure 1. Summary of Risk Models and Recommendations for Deception Targeting Developers

et al., 2024), for instance by underperforming to appear
less capable (van der Weij et al., 2024) or more aligned
than they truly are.

Post-deployment phase: evading control. Al systems
may evade monitoring and other control mechanisms
in deployment, for example by manipulating inputs and
outputs, while engaging in harmful behaviors (Meinke
et al., 2024).

The latter two mechanisms are especially consequential:
evaluation gaming may lead to deployment of dangerous
systems without adequate safeguards; control evasion com-
pounds this by enabling deployed systems to cause real-
world harm undetected. To mitigate these risks, we propose
three provisional recommendations for Al developers:

Recommendation One: Developers should explicitly as-
sess how training design choices affect monitorability. In
particular, developers should exercise caution when using
monitoring techniques intended for evaluation or deploy-
ment as training signals, and should validate that such use
does not critically compromise the ability to detect deceptive
behaviors.

Recommendation Two: Developers should test for eval-
uation gaming capabilities, monitor verbalized evaluation
awareness when such capabilities are present, and use ac-
tivation steering to suppress evaluation awareness during
safety evaluations.

Recommendation Three: Developers should refrain from

deployment—whether in an internal rollout or a public API
release—if the Al system can evade the control mechanisms
intended to guard it in that context and exhibits capabilities
that could plausibly cause severe harm. Deployment should
proceed only after developers have established control mea-
sures that the model cannot bypass.

Our analysis is informed by a one-day workshop held in
Shanghai, China in July 2025, which convened 26 partici-
pants from academia, industry, civil society, and policymak-
ing across multiple jurisdictions. We present these recom-
mendations as current best practices, acknowledging they
must evolve as capabilities advance.

2. Analyzing Deception Risks
2.1. Categorizing AI Deception Risks

We define deception as behavior that systematically in-
duces false beliefs in ways that serve outcomes other than
truth-telling (Park et al., 2024; Chen et al., 2025a). Al
systems may exhibit different forms of deceptive behavior
(Hendrycks, 2024):

Strategic deception to pursue misaligned goals. Al sys-
tems may deliberately induce such false beliefs in pursuit of
their goals (Goldowsky-Dill et al., 2025). When pursuing
long-horizon misaligned goals, such as self-preservation or
resource acquisition (Omohundro, 2008), Al systems may
recognize that these goals diverge from human intentions
and employ deception to conceal their true objectives and
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capabilities (Lynch et al., 2025). Such behavior could al-
low them to evade human oversight and operate beyond
meaningful control.

Non-strategic forms of deception. Deception can emerge
through mechanisms such as reward hacking (Skalse et al.,
2022), where models adopt behaviors that appear decep-
tive (e.g., sycophancy) without situational awareness or
intent (Pan et al., 2022; Sharma et al., 2023; Zhong et al.,
2025). Deception can also arise from imitation of falsehoods
present in training data (Lin et al., 2022). The boundary be-
tween non-strategic and strategic forms is not sharp: MacDi-
armid et al. (2025) show that reward hacking in production
RL environments generalizes to alignment faking and sab-
otage of developer oversight, and Baker et al. (2025) show
that training agents directly against a CoT monitor under
strong optimization pressure produces obfuscated reward
hacking—models that conceal misbehavior within their rea-
soning traces while continuing to exploit the reward.

Misuse of Al for deception. Malicious actors can explic-
itly instruct Al to deceive and manipulate others, such as
in large-scale scams (Heiding et al., 2024) or regulatory
evasion (Arnold, 2025). We consider this unlikely to lead
to severe harm given existing legal institutions. More con-
cerning is the deliberate implantation of backdoors into Al
systems to induce deceptive behaviors (Zhou et al., 2025;
Zhang et al., 2024; Chen et al., 2023; Gu et al., 2017). If
backdoor insertion proves technically easy, many deployed
systems could harbor latent vulnerabilities, manipulable by
both malicious humans and potentially even by misaligned
Als.

These distinctions are analytically useful but imperfect. In
practice, whether a model’s deceptive behavior arises from
goal-pursuit, erroneous beliefs, or stochastic variation is
often unclear, and whether current systems possess the goal-
directedness required for strategic deception remains de-
bated (Shanahan, 2024; Summerfield et al., 2025). Our
analysis does not depend on resolving this question: both
strategic deception and non-strategic deception can produce
the same downstream failure: developers acting on false
beliefs about system properties. Despite this ambiguity, the
distinction matters for prioritization. While all forms of
deception pose risks, strategic deception is uniquely con-
cerning: a goal-directed system may adapt to evade de-
tection, a risk anticipated theoretically (Ngo et al., 2024;
Carlsmith, 2023) and demonstrated empirically in current
systems (Hubinger et al., 2024), with evidence that this ca-
pacity scales with capability (Fan et al., 2025). Our analysis
thus focuses on strategic deception as the most severe case,
though our recommendations in Section 3 apply to both
strategic and non-strategic deception.

2.2. How AI Could Deceive Developers

Building on these categories, we examine how Al systems
might specifically deceive developers. Deception could arise
throughout training, evaluation, and deployment:

Training phase: subverting training. An Al system may
selectively comply with its training objective to preserve ex-
isting behaviors from modification. Greenblatt et al. (2024a)
demonstrated that when Claude 3 Opus learned it was being
trained toward a conflicting objective, it complied during
perceived training while refusing otherwise, explicitly rea-
soning that compliance would prevent modification of its
values. Hughes et al. (2025) replicated these findings across
open-source models. The downstream risk is epistemic
failure where developers may falsely conclude training has
succeeded when misaligned behaviors persist. Unlike evalu-
ation gaming and control evasion, training subversion does
not directly cause harm; rather, it establishes a latent vulner-
ability that results in harm if downstream safeguards also
fail.

Evaluation phase: gaming evaluations. Al systems may
manipulate evaluations (Balesni et al., 2024), by underper-
forming to appear less capable or by acting more aligned.
Some models, without explicit instruction, will intentionally
do poorly on tasks if they infer that high performance could
trigger training procedures to “unlearn” capabilities that
threaten their long-term goals (Meinke et al., 2024). Other
studies demonstrate that current models are aware when
they are being evaluated and provide causal evidence that
they behave more aligned when they believe that they are
under evaluation (Schoen et al., 2025; Anthropic, 2025¢).
Evaluation gaming is found to scale with model size, is
more prominent among reasoning models, and is enhanced
by access to memory, all of which are features that are be-
ing implemented in present-day systems (Fan et al., 2025).
Undetected evaluation gaming could result in deployment
of unsafe systems (e.g., capable of facilitating weapon de-
velopment) without appropriate safeguards.

Deployment phase: evading control. Al systems may
game control mechanisms, for example manipulating inputs
and outputs to evade monitoring while executing harmful
actions. Current systems can learn to steganographically
encode their chain-of-thought reasoning in ways hard for
monitors to detect (Skaf et al., 2025). Moreover, Al systems
might secretly collude with other systems using stegano-
graphic methods (Motwani et al., 2024).

2.3. Why Deception Targeting Developers Warrants
Particular Concern

Developer-targeted deception can be understood as a par-
ticularly consequential subclass of reward hacking (Skalse
et al., 2022): one whose downstream effect is to corrupt the
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very signals, such as training feedback, evaluations, moni-
toring traces, that developers rely on to detect any form of
misalignment, including ordinary reward hacking.

We argue that the deception targeting developers warrants
particular attention because it compromises developers’ abil-
ity to identify and mitigate all other risks. During evaluation,
deception can conceal dangerous capabilities (e.g., ability
to assist in biological or cyber attacks), leading to deploy-
ment without appropriate safeguards. It can also conceal
dangerous propensities (e.g., self-preservation, resistance
to shutdown), increasing the risk of autonomous harmful
actions post-deployment. This is why international scien-
tists have called for a red line that “No Al system should
be able to consistently cause its designers or regulators to
misunderstand its likelihood or capability to cross any of
[the other] red lines” (International Dialogues on Al Safety,
2024). During deployment, deception enables systems to
circumvent monitoring and other control measures, the last
line of defense, while successfully carrying out harmful ac-
tions. Unlike evaluation failures, which create risk of harm,
control evasion enables its realization.

The risk becomes more acute when Al systems are deployed
internally for AI R&D. Current Al systems are routinely
used to design, optimize, and evaluate their successors.
Deception targeting developers in these contexts does not
merely affect a single deployment decision; it can distort
developers’ understanding of model behavior across genera-
tions, compounding errors and compromising the safety of
increasingly capable systems (Clymer et al., 2025).

Moreover, developers occupy a privileged position in the
Al safety ecosystem. They control training setups, design
evaluations, and set deployment criteria. While indepen-
dent audits provide some redundancy, most downstream
actors (e.g., regulators, deployers, users) depend heavily on
developer-disclosed information about system capabilities
and limitations. When Al systems deceive developers, they
corrupt the epistemic foundation on which most safety mea-
sures in the whole Al ecosystem rest. Although evaluation
gaming poses analogous risks to regulators and third-party
evaluators, developers encounter these risks first and with
the most leverage to intervene. Strengthening detection and
mitigation at the developer level therefore lays groundwork
for effective external oversight.

To mitigate these risks, we propose three recommendations.
Recommendations Two and Three directly counter evalua-
tion gaming (which leads to unsafe deployment) and control
evasion (which enables real-world damage). Recommen-
dation One addresses training differently: because training
subversion creates latent risk that materializes only when
downstream safeguards fail, the priority is to preserve mon-
itorability, ensuring developers retain the ability to catch
deception through evaluation and control.

3. Recommendations for Developers

3.1. Recommendation One: Preserve Monitorability
during Training

Developers should explicitly assess the impact of training
design choices on monitorability. In particular, devel-
opers should exercise caution when using monitoring
techniques intended for evaluation or deployment as
training signals, and should validate that such use does
not critically compromise the ability to detect deceptive
behaviors.

3.1.1. MOTIVATION

Training choices affect whether deceptive behavior can be
effectively monitored and intervened upon. For instance,
Chain-of-thought (CoT) monitoring is effective during eval-
uation and deployment because current models often ver-
balize deceptive intent, and severe harms typically require
complex, multi-step reasoning that surfaces in reasoning
traces. However, direct optimization pressure on CoT can
undermine this monitorability (Korbak et al., 2025a). Em-
pirical evidence suggests that directly penalizing models
for undesirable reasoning does not reliably eliminate mis-
behavior; instead, it often trains models to conceal intent
more effectively (Baker et al., 2025). When CoT monitor-
ing serves as both a safety mechanism and a training signal,
developers risk compromising the very mechanism they rely
on to catch misbehavior. Thus, we recommend developers
take measures to preserve monitorability during training.

Two related concerns fall outside our recommendations.
First, certain training configurations may facilitate or mit-
igate deceptive behaviors. For instance, training setups
enabling explicit reasoning about user intent may increase
evaluation awareness, while other approaches may reduce
propensity for training subversion (Anthropic, 2025c; She-
shadri et al., 2025). However, identifying which configu-
rations have which effects remains an active research chal-
lenge. Second, Al systems may engage in training subver-
sion (Greenblatt et al., 2024a; Sheshadri et al., 2025), but
this causes harm only if evaluation and control also fail, and
testing is resource-intensive.

3.1.2. IMPLEMENTATION

Developers should audit training setups for effects on mon-
itorability. When monitoring techniques are incorporated
as training signals, developers should verify through con-
trolled experiments that monitorability is preserved. Guan
et al. (2025) and MacDermott et al. (2025) provide frame-
works for measuring whether training choices preserve mon-
itorability by comparing monitor performance on held-out
deceptive behaviors before and after training. They find that
common training regularizers do not consistently degrade
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monitorability at current capability levels, but adversarial
optimization and direct CoT reward signals can. Developers
should also validate that monitors continue to reliably de-
tect deceptive behaviors under stress-testing. Emmons et al.
(2025) provide methodology for testing whether models can
evade monitors when CoT is necessary for task completion,
while Arnav et al. (2025) introduce protocols for evaluating
monitor robustness against deliberate obfuscation.

3.1.3. FEASIBILITY

Assessing training impacts on monitorability is feasible with
existing methodology. Guan et al. (2025) leverage standard
capability benchmarks rather than requiring novel data col-
lection. They also demonstrate that weaker monitors can
effectively oversee stronger agents, reducing the inference
cost barrier for evaluation. Arnav et al. (2025) have re-
leased their stress-testing protocols publicly, enabling direct
replication. MacDermott et al. (2025) report monitorabil-
ity experiments cost approximately $250 USD per run (16
H200 GPU-hours).

Industry practice reflects growing convergence. A multi-
organization consensus paper, signed by researchers from
Google DeepMind, OpenAl, Anthropic, Meta, and others,
characterizes CoT monitoring as “a new and fragile oppor-
tunity” requiring explicit consideration of training impacts
(Korbak et al., 2025a). Al developers Z.ai, xAl, OpenAl
concur that “developers should exercise caution when ap-
plying optimization pressure to model reasoning, especially
when removing undesirable reasoning,” as reported in a
survey (Future of Life Institute, 2025). OpenAl publicly rec-
ommends that developers training frontier reasoning models
refrain from applying strong supervision directly to CoTs
(OpenAl, 2025a).

Two constraints merit acknowledgement. First, competitive
pressure to improve capabilities may discourage prioritizing
monitorability absent regulatory guidance. Second, research
on how varying optimization pressures affect monitorability
remains nascent (Korbak et al., 2025a), potentially limiting
the ability of resource-constrained developers to make fully
informed training decisions.

3.2. Recommendation Two: Ensure Safety Evaluation
Integrity

Developers should test for evaluation gaming capabili-
ties, monitor verbalized evaluation awareness when such
capabilities are present, and use activation steering to
suppress evaluation awareness during safety evaluations.

3.2.1. MOTIVATION

Al systems may compromise safety evaluation through sand-
bagging, strategically underperforming on capability eval-

uations, or alignment faking during alignment evaluations.
Because these evaluations underpin evidence-based risk as-
sessment (Phuong et al., 2024; Bommasani et al., 2025),
gaming them could lead to deployment decisions based on
unreliable evidence.

Frontier Al systems can selectively underperform when
they infer they are being tested for dangerous capabilities
(van der Weij et al., 2024). Some do so without explicit
instruction if they infer that high performance could block
deployment and threaten their “long-term goals™ given in
system prompts (Meinke et al., 2024). Evaluation aware-
ness' —the ability to distinguish evaluation from deploy-
ment contexts—is a necessary precondition for evaluation
gaming (Schoen et al., 2025). Three frontier developers
have reported observing verbalized evaluation awareness in
reasoning models’ CoTs (Google DeepMind, 2025b; An-
thropic, 2025e; OpenAl, 2025b), and recent work shows
evaluation awareness scales predictably with model size
(Chaudhary et al., 2025).

Because verbalized evaluation awareness provides the
strongest currently available indicator of active evaluation
gaming, we recommend that developers (1) test whether
their models can game evaluations, (2) monitor for verbal-
ized evaluation awareness when such capability is present,
and (3) use activation steering to suppress evaluation aware-
ness during safety evaluations (Nguyen et al., 2025; Hua
et al., 2026; Abdelnabi and Salem, 2025), an approach seen
in production (Anthropic, 2025¢). Alternative methods exist
for reducing evaluation awareness or making evaluations
robust to situationally aware models,? but these tend to
generalize less reliably and many remain at an early proof-
of-concept stage.

3.2.2. IMPLEMENTATION

Testing and monitoring. Sandbagging can be elicited by
prompting or fine-tuning models to underperform in con-
trolled settings (van der Weij et al., 2024). Alignment faking
can be probed using adversarial “honeypot” evaluations de-
signed to trigger actions revealing misaligned goals (Balesni
et al., 2024). If models demonstrate evaluation gaming ca-
pabilities, developers should monitor verbalized evaluation
awareness during safety evaluations via CoT monitoring
(Anthropic, 2025e; Schoen et al., 2025; Google DeepMind,
2025b).

'Evaluation awareness is a specific form of situational aware-
ness, defined as a model’s ability to understand its identity and
operating context (Li et al., 2025b; Laine et al., 2024).

For example, developers could use evaluation-awareness
linear probes to rewrite evaluation prompts to appear more
deployment-like (Xiong et al., 2025).

3For example, for dangerous capability evaluations, developers
could use RL fine-tuning or supervised fine-tuning on the target
task, making sandbagging harder to execute.
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Steering evaluation-aware models. When substantial eval-
uation awareness is observed, developers can use contrastive
activation steering to suppress it. Hua et al. (2026) con-
struct steering vectors by computing the mean activation
difference between “deployment” and “evaluation” condi-
tions across contrastive prompt pairs. Adding or subtracting
these vectors at selected layers during inference reduces
evaluation-aware behavior from 33% to 10% in their exper-
iments without retraining. Anthropic (2025¢e) additionally
employs sparse-autoencoder (SAE)—derived steering vec-
tors, though this requires substantially more computational
resources for training the autoencoder.

3.2.3. FEASIBILITY

Testing for evaluation gaming is feasible with existing re-
sources. van der Weij et al. (2024) demonstrate sandbag-
ging repurposing standard benchmarks with publicly avail-
able code, and Li et al. (2025a) evaluate covert sandbag-
ging across ten models using 400 samples per benchmark,
demonstrating modest data requirement. Two developers,
Anthropic and OpenAl, have reported implementing related
evaluations (Anthropic, 2025b; OpenAl, 2025b).

Monitoring evaluation awareness is already operational at
frontier labs. Three developers have reported implementing
CoT monitoring for evaluation awareness (Google Deep-
Mind, 2025b; Anthropic, 2025e; OpenAl, 2025b). Li et al.
(2025a) show that lightweight monitors (GPT-4.1-mini) can
detect sandbagging attempts.

Activation steering is computationally inexpensive. Con-
trastive steering operates at inference time using only 16
hand-written prompt pairs (Hua et al., 2026) and builds on
methods with open-source implementations (Panickssery
et al., 2024). Anthropic has reported using both contrastive
and SAE-based steering during pre-deployment safety eval-
uations (Anthropic, 2025e).

Two limitations warrant attention. First, CoT monitoring
may be unreliable: Li et al. (2025a) find that frontier mod-
els can covertly sandbag against CoT monitors 16-36% of
the time when aware of monitoring, though not yet consis-
tently. Second, whether activation steering remains effective
as capabilities scale is uncertain. If evaluation awareness
becomes encoded in ways that resist linear intervention,
complementary approaches may be required.

3.3. Recommendation Three: Deploy Only with
Non-evadable Control

Developers should refrain from deployment—whether
in an internal rollout or a public API release—if the Al
system can evade the control mechanisms intended to
guard it in that context and exhibits capabilities that
could plausibly cause severe harm. Deployment should

proceed only after developers have established control
measures that the model cannot bypass.

3.3.1. MOTIVATION

“Control” here refers to safeguards active during deployment,
distinct from evaluation activities described in Recommen-
dation Two (Section 3.2). The central question is whether
harmful actions can be reliably detected and prevented in
deployed systems.

Frontier models can covertly violate rules, though such be-
haviors currently emerge primarily in targeted evaluation
settings (Schoen et al., 2025). Models have attempted to
disable oversight mechanisms without explicit prompting
(Meinke et al., 2024), with more capable models exhibit-
ing higher rates and sophistication (Apollo Research, 2025).
Current systems can also steganographically encode rea-
soning in ways difficult for monitors to detect (Skaf et al.,
2025) and collude with other Al systems using concealed
communication (Motwani et al., 2024).

Deployment-time control is the final line of defense against
harmful behaviors, including model self-exfiltration. Given
that current training paradigms offer no robust guarantee
against misalignment (Hubinger et al., 2024; MacDiarmid
et al., 2025; Denison et al., 2024), developers should es-
tablish non-evadable control mechanisms before deploying
systems with severe harm capabilities.

3.3.2. IMPLEMENTATION

Testing for control evasion. To evaluate whether Al sys-
tems pose a credible risk of evading control, developers
could first test for the precursor of this capability by evaluat-
ing Al systems’ ability to strategically reason about evading
control measures (Benton et al., 2024; Mallen et al., 2024).
If systems can reliably reason through evasion, developers
could then evaluate systems’ actual capabilities to evade con-
trol mechanisms (Phuong et al., 2025). Developers should
design the tests that incorporate the control mechanisms
planned for deployment, which will vary by organization
and application domain. Tests should also encompass di-
verse, complex environments approximating real-world us-
age. Harmful objectives and activities tested may include
exfiltrating weights, sabotaging alignment research, misus-
ing compute, or other activities that closely mirror plausi-
ble loss-of-control scenarios. Developers should stress-test
control mechanisms by eliciting adversarial behavior—for
example, training model organisms to attempt bypasses in
secure sandboxed environments (Hobbhahn, 2025; Green-
blatt et al., 2024b; Turner et al., 2025). As Al systems
become generally more capable, developers should also
evaluate the possibility of collusion between the system and
its monitor.
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Pause until robust control is in place. If Al systems can
evade current controls, developers should upgrade to more
robust controls. The primary control measure is monitoring,
which includes:

1. Output monitoring. Output monitoring represents the
most basic form of monitoring. Surprisingly, even sim-
ple lie detectors have shown notable accuracy and gen-
erality (Pacchiardi et al., 2023). Anthropic uses a set
of LLM-based classifiers on model output combined
with human review to detect harm during deployment
(Anthropic, 2025d).

2. Chain-of-thought (CoT) monitoring. CoT monitor-
ing is harder to evade than output monitoring because
it requires concealing both outputs and underlying rea-
soning. By inspecting intermediate reasoning steps,
developers can detect harmful intent not evident from
final output (OpenAl, 2025a), particularly when decep-
tion involves long-term reasoning beyond a forward
pass (Emmons et al., 2025). If CoT monitoring serves
as a primary safeguard, developers should preserve and
validate its monitorability (per Recommendation One;
Lanham et al., 2023; Korbak et al., 2025a). Combining
CoT and output monitoring proves more effective than
either alone (Arnav et al., 2025). Future models rea-
soning in unrestricted latent space (‘“neuralese”) may
limit monitoring effectiveness (Hao et al., 2025; Blair,
2025).

3. Neural representation monitoring. Neural represen-
tation monitoring is likely even harder to evade. This
includes activation-based probes (Anthropic, 2024)
and interpretability methods to extract and inspect
causal features (Marks et al., 2025; Chen et al., 2025b).
Research demonstrates the possibility of identify-
ing model components causally responsible for lying
(Yang and Buzsdki, 2025), though direct optimization
against probes can still fool them (Bailey et al., 2024).

Beyond monitoring, control measures also include requir-
ing human approval for consequential actions, restricting
action space and access to sensitive resources (Kraprayoon
et al., 2025), and establishing shutdown mechanisms (Na-
tional Technical Committee 260 on Cybersecurity of SAC,
2025). For multi-agent architectures, where agents invoke
other agents to complete tasks, developers could implement
identity verification and comprehensive logging to maintain
accountability chains (Chan et al., 2024). End-use man-
agement is also critical to prevent Al systems from being
exploited for extreme misuse, such as developing weapons
of mass destruction (National Technical Committee 260 on
Cybersecurity of SAC, 2025).

3.3.3. FEASIBILITY

Adopting control measures is currently broadly feasible.
Some developers have begun to systematize monitoring.
For instance, OpenAl demonstrates CoT monitoring to flag
reward hacking (OpenAl, 2025a), and Anthropic uses clas-
sifiers monitoring prompts and outputs (Anthropic, 2025d).
Many developers and service providers apply usage mon-
itoring to detect malicious or illegal use of models and
may intervene in cases of misuse. In China, generative Al
providers are legally required to monitor output and inter-
vene when misuse is detected (CAC, 2023). Other control
measures are increasingly implemented: Claude Code re-
quires explicit human approval for sensitive operations like
editing files (Anthropic, 2026).

Stress-testing control robustness is moderately feasible
but requires substantial engineering to design evaluations
tailored to the specific control stacks and to adequately
elicit model capabilities. In terms of current adoption,
Google DeepMind (Google DeepMind, 2025b) has con-
ducted “stealth challenges” evaluating evasion capabilities,
though these tests approximate the kinds of control mecha-
nisms humans face rather than actual mechanisms used for
deployed systems. Anthropic (Loughridge et al., 2025) has
published control evaluation research but has not reported
applying it in production settings. Several developers, in-
cluding Anthropic (Anthropic, 2025a), OpenAl (OpenAl,
2025b), and Alibaba (Alibaba AI Governance Research Cen-
ter, 2024), report red-teaming safeguards for public rollouts,
though focusing on CBRN risks and adversarial attacks
rather than control evasion. No public disclosure exists of
control evaluations for internal deployments.

However, pausing deployment until “robust” control is in
place presents challenges. Deployment-time control re-
mains nascent; monitoring approaches, especially those aim-
ing to catch scheming Al agents (Korbak et al., 2025b), are
early and sometimes susceptible to circumvention. Imple-
menting monitoring at scale is costly and may reduce usabil-
ity. Commercial pressures against pausing are substantial
absent regulatory requirements, and ensuring non-evadable
monitoring will become more challenging as systems grow
more capable.

4. Discussion
4.1. Limitations

Our analysis intentionally narrows its scope to deception
targeting developers, prioritizing this as a root-cause
failure mode. By focusing on how systems mislead their
developers (as detailed in Section 2.2), we exclude other
significant forms of deception, such as Al-enabled social
engineering against end-users (Schmitt and Flechais, 2024).
While researchers debate on the immediate likelihood of Al
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strategically deceiving developers (discussed in Section 5),
we argue that the potential severity of compromising the
entire safety pipeline at its root justifies the specific focus.
Furthermore, our recommendations primarily address Al
developers, who have the earliest visibility into deceptive
behavior. Effective mitigation will require complementary
roles for independent auditors, standards bodies, and regula-
tors.

Translating our high-level recommendations into opera-
tional protocols presents practical challenges. We do not
specify fixed thresholds (e.g., what performance indicates
control evasion capability), as appropriate benchmarks de-
pend heavily on the specific evaluation methods and control
systems in place. Moreover, resource-constrained develop-
ers may find these recommendations prohibitive without
dedicated safety infrastructure. To lower barriers, the field
may need shared, open-source tooling for deception evalua-
tions, similar to the UK Al Safety Institute’s Inspect (UK
Al Security Institute, 2025) or Anthropic’s Bloom (Gupta
et al., 2025).

The efficacy of these measures depends heavily on the
broader deployment ecosystem, particularly regarding
open-weight models. Recommendation Three presumes
deployment-time monitoring and intervention, which is dif-
ficult to enforce once model weights are released. This
creates an unresolved tension: while open-source releases
democratize access, they place the burden on downstream
deployers to ensure non-evadable control, a technical capa-
bility many currently lack. Additionally, there is an inherent
trade-off in transparency: publishing detailed evaluation
methods enables auditing and reproducibility, but also risks
models learning to evade these specific tests during training.

4.2. Future Work

Developing scalable, high-assurance control methods is
an urgent priority. Current monitoring approaches often
impose overheads prohibitive for large-scale production.
The field needs research into lightweight oversight tech-
niques with acceptable latency and cost, potentially low-
ering adoption barriers through shared open-source tools.
Research on high-assurance control architectures, such as
formal and semi-formal verification, may offer stronger
safeguards, though verifying the properties of large neu-
ral networks remains an open challenge (Dalrymple et al.,
2024).

Research could examine how training procedures
causally influence deceptive capabilities and propensi-
ties. By isolating how specific training environments foster
deception, developers can preempt the emergence of these
risks upstream rather than relying solely on detection (Ji
et al., 2025). For instance, as optimization on misaligned
proxy metrics often incentivizes reward hacking, developers

should conduct rigorous dataset auditing prior to using these
data as optimization targets. Information about safety eval-
uations and control mechanisms should also be excluded
from training data to prevent models from learning to cir-
cumvent safeguards. Another crucial line of work involves
understanding how optimization pressure affects CoT mon-
itorability and developing training protocols for applying
supervision without incentivizing models to conceal reason-
ing. Complementary work could enhance monitorability,
for instance, by strengthening alignment between CoT rea-
soning and executed actions.

Ensuring the integrity of safety evaluations against sit-
uationally aware models requires novel methodologies.
As models become better at distinguishing evaluation from
deployment, standard safety evaluation may lose their pre-
dictive value. Future work could focus on stress-testing
interventions like activation steering and developing evalua-
tion protocols robust to Al systems’ evaluation awareness.
Additionally, exploring alternative approaches for reducing
evaluation awareness, such as machine unlearning (Eldan
and Russinovich, 2023), may provide complementary layers
of defense.

5. Alternative Views

Alternative View One: The risk of Al strategic deception
is scientifically immature and likely overstated. Critics
may argue that the current discourse on Al strategic decep-
tion mirrors the methodological flaws of “Ape Language”
research in the 1970s, featuring an over-attribution of human
intent to mechanical behaviors driven by researcher bias and
reliance on anecdotes (Summerfield et al., 2025). From
this perspective, behaviors labeled as “deception” often lack
rigorous control conditions and fail to rule out simpler null
hypotheses, such as the model following implicit cues in the
prompt or engaging in sophisticated role-play without actual
agency. Therefore, prioritizing defenses against strategic Al
deception means solving a sci-fi problem at the expense of
scientific rigor.

Response: We fully accept the call for greater scientific
rigor and caution against anthropomorphism. However, the
stakes remain high regardless of whether a model is “strate-
gically” deceiving developers, “role-playing” a schemer, or
exhibiting deceptive behaviors for other reasons: all could
compromise safety pipeline. Furthermore, deferring action
until we possess incontrovertible proof of agency creates
a critical vulnerability: by the time deceptive capabilities
are unambiguous, the systems may be sophisticated enough
to evade detection. Given the high stakes, we argue that
Al deception targeting developers should be treated as gen-
uine risks until demonstrably proven otherwise. We note an
evidence gradient across our three risk models: evaluation
gaming is best supported by independent replications and
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scaling trends (Fan et al., 2025; Schoen et al., 2025), training
subversion has been demonstrated under constrained setups
(Greenblatt et al., 2024a; Hughes et al., 2025), and con-
trol evasion remains most forward-looking, with evidence
primarily from targeted evaluations.

Alternative View Two: Al deceiving developers is a symp-
tom of organizational failure, not an intrinsic model
property. This perspective argues that framing the issue as
“Al deceiving developers” obscures the root cause: compet-
itive pressures and weak governance create environments
that actively discourage rigorous safety practices. From this
perspective, technical interventions are insufficient band-
aids; the solution requires reforming organizational culture
and incentives.

Response: Technical and organizational solutions are com-
plements, not substitutes. Aligned incentives provide the
foundation, but technical safeguards give organizations con-
crete mechanisms to enforce their commitment to respon-
sible development. Our recommendations remain valuable
even under imperfect incentive structures: they offer ac-
tionable interventions for safety-conscious teams and may
establish industry norms that shape future governance.

Alternative View Three: These recommendations impose
disproportionate costs that concentrate power and stifle
innovation. Critics may argue that requirements for “robust
control” impose a safety tax that only well-resourced actors
can absorb. This could slow beneficial development and
concentrate deployment among well-resourced actors.

Response: We acknowledge this tension is real. However,
safety is a precondition for sustainable innovation; a catas-
trophic failure would likely trigger reactive regulation far
more burdensome than the proactive measures we propose.
We advocate for proportionality: requirements should scale
with model capabilities and level of risks. Open-source
safety tooling and independent auditing ecosystems can
lower the barriers to implementation to increase accessibility
to high safety standards to the broader research community
(Anderljung et al., 2023).

6. Conclusion

We argue that the AI community should prioritize Al decep-
tion targeting developers as a distinct risk category because
it compromises developers’ ability to identify and mitigate
all other risks. We offer three actionable recommendations
for developers: preserving monitorability during training,
ensuring safety evaluation integrity against evaluation-aware
systems, and establishing non-evadable control prior to de-
ployment. The ongoing debate about whether current sys-
tems’ deceptive behaviors are “strategic” (Section 5) should
not delay action: non-strategic deception of developers can
equally compromise safety measures, and the potential con-

sequences are too severe to defer action. We encourage the
research community to prioritize the open problems identi-
fied in Section 4.2, as solving them is a critical requirement
for the safe development of frontier Al
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A. Implementation Considerations for
Recommendations

We propose the following heuristics for implementation of
above recommendations:

Apply precaution under uncertainty. Determining what
evaluation performance should trigger the actions in Rec-
ommendations Two and Three remains an open question,
as results depend heavily on evaluation design. Developers
should make best-effort attempts to elicit dangerous capabil-
ities, and where uncertainty persists, such that concerning
deceptive capabilities cannot be confidently ruled out, err
on the side of caution and implement the recommended
countermeasures.

Monitor multiple metrics. When testing for deception,
developers should track both deception behaviors (e.g. un-
derperformance or superficially aligned behavior) as well
as deception reasoning (e.g. chain-of-thought indicat-
ing deception) (Google DeepMind, 2025a), as these met-
rics can diverge substantially (Greenblatt et al., 2024a).
Interpretability-based methods may also reveal hidden ob-
jectives (Carranza et al., 2023).

Presume deceptive traits from comparable models. Be-
cause confirming the absence of deception is inherently dif-
ficult, developers should look to the broader ecosystem. If
models with comparable compute use, data, or general capa-
bilities have demonstrated deception behaviors, developers
should presume their own models possess similar deceptive
traits unless rigorous safety measures demonstrably mitigate
them.

Test on models without safety guardrails. Harmlessness
training can mask dangerous behaviors by teaching refusal,
confounding evaluations (Bowen et al., 2025; Anthropic,
2025b). Deception evaluations should be conducted on
helpful-only models.

Use advanced elicitation. Evaluators should employ state-
of-the-art techniques—including agent scaffolding, tool ac-
cess, and long-horizon scenarios—to reveal latent capabil-
ities that may not surface in static, single-turn evaluations
(Schoen et al., 2025).
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