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Abstract

Access to frontier large language models (LLMs), such as GPT-5 and
Gemini-2.5, is often hindered by high pricing, payment barriers,
and regional restrictions. These limitations drive the proliferation
of shadow APIs, third-party services that claim to provide access
to official model services without regional limitations via indirect
access. Despite their widespread use, it remains unclear whether
shadow APIs deliver outputs consistent with those of the official
APIs, raising concerns about the reliability of downstream appli-
cations and the validity of research findings that depend on them.
In this paper, we present the first systematic audit between official
LLM APIs and corresponding shadow APIs. We first identify 17
shadow APIs that have been utilized in 187 academic papers, with
the most popular one reaching more than 5,900 citations and 58,000
GitHub stars by December 6, 2025. Through multidimensional au-
diting of three representative shadow APIs across utility, safety,
and model verification, we uncover widespread behavioral incon-
sistency and fingerprint-based evidence consistent with deceptive
model claims in a subset of audited endpoints. Specifically, we reveal
performance divergence reaching up to 47.21%, significant unpre-
dictability in safety behaviors, and identity verification failures in
45.83% of fingerprint tests. These practices critically undermine
the reproducibility and validity of scientific research, harm the in-
terests of shadow API users, and damage the reputation of official
model providers. By the time of writing, 4 of the 17 providers have
already ceased operations, underscoring the operational volatility
of this market. Meanwhile, unverifiable compliance claims and in-
dependent model-substitution testing platforms have emerged in
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the ecosystem, reflecting growing community awareness of this
risk.!
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1 Introduction

Frontier large language models (LLMs) have transformed numerous
domains, becoming essential infrastructure for scientific research
and daily applications [22, 29, 65]. By integrating advanced reason-
ing and domain knowledge, these models demonstrate enhanced
effectiveness in complex tasks [45, 53, 59]. Given that many fron-
tier LLMs are proprietary or require substantial computational
resources, local deployment is often infeasible. In recent years, ac-
cess to these models has been mediated through commercial APIs
provided by companies like OpenAl and Google [41, 61]. However,
official APIs often impose high pricing, payment barriers, and strict
geographical restrictions [26]. For instance, the official OpenAI API
cannot be accessed directly from several regions, such as China,
Russia, and Iran [8, 13]. As a result, a vast third-party provider mar-
ket has emerged, offering compatible endpoints at a lower cost and
without regional limitations. We refer to these services as shadow
APIs (illustrated in Figure 1), platforms that claim to generate the
same output as official LLMs via indirect access. By December 6,

The evaluation code is available at https://github.com/TrustAIRLab/ShadowAPL
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Figure 1: Overview of the shadow API ecosystem.

2025, the shadow APIs we identify have been utilized in 187 aca-
demic papers, and the most widely used one alone accounts for
more than 5,900 citations and 58,000 GitHub stars. Most of these
papers have been accepted by top venues, such as ACL, CVPR, and
ICLR (see details in Section 3).

Shadow API use arises within a broader access ecosystem: official
frontier-model APIs can be costly or geographically unavailable,
while researchers may face resource constraints and publication
pressure [14, 60]. We therefore do not treat the use of these services
alone as individual misconduct. The security concern arises when
results are attributed to a named model without verifiable endpoint
provenance, because neither authors nor readers can determine
whether the claimed model actually produced the outputs. This
motivates our audit of whether shadow endpoints serve the models
they claim and our recommendation that endpoint provenance be
disclosed and, where feasible, verified.

Recent studies have highlighted the unreliability of API access
for open-source models [23, 30, 55], raising serious concerns about
whether shadow APIs can faithfully replace official ones. Users may
treat shadow APIs as interchangeable substitutes for official APIs,
considering the access problem mainly from a utility perspective,
without conducting further verification. From a security standpoint,
the relevant concern is model provenance integrity: users cannot
directly verify the binding between the advertised model identity
and the backend serving their requests. Undocumented backend
substitution would violate this binding, whereas operational in-
stability can produce behavioral divergence without establishing
an identity mismatch. Both forms of uncertainty can undermine
reproducibility and user trust.

In this paper, we address the fundamental opacity of the shadow
API market by answering three research questions:

RQ1: What shadow APIs currently exist, and to what extent are
they used?

RQ2: Do shadow APIs perform consistently with official ones for
any given request?

RQ3: What evidence can model verification methods provide?

To address RQ1, we identify 17 shadow APIs and survey 187 aca-
demic papers to quantify the prevalence of these services (Section 3).
For RQ2, we conduct a multi-dimensional benchmarking across
both utility and safety perspectives (Section 4). Alarmingly, our ex-
periments reveal significant performance inconsistencies between
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shadow APIs and official APIs. On high-risk medical benchmarks
like MedQA, the accuracy of the Gemini-2.5-flash model drops
precipitously, from 83.82% with the official API to approximately
37.00% across all examined shadow APIs. Shadow APIs also exhibit
unpredictable safety divergence from official baselines, with mea-
sured harmfulness scores either falling below the official baseline
by about 0.23 points or rising to nearly twice the official value. Both
directions undermine reproducibility: a lower shadow-endpoint
score may understate the risk posed by the official model, whereas
a higher score may inflate attack success rates that do not replicate
on the official endpoint. Finally, for RQ3, we utilize model finger-
printing and output metadata analysis to audit these shadow APIs.
We find fingerprint-based evidence consistent with model substitu-
tion in a subset of audited endpoints, alongside broader behavioral
and metadata inconsistencies. Specifically, across 24 evaluated end-
points, 45.83% fail fingerprint verification, and an additional 12.50%
exhibit substantial Euclidean distance deviations from the official
models (Section 5).
Our contributions are summarized as follows.

e We identify 17 widely used shadow APIs and present the first
systematic audit on them compared with the official baselines.

e We demonstrate frequent failures and unreliability of shadow
APIs in utility and safety evaluation, distinguishing inconsistency,
substitution, and deceptive model claims.

o Verification based on model fingerprint and meta information
provides supportive evidence of the differences between shadow
and official APIs.

o Furthermore, we provide suggestions to enforce provenance
awareness and reduce reproducibility risks when using LLM
APIs.

Disclosure. We are committed to responsibly reporting our find-
ings to official model providers as well as the authors of papers
that use shadow APIs. We have received partial acknowledgment
from them. We did not contact the shadow API providers during
the audit or follow-up period because doing so could have altered
endpoint behavior or availability.

2 Preliminary

2.1 Background

LLMs have rapidly become the backbone of modern natural lan-
guage processing (NLP), machine learning (ML), as well as even
computer vision (CV) research, and the base for building personal
agents such as OpenClaw [38]. A recent analysis of 16,193 papers
shows that by 2024, over 60% of NLP papers, around 20% of ML
papers, and nearly 10% of CV papers are related to LLMs [60]. The
number of LLM papers has exploded from a few hundred in 2019
to more than 7,000 in 2024. At the same time, access to frontier pro-
prietary models is tightly controlled. Providers restrict API access
to certain regions for legal and security reasons [16]. For instance,
Anthropic explicitly disallows sales in unsupported regions [15].
OpenAl likewise warns that accessing or reselling its API from
unsupported countries may lead to account suspension [17]. These
restrictions collide with the geographic barriers of artificial intel-
ligence (AI) research, given the reality that major AI conferences
such as AAAT and CVPR attract large numbers of submissions and
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Table 1: Operational distinction between documented distri-
bution channels and shadow APIs.

Shadow API

X Not documented
X Intermediate provider’s key
X Typically individual
X Rarely disclosed
X Often absent
X Bypasses restrictions
X Individual Alipay / WeChat / USDT

Criterion Documented Channel

Upstream route
Credential source
Legal entity disclosed
Registration identifier
Legal documentation
Regional compliance
Payment accountability

v Publicly documented
v User’s own upstream key
v Verifiable corporation
v Business / ICP registry
v ToS, SLA, privacy policy
v Authorized regions only
v Corporate invoicing

accepted papers from regions with restricted access to frontier APIs
(e.g., China) [4, 9].

In addition to geographic barriers, expensive bills put pressure
on users. Frontier LLM APIs are typically priced for enterprise cus-
tomers, which can be prohibitive for individual researchers or stu-
dents. Analysis of LLM API economics suggests that many current
usage patterns are unsustainable for small actors without cross-
subsidies [14]. This drives the rise of a commercial shadow market
offering discounted access to frontier LLMs without geographical
restrictions [6, 12].

Moreover, official terms of service prohibit any form of API key
resale or redistribution [47]. In addition, Chinese government regu-
lations require Al services to operate in compliance with applicable
laws and administrative requirements.2 As a result, these sellers
operate in violation of both the service contract and applicable reg-
ulatory requirements. These trends suggest a growing disconnect
between academic demand for frontier models and the constraints
of official distribution channels, which drives the emergence of a
substantial market of unofficial third-party services.

2.2 Definition

For clarity, we introduce the term shadow APIs to describe third-
party LLM API services characterized by

(1) indirect access to frontier proprietary models through in-
termediate providers.

(2) access provision in restricted regions, where the service
bypasses the official provider’s geographic access controls.

To apply these criteria consistently, we classify a service as a
shadow API only when it also sells access using credentials or cred-
its issued by the intermediate provider and does not publicly docu-
ment its upstream route (Table 1). We therefore exclude provider-
operated endpoints, publicly documented distribution channels,
routing platforms that disclose their upstream routing, and self-
hosted gateways that use the user’s own credentials. No service was
included or excluded based on its measured outputs, and the three
providers audited in depth were chosen for popularity, accessibility,
and model coverage.

2.3 Security Framing and Scope

Security Property. The relevant security property is model prove-
nance integrity: an endpoint sold as access to a named model should
preserve the binding between that model identity and the back-
end serving the request. The risk arises when users cannot verify

2http://www.cac.gov.cn/2023-07/13/C_1690898327029107.htm
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this binding, causing downstream evaluations to be attributed to a
model that may not have produced the outputs.

Interpreting the Evidence. We distinguish measured behavioral
divergence from evidence about backend identity. Differences in
utility, safety, latency, metadata, or MET outcomes show that an
endpoint does not reproduce the official baseline on the measured
dimension, but they do not identify the cause or the backend. We
report fingerprint-based evidence consistent with model substitu-
tion only when the fingerprint matches a specific alternative model.
Because black-box fingerprinting is probabilistic, such a match sup-
ports but does not prove backend identity. We use deceptive model
claim only for the subset of endpoints that are commercially offered
under one model identity while producing fingerprint evidence con-
sistent with another. This term characterizes the mismatch between
the commercial claim and the observed evidence and does not es-
tablish operator intent. This claim-centered usage is analogous to
regulatory concerns about unsupported Al capability claims [5].
Implications for Security Research. Safety and alignment mea-
surements obtained through an unverified endpoint may character-
ize a backend other than the model named in the study. A lower
measured harmfulness score may understate the risk posed by the
named official model, whereas a higher score may overstate attack
effectiveness and yield conclusions that do not replicate on the offi-
cial endpoint. More generally, results attributed to a named model
are difficult to reproduce and reliably advance subsequent secu-
rity/safety research when endpoint provenance is not documented.
Scope of Claims. Ecosystem-level findings concern all 17 iden-
tified services and rest on collection, compliance, and metadata
evidence (Section 3). Behavioral and identity findings concern only
shadow APIs A, E, and H and the 24 endpoints audited directly (Sec-
tion 4, Section 5). We do not generalize these endpoint-level mea-
surements to the remaining 14 services.

2.4 Related Work

LLMs exhibit distinct linguistic patterns and features that func-
tion as fingerprints, enabling the identification of the LLM that
generated a given piece of content [20, 43, 62]. Pasquini et al. [48]
introduce LLMmap, an active fingerprinting method that queries
models with carefully crafted inputs to estimate the likelihood of
the response under different reference models.

Cai et al. [23] audit model substitution in open-source LLM
APIs and evaluate Trusted Execution Environments (TEEs) as a
hardware-level solution for verifiable model integrity. In contrast,
we focus on the shadow APIs, indirect services that operate as
opaque black boxes. Relatedly, research on model extraction and
imitation [40] shows that surrogate models can be trained to mimic
the outputs of BERT-based NLP APIs, making it difficult for users to
distinguish between original APIs and extracted surrogates based
on surface-level interactions alone. Recent work examines adjacent
risks in the broader LLM deployment ecosystem. Hou et al. [32]
conduct an Internet-wide measurement of public-facing LLM de-
ployments, characterizing their prevalence, configurations, and
exposure-related security risks. Puthal et al. [49] examine the se-
curity and governance risks arising from unsanctioned “shadow
AT” use within organizations. These studies focus respectively on
insecure public deployments and organizationally ungoverned Al
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use. Our audit instead asks whether commercially sold indirect API
endpoints actually serve the models they claim. However, system-
atic audits of indirect API services operating in this unregulated
shadow market remain largely absent.

3 Landscape of Shadow APIs

For RQ1, we investigate the prevalence of shadow APIs by quanti-
fying their widespread adoption across both the research and the
open-source community.

3.1 Shadow APIs Collection

We start from screening the accepted papers from ICLR 2024 (2,260
total, 1,108 with code) and papers from ACL 2024 (1,923 total, 1,005
with code) [3, 7]. We use these two venues as seeds because both
concentrate LLM-related papers and are recent yet old enough for
most associated code repositories to have been publicly released.
The collection is not restricted to these two venues, as the endpoint-
based expansion below covers repositories from any source. To
retrieve the associated code repositories, we systematically parsed
the abstracts and footnotes of these papers to extract URLs match-
ing standard repositories. From this combined pool of 2,113 code-
available papers, we identify 92 projects that use LLM APIs via their
associated GitHub repositories. Among these, 21 papers (22.82%)
use at least one shadow API endpoint, and we search GitHub for
these URLs to find additional repositories that call the same end-
point URL, collecting the venue, institution, country, citation counts,
and the GitHub stars of associated repositories, with all metrics up-
dated as of December 6, 2025. We iterate this process by harvesting
new shadow API endpoint URLSs from these repositories, repeating
until no new ones are discovered.

We include an endpoint when (i) a repository replaces an official
provider’s base URL with that endpoint while retaining an official
model identifier, and (ii) the service satisfies the structural criteria
in Section 2.2 and Table 1. We exclude publicly documented cloud
distribution channels such as Azure OpenAl, routing platforms that
disclose their upstream routing such as OpenRouter, and self-hosted
relays that forward a user’s own provider credential.

3.2 Prevalence and Impact of Shadow APIs

Usage. We ultimately identify 17 shadow APIs whose endpoints ap-
pear in 187 research papers. Among these, 116 papers (62.03%) have
been accepted at peer-reviewed conferences® or journals, such as
ACL, CVPR, and ICLR. The most widely used shadow API alone has
accumulated more than 5,900 citations, and the associated GitHub
repositories have received more than 58,000 stars in total, as shown
in Figure 2c. These results indicate that shadow API usage is already
widespread in research. As shown in Figure 2b, most authors are
affiliated with institutions in regions such as China, where access
to certain proprietary models is restricted.

Infrastructure. Among the 17 identified shadow API services, our
analysis reveals that 11 are built upon open-source Al model ag-
gregation and redistribution systems, primarily OneAPI [2] and its
derivative, NewAPI [1]. OneAPI is an open-source tool designed for
self-hosted deployment. It unifies interfaces from various commer-
cial LLM providers into a standard OpenAlI-compatible format. The

3For *ACL conferences, our statistics also encompass papers published in Findings.
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infrastructure system supports key features such as API key man-
agement, secondary redistribution, request routing, and automatic

retries, thereby increasing the potential for exploitation, resale, and

abuse more than the official APL

Compliance and Transparency. The compliance and transparency
of third-party API services are critical, as they determine whether

users’ rights can receive legal protection, including whether the

service operates as described and whether it can ensure continuous

and stable availability. To assess the compliance status of shadow

APIs, we examine publicly available information on provider iden-
tity, corporate registration, and service-related disclosures. Our

analysis shows that 15 of the 17 identified services are operated by

individuals without transparent identity information or verifiable

provenance. Only one provider holds a valid corporate registration

through an Internet Content Provider filing in China. As a result,
the provider ecosystem exhibits high operational volatility: two ser-
vices had already ceased operations during our measurements, and

four in total had ceased by the time of writing (Section 6.3). In ad-
dition, because upstream routing is not transparently documented,
our measurements within a bounded observation window cannot

establish whether the audited endpoints change backend models

over time. Passing our verification checks during one measurement

window therefore does not establish continued consistency in sub-
sequent requests or periods. This limited observability constrains

users’ ability to verify model provenance and assess operational

risk.

RQ1 Take-Aways: Shadow APIs are already widely pop-
ular in usage, yet they operate with minimal transparency
and governance. Most providers lack verifiable identity, stable
infrastructure, or disclosure of upstream models.

4 Performance Evaluation

To address RQ2, we evaluate the performance of shadow APIs via
utility and safety benchmarks. We opt for this controlled approach
over reproducing specific prior studies to mitigate the instabil-
ity of shadow services and preserve the anonymity of affected
researchers.

4.1 Experimental Setups

Models. To ensure a comprehensive evaluation across different
providers and models, we select target models based on token usage
statistics. We refer to the November 2025 usage ranking of LLMs on
the OpenRouter public leaderboard. From the ranking, we identify
three primary model families (F-A, F-B, and F-C) covering both
proprietary models and open-source model frontiers:

e F-A (OpenAl): GPT-40-mini, GPT-5, and GPT-5-mini [46].

e F-B (Google): Gemini-2.0-flash, Gemini-2.5-flash, and
Gemini-2.5-pro.

o F-C (DeepSeek): DeepSeek-Chat and DeepSeek-Reasoner.

For the science domain evaluation, we evaluate all the above eight
LLMs. For the sensitive domain and safety evaluations, we em-
ploy a filtered subset to focus on representative behaviors. We
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Figure 2: Landscape of the shadow APIs.

select one distinct, widely deployed model from each family: GPT-
5-mini (representing F-A), Gemini-2.5-flash (representing F-B), and
DeepSeek-Chat (representing F-C).

Shadow API Selection. To ensure the representativeness of our
study, we select shadow APIs based on two popularity proxies, i.e.,
project citation counts and GitHub stars [21]. We assign identifiers
to providers (shadow APIs A, B, etc.) based on a descending sort of
their associated GitHub star counts, which are summarized in Fig-
ure 2c. Specifically, we select shadow APIs A, E, and H based on
three criteria: popular with regard to citations and GitHub stars,
publicly accessible, and comprehensively covered for models in the
three identified model families. All official baselines are queried
directly through the corresponding official APIs.

Experimental Details. To reduce variance, we average over three
trials for all experiments and report accuracy with its standard de-
viation. We perform utility and safety evaluations via API queries,
which do not require local GPU acceleration. For the LLMmap
method, we utilize an NVIDIA DGX A100 with GPU acceleration
to train the model fingerprint database. Complete model configura-
tions, API parameters, and benchmark settings are provided in our
technical report [64].

4.2 Utility Evaluation

Benchmarks and Methodology. We assess model utility across
scientific and sensitive domains for the evaluated model families,
including Gemini 2.5, DeepSeek-V3.2, and Qwen3 [28, 56, 57]. For
the science domain, we employ the AIME 2025 benchmark [10],
which tests competition-level mathematics, and the GPQA (Dia-
mond) benchmark [51], targeting PhD-level scientific questions. For
the sensitive domain, we focus on high-risk fields, i.e., medical and
legal fields, where “high-risk” refers to the severity of real-world
consequences that incorrect outputs carry for patients and legal
parties, rather than to any regulatory classification. In the medi-
cal field, following prior work [52], we use the MedQA (USMLE)
dataset [39], covering diagnosis, treatment, and medical concepts.
In the legal field, we select LegalBench [31], specifically the SCALR
task for evaluating legal reasoning and reading comprehension,
consistent with [27, 33].

Implementation Details. To ensure fair comparison, we adopt
EvalScope prompt templates [11] for the AIME 2025 and GPQA
benchmarks, and for the MedQA (USMLE) benchmark, we use the

Hulu-Med multiple-choice template [34], and the original task-
specific prompts for LegalBench (Scalr) [31].

Science Domain Performance. The official API serves as the
reference baseline rather than a strict performance upper bound,
as illustrated in Figure 3. Throughout, the quantity of interest is
divergence from the official endpoint under identical prompts and
decoding configurations, not absolute benchmark accuracy: an end-
point faithfully serving the claimed model should track the offi-
cial baseline regardless of how high that baseline is. Among the
shadow APIs, shadow API E exhibits the strongest consistency,
maintaining a minimal average accuracy drop of 2.64% from the of-
ficial API In some instances, such as GPT-5-mini on GPQA, it even
marginally outperforms the official API by 1.18%, likely reflecting
small evaluation or decoding variance. In contrast, official APIs
exhibit minimal performance variance, whereas shadow APIs show
substantially higher variability. In particular, shadow APIs A and
H display pronounced divergences from official APIs, with average
accuracy gaps of 9.81% and 6.46%, respectively. Although these
shadow APIs perform comparably on non-reasoning tasks, their
performance degrades markedly on reasoning-oriented models. No-
tably, on the AIME 2025 benchmark, shadow API A suffers severe
accuracy drops, with deficits 40.00% for Gemini-2.5-pro and 38.89%
for DeepSeek-Reasoner. These results indicate that advanced rea-
soning capabilities are significantly compromised in shadow APIs A
and H, resulting in substantial deviations from their claimed parity
with official API performance.

Sensitive Domain Performance. For sensitive domain, includ-
ing medicine field (MedQA (USMLE)) and law field (LegalBench
(Scalr)), performance results are shown in Figure 4a and Figure 4b.
Shadow APIs A, E, and H exhibit average accuracy drops of 16.96%,
15.71%, and 14.75%, respectively. Performance on Gemini-2.5-flash
degrades across all shadow APIs. In particular, its accuracy on
MedQA decreases sharply from an official score of 83.82% to an av-
erage of 36.95%, corresponding to a substantial performance deficit
of 46.51%-47.21%. A consistent collapse is observed on LegalBench,
where all shadow APIs lag behind the official endpoints by 40.10% to
42.73%. DeepSeek-Chat also demonstrates instability, particularly
in the legal field. While shadow APIs E and H remain relatively sta-
ble, shadow API A exhibits a significant accuracy drop of 9.98% on
LegalBench. Table 2 presents two cases in which all three shadow
endpoints return incorrect answers in either all three runs or two of
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Figure 3: Performance comparison on (a) AIME 2025 and (b)
GPQA benchmarks across official and shadow APIs.

the three runs. For Gemini-2.5-flash on MedQA, the three shadow
APIs produce answers consistent with the official APTin only 49.57%
to 49.65% of cases, and the corresponding three-way consistency
range on LegalBench is 52.36% to 54.64%. The tightness of this range
across three independently operated providers is itself informative.
The shadow APIs exhibit nearly identical consistency rates on the
same query set, a recurring pattern whose cause cannot be estab-
lished from performance evidence alone (Section 2.3). GPT-5-mini
and DeepSeek-Chat exhibit smaller but still non-trivial consistency
gaps, ranging from 80.56% to 96.70%. See our technical report [64]
for detailed per-query consistency results. Reliance on shadow APIs
for professional guidance therefore poses severe safety risks even
when headline accuracy gaps appear moderate.

4.3 Safety Evaluation

Datasets. We consider two widely used benchmarks, Jailbreak-
Bench [24] and AdvBench [66], which respectively contain 100 and
520 harmful requests covering different categories (such as decep-
tion, discrimination, and physical harm) to evaluate the safety capa-
bilities of LLMs in the face of unsafe user requests. For AdvBench,
we use the 50-item subset provided by [25]. We choose these bench-
marks to quantify one dimension of endpoint safety (i.e., response to
harmful requests) through black-box API queries without access to
model internals. JailbreakBench [24] offers balanced, policy-aligned
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Figure 4: Performance comparison on (a) MedQA (USMLE)

and (b) LegalBench (Scalr) benchmarks across official and
shadow APIs.

Table 2: Medical and legal fields failure response examples.

Benchmark Question (abridged) Official Shadow
API APIs
(RI/R2/R3) (R1/R2/R3)

MedQA A patient in active la- Dv /Dv / AE,H:EX/
(USMLE) bor with major bleed- D v EX/EX
Gemini-2.5-  ing requests transfer Treat and Transfer only
Flash from a hospital not transfer if the benefits
CSV ID 764; equipped for high-risk after a outweigh the
Gold: D pregnancy. What is the ~ written risks.
appropriate next step? request.
LegalBench ~ Whether nondis- 0v /3 X/ A:0//1X/
(Scalr) closure of drug 3X 1X
DeepSeek- adverse-event reports E:0//3X/
Chat can support a Rule 3X
CSV ID 147; 10b-5 claim when H:0v//4X/
Gold: 0 the reports are not 4x

statistically significant.

Entries are ordered as Runs 1/2/3. A checkmark denotes agreement with the benchmark
gold answer; a cross denotes disagreement.

coverage across ten misuse categories, whereas the representative,
redundancy-reduced AdvBench-50 [25, 66] provides a second es-
tablished inventory and spans 32 harmful categories; using both
reduces reliance on any single benchmark’s curation. Their wide use
in evaluating various jailbreak methods and LLMs [25, 42, 44, 50]
supports their relevance as established safety probes.
Implementation Details. We employ four distinct jailbreak at-
tacks to evaluate the safety: GCG [66], Base64 [58], Combina-
tion [58], and FlipAttack [42]. For GCG, we use LLaMA3-8B to
generate a sample-level suffix and then transfer it to other LLMs.
For Base64 and Combination, we follow the settings for Base64 and
combination_1 in [58]. For FlipAttack, we use its well-performed
“flip char in sentence” mode.
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Metrics. Following prior work [25, 35, 36, 44] such as PAIR, TAP,
and JAIL-CON, we introduce a lightweight judge model to output
the harmfulness score and verify whether the generated answer
is valid and harmful. Specifically, based on [54], we build the eval-
uator with GPT-40-mini and the rubric-based prompt template
from StrongREJECT. A higher harmfulness score indicates a more
harmful answer, i.e., lower safety.

Safety Evaluation on JailbreakBench. As shown in Figure 5,
we observe a concerning, inconsistent behavior on JailbreakBench,
where shadow APIs deviate unpredictably from official baselines.
Specifically, for GPT-5-mini under the Base64 attack (Figure 5a),
shadow API A yields a harmfulness score of 0.04, which is double
the official API’s score of 0.02. Similarly, inconsistencies persist
in the FlipAttack, where shadow APIs A and E yield substantially
lower harmfulness scores than the official endpoint. For Gemini-2.5-
flash (Figure 5b), all shadow APIs yield lower measured harmfulness
scores than the official API across all attacks, particularly against
FlipAttack (the official API reaches a high harmfulness score of 0.90,
all shadow APIs around 0.67 and 0.68, resulting in a significant gap
of approximately 0.23). In the case of DeepSeek-Chat (Figure 5c),
the shadow APIs exhibit smaller differences compared to GPT-5-
mini and Gemini-2.5-flash, but differences from the official API
still exist. For instance, shadow APIs A and H generate more (less)
harmful content under the attack Combination (FlipAttack).
Safety Evaluation on AdvBench. We observe results on Ad-
vBench similar to those on JailbreakBench (Figure 6), where shadow
APIs deviate unpredictably from official endpoints. Specifically, for
GPT-5-mini under the Base64 attack (Figure 6a), shadow API A
yields a harmfulness score of 0.05, which is 5 X the official API’s
score of 0.01. Similarly, shadow APIs A, E, and H yield substan-
tially lower harmfulness scores in the Combination attack. For
instance, for Gemini-2.5-flash (Figure 6b), all shadow APIs yield
lower measured harmfulness scores than the official API across all
attacks, particularly against FlipAttack (the official API reaches a
high harmfulness score of 0.95, all shadow APIs around 0.82). In
the case of DeepSeek-Chat (Figure 6¢), the shadow APIs exhibit
smaller differences compared to GPT-5-mini and Gemini-2.5-flash,
but differences from the official API still exist. For example, shadow
API H generates more harmful content than the official API under
the Combination (FlipAttack) attack. In addition, the harmfulness
scores for shadow APIs A and E are comparable to the official end-
points in Base64 and Combination, but lower than the official scores
in FlipAttack. These findings imply that relying on shadow APIs
for safety evaluation is unreliable, as they may fail to reproduce
the behaviors of the official endpoints.

RQ2 Take-Aways: Performance evaluation shows shadow
APIs could not be replacements for official ones, as they often
break on reasoning, and they are unreliable in medical/legal
tasks and safety evaluation.

5 Model Verification

To address RQ3, we move beyond indirect performance signals
and directly verify the identity of the served models through model

CCS ’26, November 15-19, 2026, The Hague, Netherlands

fingerprinting, distributional testing, controlled validation, and
metadata analysis.

5.1 Fingerprinting-Based Detection

Methodology. To identify the specific LLMs operating behind
shadow API service providers, we employ LLMmap [48], an active
fingerprinting framework. This framework classifies models by
analyzing responses to a curated set of queries and computing the
Euclidean distance between model outputs and a reference database.
We conduct our fingerprinting experiments following the configu-
ration in [48], using the default query strategy and extending the
framework with the new LLM list. For GPT-5-mini, GPT-5, Gemini-
2.5-flash, and Gemini-2.5-pro, we remove unsupported parameters
and configure each model to use its default reasoning effort.
Results. We observe significant variance in the identity reliability
of shadow APIs across the 24 evaluated endpoints, as summarized
in Table 3. Specifically, 45.83% of the endpoints fail fingerprint ver-
ification, and an additional 12.50% exhibit substantial Euclidean
distance deviations from the corresponding official models. At the
family level, the GPT and DeepSeek families show frequent identity
mismatches. Even when a shadow API is correctly identified within
the same model family, it often exhibits inflated Euclidean distances
(e.g., GPT-5-mini in shadow API A, D = 18.63.; 7, versus an official
baseline of 14.57.3 s3). By contrast, the Gemini family exhibits rela-
tively high stability for Gemini-2.5-pro, which maintains consistent
Euclidean distances (D ~ 17.37-18.04) across all providers.
Across the failing endpoints, we observe two recurring model
substitution patterns, as supported by the following evidence. First,
premium proprietary models exhibit response patterns that more
closely align with cheaper open-source alternatives. For instance,
the behavior of GPT-40-mini in shadow API H deviates toward
Qwen2.5-7B, while GPT-5 in APIs A and E shows fingerprint sig-
natures resembling GLM-4 or DeepSeek-V3. Second, specialized
or reasoning models may be served by non-reasoning models. Re-
quests for the thinking-mode DeepSeek-Reasoner through APIs A
and H instead behave like the non-thinking DeepSeek-Chat. Simi-
larly, Gemini-2.0-flash is often misidentified as Gemini-2.5-flash.
Capability-Matched Substitution. To examine whether a substi-
tuted backend can resemble the claimed model on standard bench-
marks, we additionally benchmark the fingerprinted backend in
isolation using the same prompt templates and decoding configu-
ration as Section 4. For the GPT-40-mini—Qwen2.5-7B substitu-
tion observed in shadow API H, Qwen2.5-7B achieves 3.33% on
AIME 2025 and 42.93% on GPQA, compared to the official GPT-40-
mini’s 14.44% and 44.61% on the same benchmarks. The near-parity
on GPQA (within 1.68 %) contrasts sharply with an 11.11% gap
on AIME 2025, indicating that the matched alternative exhibits a
capability profile similar to the claimed model on standard refer-
ence tasks, while diverging only under more demanding reasoning
settings. This intuitively accounts for two otherwise puzzling obser-
vations: the concentration of accuracy drops on reasoning-heavy
benchmarks (Figure 3), and the regression finding in Table 9 that
identity mismatch alone is not a reliable predictor of accuracy drop.



CCS *26, November 15-19, 2026, The Hague, Netherlands

%z Official APl =mm Shadow APIA  =mm Shadow APIE  mmm Shadow API H

L zececeigecc ammms )
No Attack B>
I

2222 i)
fef—

s
Base64 mm———

Attack

P
ination HEE——
Combination e———
=

wz
FlipAttack S ——
T

0.00 0.01 0.02 0.03 0.04

Mean Harmfulness Score (+ SD)

0.05

(a) GPT-5-mini

wo Official APl wem Shadow APIA wmm Shadow APIE wmm Shadow API H

o
No Attack
a

GCG

2
Base64

Attack

Pz
Combination
)

[27222222272222272222727272227227727227722727, 2222 e

FlipAttack

0.0 0.2 0.4 0.6 0.8

Mean Harmfulness Score (+ SD)

(b) Gemini-2.5-flash

1.0

w4 Official API
w
No Attack '

-

%

GCG gy

-

2%
Base64 e
=

Attack

Combination

FlipAttack

0.0

(c) DeepSeek-Chat

7222277222222,

s Shadow APIA  mmm Shadow API E

2222222222222, )

2222222272272272772277,

0.2 0.4

Figure 5: Safety performance comparison on the JailbreakBench dataset.

wo Official APl wmm Shadow APIA = Shadow APIE = Shadow API H

i
No Attack |
i

i

GCG |

i

———
Base6l B —

Attack

2222222222227, g
ination EEE—
Combination g

IS ———
i —_—
FlipAttack

0.00 0.02 0.04 0.06 0.08

Mean Harmfulness Score (+ SD)

(a) GPT-5-mini

Figure 6: Safety performance comparison on the AdvBench dataset.

wo Official APl wmm Shadow APIA = Shadow APIE == Shadow API H

i
No Attack |

Attack
w
&
3
3
k=
=

]
Combination
3

[27722227222222227222722227772277777777727777777777277772777 2 222

FlipAttack

0.0 0.2 0.4 0.6 0.8 1.0

Mean Harmfulness Score (+ SD)

(b) Gemini-2.5-flash

wa Official API

i
No Attack |

GCG |

Attack

i
Base64 e,
=

wEs—

Combination

272222222222

FlipAttack

2222222222277

222222,

0.6 0.8
Mean Harmfulness Score (+ SD)

Z22222222272277727722777727772772777Z )

Yage Zhang et al.

mmm Shadow API H

2222222722722

1.0

®mm Shadow APIA =mm Shadow APIE =mm Shadow APl H

0.0

(c) DeepSeek-Chat

0.2 0.4 0.6

0.8 1.0

Mean Harmfulness Score (+ SD)

Table 3: Fingerprinting results via LLMmap matched model and mean Euclidean distance D with standard deviation. Colors
denote ratio vs official, Green (D < 1.25x baseline), Yellow (D > 1.25x baseline), and Red (incorrect model).

Model Familv Model Official API Shadow API A Shadow APIE Shadow API H
Y (Baseline) (Standard) (Standard) (Standard)
GPT-40-mini-0718 gpt-40-2024-05-13 GPT-40-mini-0718 Qwen2.5-7B
GPT-40-mini [D :20.0110.96] [D :16.6642.40] [D:19.184;.41] [D :17.43407]
gpt-5-2025-08-07 glm-4-9b-chat glm-4-9b-chat gpt-5-2025-08-07
GPT GPT-5 [D : 13.1440.34] [D : 20.88.281] [D : 23.5040.83] [D : 16.24.3 84]
gpt-5-mini-2025-08-07  gpt-5-mini-2025-08-07  gpt-5-mini-2025-08-07  gpt-5-2025-08-07
GPT-5-mini [D :14.5743.89] [D :18.634272] [D :16.0143.50] [D : 18.04.1 7]
gemini-2.0-flash gemini-2.5-flash gemini-2.5-flash gemini-2.0-flash
Gemini-2.0-flash [D :17.5445 2] [D :17.0242.64] [D : 14.1041 28] [D : 18.49.5 50]
o gemini-2.5-flash gemini-2.5-flash gemini-2.5-flash gemini-2.5-flash
Gemini Gemini-2.5-flash [D:15.194571] [D:19.7841.02] [D: 15.4143.57] [D: 17.5142.22]
gemini-2.5-pro gemini-2.5-pro gemini-2.5-pro gemini-2.5-pro
Gemini-2.5-pro [D :18.04.0.93] [D :18.044061] [D :17.3741.7] [D :17.6641 56]
deepseek-chat deepseek-v3-0324 deepseek-chat gemma-2-9b-it
DeepSeek-Chat [D : 11.8320.79] [D : 19.771378] [D: 21.2841.57] [D : 23.40. 05]
DeepSeek

DeepSeek-Reasoner

deepseek-reasoner
[D :17.04.3.25)

deepseek-chat
[D :19.02.1.53]

deepseek-reasoner

[D :21.1940.34]

deepseek-chat
[D : 22.68.2.69]

5.2 Complementary Verification

To address potential blind spots inherent in relying on a single
fingerprinting method, we further employ Model Equality Test-
ing (MET) [30], a two-sample hypothesis test that checks whether
shadow API outputs are drawn from the same distribution as those
of the official model. When the null hypothesis of distributional

equality is rejected at @ = 0.05 (Reject = True), the shadow API’s

outputs are statistically distinguishable from the official model’s,
providing independent evidence of identity inconsistency. We eval-
uate three shadow API providers (A, E, H) across four benchmarks
(AIME 2025, GPQA, AdvBench, and JailbreakBench), covering eight
model configurations in total. The full results are reported in Table 4.

Overall, MET and LLMmap provide complementary rather than
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Table 4: MET results across shadow API providers. Reject =
True indicates the null hypothesis of distributional equality
is rejected at a = 0.05.

Benchmark Model Shadow APIA Shadow APIE Shadow APIH

GPT-40-mini Reject Pass Reject
GPT-5 Reject Reject Pass
GPT-5-mini Pass Pass Reject
Gemini-2.0-flash Reject Pass Pass
AIME 2025 Gemini-2.5-flash Pass Pass Pass
Gemini-2.5-pro Pass Pass Pass
DeepSeek-Chat Reject Reject Reject
DeepSeek-Reasoner Reject Pass Reject
GPT-40-mini Reject Pass Reject
GPT-5 Reject Reject Reject
GPT-5-mini Reject Pass Pass
GPQA Gemini-2.0-flash Reject Reject Pass
Gemini-2.5-flash Reject Pass Reject
Gemini-2.5-pro Reject Pass Pass
DeepSeek-Chat Reject Reject Reject
DeepSeek-Reasoner Reject Pass Reject
GPT-5-mini Reject Pass Reject
AdvBench Gemini-2.5-flash Reject Reject Reject
DeepSeek-Chat Reject Pass Reject
GPT-5-mini Reject Pass Pass
JailbreakBench ~ Gemini-2.5-flash Reject Reject Reject
DeepSeek-Chat Reject Pass Reject

identical evidence. Because LLMmap gives endpoint-level identity
signals while MET gives benchmark-specific distributional tests, we
compare them qualitatively. The MET results broadly corroborate
the fingerprinting findings and further reveal behavioral divergence
beyond endpoint identity.

For instance, GPT-40-mini and GPT-5 in shadow API A are both
flagged as statistically distinct from official outputs across AIME
2025 and GPQA, consistent with the Euclidean distance deviations
observed via LLMmap. DeepSeek-Chat is rejected across nearly
all provider benchmark combinations, reinforcing the identity in-
consistency identified in Table 3. The Gemini-2.5-pro results again
stand out as an exception: MET fails to reject the null hypothesis
across all three providers on AIME 2025. This indicates that, under
this benchmark and sample size, we do not observe distributional
evidence that the shadow outputs differ from the official endpoint.
It should not be interpreted as certifying faithful serving, since MET
only tests distributional equality on the evaluated samples.

5.3 Validation on Controlled Ground Truth

The audits in Section 5 and Section 4 apply verification methods
to production shadow endpoints whose true backends are not dis-
closed. To calibrate these methods under known ground truth, we
construct a local testbed where honest endpoints serve the claimed
model and substituting endpoints silently serve an alternative back-
end reflecting the substitution patterns observed in Table 3. This
controlled setting provides an empirical sanity check for the false
positive and false negative behavior of our audit pipeline.

We construct six endpoints spanning the three model families
studied in this paper, with three honest and three substituting con-
figurations, as summarized in Table 5. Each endpoint serves N=100
queries for LLMmap evaluation, and an independent set of 600
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Table 5: Controlled validation testbed.

Type Claimed Model Backend Substitution Mode
Honest GPT-5 GPT-5 None

Honest Gemini-2.0-flash Gemini-2.0-flash None

Honest DeepSeek-Reasoner DeepSeek-Reasoner None

Substituting  GPT-5 GLM-4-9B Cross-family

Version mismatch
Capability downgrade

Substituting  Gemini-2.0-flash Gemini-2.5-flash
Substituting DeepSeek-Reasoner DeepSeek-Chat

Table 6: Decision-level performance of LLMmap and MET on
the controlled validation testbed.

LLMmap MET
Model Family Acc  FPR FNR Acc FPR FNR
GPT family 96.00% 3.00% 5.00% 88.50% 5.00% 18.00%

Gemini family 96.00% 2.00% 6.00% 87.00% 5.00% 21.00%
DeepSeek family  96.00% 4.00% 4.00% 89.50% 4.00% 17.00%

Overall 96.00% 3.00% 5.00% 88.33% 4.67% 18.67%

requests is issued for MET evaluation. The substituting configura-
tions cover three substitution modes: cross-family model substitu-
tion (GPT-5 served by GLM-4-9B), within-family version mismatch
(Gemini-2.0-flash served by Gemini-2.5-flash), and capability down-
grading (DeepSeek-Reasoner served by the non-thinking DeepSeek-
Chat).

Table 6 reports decision-level performance on this controlled
testbed. For LLMmap, one decision corresponds to running the
fingerprinting procedure on a sampled query set and comparing
the predicted backend with the known ground-truth backend. For
MET, one decision corresponds to testing whether responses from
the served backend and the claimed official model are drawn from
the same distribution. A false positive denotes an honest endpoint
incorrectly flagged as inconsistent, while a false negative denotes a
substituting endpoint incorrectly accepted as faithful.

LLMmap achieves 96.00% overall accuracy with a 3.00% false
positive rate and a 5.00% false negative rate. MET achieves 88.33%
accuracy with a 4.67% false positive rate and an 18.67% false nega-
tive rate. Performance is consistent across the three model families,
with no single family diverging by more than 1.3% from the overall
accuracy (Table 6). Both methods correctly flag the three controlled
substitution modes, providing a sanity check that the production
findings are not solely artifacts of the verification methods.

The elevated FNR of MET (18.7%) reflects its operating regime.
MET detects distributional shift between outputs rather than exact
model identity, so it may fail to reject when a substituted back-
end produces outputs statistically close to the claimed model, for
instance under small version mismatches within the same family.
Thus, MET and LLMmap capture different failure modes. These
validation results provide an empirical sanity check for the au-
dit pipeline and increase confidence that the fingerprint failures
and distributional rejections observed on production shadow APIs
reflect genuine inconsistencies rather than method artifacts alone.

5.4 Meta Information Analysis

Beyond model-level identity, the routing behavior of shadow APIs
leaves observable traces in inference-level metadata. Official APIs
typically exhibit consistent latency and token counts when the
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same question is issued repeatedly, whereas shadow APIs frequently
exhibit irregular spikes consistent with dynamic backend switching
or upstream retries. To quantify this, for each of the 24 shadow
endpoints on each of the two benchmarks (AIME 2025 and GPQA),
we compute the standard deviation (SD) ratio r = SDgpadow /SDofficial
separately for inference latency and total token counts, yielding
n=48 endpoint-benchmark pairs per dimension.

Table 7 and Table 8 report per-endpoint SD values with color-
coded ratio bands. Inference latency exhibits pronounced instabil-
ity, with 64.58% of pairs exceeding r = 1.20 and 35.42% exceeding
r = 2.00. Every case with r > 2.00 on latency falls within the Gem-
ini or DeepSeek families, while no GPT-series endpoint reaches
this threshold, suggesting that upstream routing chains for non-
OpenAl models are substantially less stable. Token-count ratios
are more evenly distributed but still reveal 20.83% of pairs with
r > 2.00, again concentrated in Gemini and DeepSeek. At the lower
extreme, 20.83% of token-count pairs fall below r = 0.80, domi-
nated by GPT-series endpoints on AIME 2025, a pattern consistent
with upstream truncation or fixed-length response caps rather than
faithful replication of the official endpoint.

RQ3 Take-Aways: Fingerprinting yields specific
alternative-model matches for a subset of audited endpoints,
providing evidence consistent with model substitution. More
broadly, 45.83% of endpoints fail fingerprint verification,
MET rejects distributional equality for the majority of
provider-benchmark combinations, and over one-third of
endpoint-benchmark pairs exhibit latency volatility exceeding
2.00%. These broader signals establish endpoint inconsistency
but do not by themselves identify the backend. When an
endpoint is commercially offered under one model identity
while its fingerprint matches another, the evidence establishes
a deceptive model claim.

6 Discussion

Building on the empirical results from the preceding sections, we
synthesize findings across evaluation dimensions (Section 6.1),
quantify the economic incentives underlying deceptive model claims
(Section 6.2), and report observed ecosystem changes during and
after our study window(Section 6.3).

6.1 Joint Analysis

Based on the combined results from performance evaluation (Sec-
tion 4) and model verification (Section 5), we find that model identity
and observed performance do not always align.

When Identity Predicts Performance. Most endpoints follow
an intuitive pattern in which matching identity coincides with con-
sistent behavior and identity mismatch coincides with degradation.
GPT-5-mini in shadow API E illustrates the former: fingerprinting
matches the claimed model, and sensitive-domain accuracy remains
close to the official endpoint. DeepSeek-Reasoner in shadow API
A and GPT-40-mini in shadow API H illustrate the latter, where
fingerprint mismatch is accompanied by sharp reasoning collapse
on AIME 2025.
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When Identity and Performance Diverge. Two counterintuitive
patterns violate this alignment. In one direction, identity mismatch
does not always manifest as immediate performance degradation.
GPT-5 in shadow APIs A and E fingerprints as glm-4-9b-chat, yet its
AIME 2025 accuracy declines by 2.22 to 7.78 percentage points. This
gap is substantially smaller than the capability differential between
a frontier proprietary model and a 9B open-source backend would
predict. A substituted backend may nevertheless track the claimed
model on standard reference tasks (Section 5), so degradation sur-
faces most clearly under reasoning-heavy or strict-correctness con-
ditions. In the other direction, matching identity does not guaran-
tee faithful behavior. Gemini-2.5-flash fingerprints correctly across
shadow APIs A, E, and H with Euclidean distances close to the
official APIs, yet accuracy in sensitive domains drops by roughly
47% uniformly across all three providers. A plausible conjecture is
that these providers serve the authentic model with its thinking
budget disabled or sharply reduced to cut serving cost, which would
leave fingerprints intact while selectively collapsing performance
on reasoning-heavy queries.

To quantify these relationships, we fit an OLS regression pre-
dicting accuracy drop from Euclidean distance, price ratio, identity
mismatch, and a reasoning-model flag across all 24 endpoints. The
full specification is reported in Table 9.

Price Does Not Signal Quality. As shown in Table 9, price ratio
has no predictive power for accuracy drop (f = —1.447, p = 0.490),
and this null result persists when the regression is restricted to the
subset of endpoints passing fingerprint verification. This directly
refutes the intuition that more expensive shadow APIs deliver more
faithful service. Users cannot protect themselves from substitution-
induced quality loss by selecting higher-priced providers, and price
cannot serve as even a weak proxy for backend fidelity.
Fingerprint Fidelity Does Not Imply Behavioral Fidelity. The
low overall fit (R? = 0.15) is driven by the Gemini-2.5-flash anom-
aly documented above. Excluding these three endpoints, the fit
improves to R? = 0.30 and identity mismatch becomes marginally
significant (f = 7.72, p = 0.05), indicating that identity substitution
is a meaningful driver of accuracy drop once this anomaly is set
aside. The anomaly itself, however, carries the stronger message:
identity-consistent serving does not guarantee behavioral fidelity.
A provider can route requests to the claimed model and still de-
grade output quality through misconfigured inference parameters,
context-window truncation, or silent prompt preprocessing, mecha-
nisms that Euclidean-distance-based fingerprinting is not designed
to detect. Verification pipelines relying solely on identity checks,
therefore, cannot certify that a shadow API faithfully reproduces the
official endpoint’s behavior, and behavioral benchmarking remains
a necessary complement to identity-level auditing.

Consolidated Endpoints Evidence. To provide a unified view, Ta-
ble 10 consolidates the four independent evidence dimensions eval-
uated in this work for each of the 24 shadow endpoints: fingerprint
identity (FP), distributional equality testing (MET), performance
inconsistency (Perf), and metadata instability (Meta, latency SD
ratio r>2.00 on either AIME or GPQA). Each endpoint is assigned
an aggregate risk level: High (>3 flags), Medium (1-2 flags), or
Low (0 flags). Of the 24 endpoints, 11 (45.83%) are classified as High
risk, 9 (37.50%) as Medium, and only 4 (16.67%) as Low. Shadow API
A contains no Low-risk endpoint, while three of the four Low-risk
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Table 7: Standard deviation of inference latency time (s). Colors denote ratio vs official API, Blue (< 0.8x), Green (0.8 to 1.2X),

Red (> 1.2X).

Model Family Model Name

Benchmark Official API Shadow APIA Shadow APIE Shadow APIH

CPTdoomini AIME 4271 30.42 27.96 28.12
GPQA 2.19 3.36 2.63 3.00
GPT CPLs AIME 189.04 68.62 229.20 193.95
GPQA 32.39 45.59 40.90 36.68
. AIME 46.75 89.06 2956 38.58
GPT-5-mini GPQA 12.18 19.11 1539 15.76
N AIME 6.06 5.46 6.35 5.86
Gemini-2.0-flash GPOA 1.76 5.56 3.69 6.76
Gemini Gemini-25-flach AIME 29.41 86.24 22.70 51.03
© o-ras GPQA 2130 57.95 23.86 53.29
Gemini-25- AIME 48.88 122.61 194.45 231.95
Crni=e-7pro GPQA 19.11 36.02 22.83 49.88
AIME 9.18 104.90 12.75 29.22

D k-Ch
cepSeck-Chat GPQA 10.19 31.65 12.00 11.60

DeepSeek

DecoSeck R AIME 100.56 303.38 115.82 218.50
CEPSCEI-REASONET  GpQA 77.73 165.78 113.34 239.67

Table 8: Standard deviation of token counts. Colors denote ratio vs official API, Blue (< 0.8X), Green (0.8X to 1.2x), Red

(> 1.2x).

Model Family Model Name

Benchmark Official API Shadow API A Shadow APIE Shadow APIH

CPT-40-min AIME 2273.87 472.75 1598.74 1585.51
© GPQA 66.13 83.53 57.68 13232
GPT GPTS AIME 4065.04 1311.57 3919.61 215253
GPQA 1598.00 1457.36 1396.30 1594.97
CPT5-mini AIME 3458.01 2026.09 1792.22 2319.84
GPQA 892.41 1064.52 883.13 838.42
Gemin2.0.flash AIME 1243.80 1242.84 1311.17 1231.42
: GPQA 384.25 1090.25 749.74 969.43
Gemini Gemini2.5-flash AIME 8174.81 16489.45 6124.36 14164.34
: GPQA 5856.16 7029.59 6595.46 14464.05
Cemini.2.5-0r0 AIME 3054.32 116170 3768.74 2905.47
=P GPQA 2637.50 7430.27 3556.55 6878.14
AIME 307.92 492.85 383.21 1107.18

DeepSeek-Chat
cepoeer-iha GPQA 305.67 338.70 360.34 354.99

DeepSeek

DecoSeck Reasoner  AIME 3036.03 9647.40 3544.03 3404.37
P GPQA 2314.59 6153.61 3002.75 2409.62

Table 9: OLS regression predicting accuracy drop (Aacc).

Variable B SE t P
Euclidean Distance -0.39 1.41 -0.27 0.79
Price Ratio -1.45 2.06 -0.70 0.49
Identity Mismatch 0.22 7.25 0.03 0.98
Reasoning Model 10.09 7.54 134 0.20

R>=0.15,n =24

endpoints belong to shadow API E, confirming that the distribution
of flags differs across the three audited providers.

Joint Analysis Take-Aways: Price ratio has no predictive
power for accuracy degradation, so pricing cannot serve as
a quality signal for backend fidelity. Identity-consistent serv-
ing does not guarantee behavioral fidelity: a shadow API can
pass fingerprint verification and still degrade output quality
through non-identity mechanisms.

6.2 Economic Incentives and User Losses

We observe three recurring pricing patterns in the relationship
between advertised model identities and fingerprinted backends,
summarized in Table 11. Each instantiates the transaction structure
of a deceptive model claim, a substituted backend sold and priced
under the claimed model name. In the information premium scheme,
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Table 10: Consolidated per-endpoint evidence summary across four independent dimensions.

Shadow APT A Shadow APIE Shadow API H

Family Model FP MET Perf Meta Risk FP MET Perf Meta Risk FP MET Perf Meta Risk
GPT-40-mini v v — — Med — — — — Low vV v v - High

GPT GPT-5 v v v — High v 4 v — High — — — — Low
GPT-5-mini v v — — Med — — — — Low vV v — Med
Gemini-2.0-flash v v v v High — v 4 High — — — v Med

Gemini Gemini-2.5-flash v v v 4 High — 4 4 - Med — 4 4 v High
Gemini-2.5-pro — — v v Med — — — v Med — — — v Med

DeenSeck DeepSeek-Chat v 4 v v High v 4 - - Med v - v High
eepoee DeepSeek-Reasoner v/ v v v High — — — — Low vV v v v High

Per-provider summary 5 High, 3 Med, 0 Low

2 High, 3 Med, 3 Low 4 High, 3 Med, 1 Low

providers charge a premium rate while the endpoint fingerprints as
a cheaper model of similar or newer vintage (e.g., API A advertises
Gemini-2.0-flash but fingerprints as Gemini-2.5-flash at a 7.1-7.25%
price ratio). In the discount-substitution scheme, providers charge at
the official rate while the endpoint fingerprints as a low-cost open-
source backend (e.g., API A advertises GPT-5 at parity pricing but
fingerprints as GLM-4-9B). In the resale markup scheme, providers
apply a modest surcharge while the endpoint fingerprints as a
different backend, as illustrated by API H, which charges 1.09x
the official rate for GPT-40-mini while its responses fingerprint as
Qwen2.5-7B.

Value Delivered vs. Cost Incurred.

As a descriptive supplement, we report an aggregate cost snap-
shot recorded during an earlier exploratory measurement of GPT-
5 on GPQA, using official GPT-5 pricing ($1.25/$10.00 per 1M
prompt/completion tokens). Table 12 reports the aggregate esti-
mates retained from this measurement as descriptive context. We
do not rely on them for our primary endpoint-fidelity conclusions.
Aggregate Research Costs. Beyond per-query losses, shadow
API deception imposes broader costs on the research community.
Our dataset covers 187 papers whose LLM-based pipelines rely
on shadow API providers. As an illustrative scenario rather than
an empirical estimate, if 30% of these papers were to require re-
execution upon detecting identity inconsistencies (n ~ 56), the
aggregate direct cost, comprising API re-runs ($50-$500 per pa-
per) and researcher time (approximately 40 h X $50/h = $2,000 per
paper), would range from $115,000 to $140,000. This estimate ex-
cludes downstream reproducibility costs associated with the more
than 5,900 cumulative citations to these papers, where silent model
substitution may propagate into dependent experimental results
without any visible error signal.

Because providers observe their routing choices while users
observe only a model name and price, this market exhibits the
information asymmetry associated with a market-for-lemons dy-
namic [18, 19].

6.3 Observed Ecosystem Changes

During and after our study window, we observe two categories of
ecosystem changes. We did not notify shadow API providers, and
we do not attribute either category to our disclosure.

Provider Cessation. By the time of writing, four of the 17 identi-
fied shadow API providers ceased operations entirely. They strand

users who had ongoing research pipelines dependent on these end-
points, further illustrating the operational volatility documented
in Section 3.

Compliance Adoption and Testing Platforms. Beyond the
providers in our collection, third-party LLM API services in the
broader market are changing by introducing compliance-related
claims on their platforms. For instance, several providers published
“model verification passed” badges on their pricing pages. Con-
currently, some testing platforms dedicated to detecting model
substitution in third-party LLM API services have emerged (e.g.,
https://hvoy.ai/ and https://cctest.ai/). These platforms offer auto-
mated checks that attempt to verify whether an LLM API endpoint
serves the claimed model. Their emergence indicates a growing
awareness of the risks associated with LLMs provided by third-party
LLM API providers.

7 Suggestions

Our findings reveal that model substitution is widespread among the
audited endpoints and technically detectable. To safeguard the in-
tegrity of LLM-based research, we propose a concrete two-workflow
framework for auditors and researchers respectively. The funda-
mental mitigation remains direct official access, and we recommend
it wherever available. Since prohibition alone is not actionable un-
der regional restrictions and prohibitive pricing (Section 2.3), a
shadow endpoint should instead be treated as an untrusted instru-
ment: verified before use, monitored during use, and disclosed at
publication.

Auditor Verification Protocol. We recommend a four-stage ver-
ification pipeline in which any flagged stage should escalate im-
mediately to avoidance of the endpoint. First, the endpoint should
be queried with at least 24 LLMmap probes, flag it if the Euclidean
distance exceeds 1.25X the official baseline, or if the top-1 identi-
fied model does not match the claimed identity. Second, MET [30]
should be applied using a permutation-based p-value with a pre-
specified significance level (e.g., @ = 0.05), and the endpoint should
be flagged if the null hypothesis of distributional equality is re-
jected. Third, at least three independent sessions should be run on
a held-out benchmark, flag the endpoint if the accuracy standard
deviation exceeds 5 % or if the latency coefficient of variation ex-
ceeds 0.15, as excessive variance is indicative of unstable backend
routing or dynamic model substitution. Fourth, ICP registration and
legal entity disclosure should be verified against the criteria. An
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Table 11: Three observed pricing patterns associated with deceptive model claims.

Mechanism Example

Price Ratio

Deception Evidence

Information Premium  API A — Gemini-2.0-flash  7.10 x / 7.25 X Fingerprinted as Gemini-2.5-flash

Discount-Substitution API A — GPT-5 1.00 X
Resale Markup API H — GPT-40-mini 1.09 X

Fingerprinted as GLM-4-9B (cheap-for-premium swap)
Fingerprinted as Qwen2.5-7B

Table 12: Historical aggregate cost snapshot for GPT-5 on
GPQA under official-token pricing.

API Equiv. Value Relative to Off. Value Shortfall
Official $14.84 1.00x -
Shadow API A $5.70 0.38% $9.14
Shadow APIE $5.35 0.36X $9.49
Shadow API H $7.77 0.52X $7.07

endpoint operated by an unregistered individual without verifiable
provenance carries elevated legal and operational risk.
Researcher Pre-Registration Checklist. For any study relying
on LLM API queries, researchers should complete and publicly re-
port the following prior to data collection. The full endpoint URL,
claimed model version, date of access, and pricing tier should be
recorded and included as a footnote or within the experimental
setup section, consistent with emerging reproducibility norms. Be-
fore any experimental queries are issued, the endpoint should be
confirmed to pass all four stages of the auditor protocol above.
Results from endpoints that fail any stage should not be reported
as representative of the claimed model. Because providers switch
upstream backends dynamically (Section 3), a one-time check is
not sufficient: lightweight probes (e.g., a fixed subset of LLMmap
queries) should be interleaved daily or every few thousand requests.
Raw responses and per-request metadata (endpoint URL, model
identifier, latency, token counts, and logprobs) should be archived
and released as artifacts, so provenance can be re-examined post
hoc. Finally, per-run accuracy over at least three independent runs,
the LLMmap fingerprint Euclidean distance, and the MET p-value
should be reported alongside experimental results, enabling read-
ers and reviewers to assess backend reliability and contextualize
reported performance accordingly.

Community-Level Actions. Beyond individual practice, we call
on the broader research community to adopt structural safeguards.
Conference organizers and program chairs should update reviewer
guidelines to flag undisclosed or unverified third-party API end-
points as a reproducibility risk, treating such usage analogously
to unverified dataset provenance. Official model providers can fur-
ther reduce shadow market demand through channels compatible
with export-control constraints: academic pricing and sponsored
research access, cross-region collaborations in which co-authors in
supported regions run the official queries, and lightweight verifi-
cation endpoints for independent identity checks. Where frontier
capability is not strictly required, openly released models with
self-hosted weights or TEE-attested serving [23] eliminate the
provenance question, and the emerging substitution-testing plat-
forms (Section 6.3) could grow into community infrastructure that
continuously publishes endpoint-fidelity reports.

8 Limitations

Despite providing a systematic audit of the shadow APIs, our study
is subject to several limitations.

Temporal Scope and Market Volatility. Our study reflects a
deliberately bounded snapshot within a specific time window (Sep-
tember to December 2025). Shadow API providers frequently switch
upstream model sources, alter routing strategies, or cease opera-
tions without notice, so behavioral characteristics may drift beyond
our observation window. However, the core risk signals we docu-
ment, non-transparent model substitution, capability downgrading,
and safety behavior divergence, reflect structural properties of the
service category rather than artifacts of any single measurement
period. We intentionally adopt a snapshot design rather than contin-
uous monitoring to ensure experimental consistency and to avoid
inadvertently amplifying the shadow API ecosystem through sus-
tained engagement.

Detection Coverage and Ground Truth. In the absence of ground
truth regarding backend infrastructure, our investigation relies on
established auditing frameworks (LLMmap and MET) alongside
performance and metadata analysis. While we detect model identity
mismatches with high confidence, we cannot definitively distin-
guish all fine-grained implementation details (e.g., silent prompt pre-
processing or context-window truncation). Nor can black-box veri-
fication establish the nature of a substituted backend, i.e., whether it
is distilled, fine-tuned, quantized, or version-shifted [23, 30]. Build-
ing on model-extraction results for BERT-based NLP APIs [40], a
sufficiently faithful surrogate could in principle evade both LLMmap
and MET, since output-based detection is weakest against substitu-
tions that closely track the reference distribution [23]. Passing both
tests therefore indicates absence of evidence of substitution rather
than proof of authenticity. Moreover, official APIs of proprietary
models may undergo undisclosed fine-tuning. We mitigate this by
reporting variance across three independent runs per experiment.
We also recognize the potential to analyze shadow API differences
from additional perspectives, such as bias and hallucination [37, 63].
Coverage of Providers and Model Families. Our 17 providers,
collected via academic citations and GitHub stars, may not repre-
sent the full shadow API market. Additional services may employ
distinct deceptive strategies. Similarly, we focus on three represen-
tative model families. We believe our audit pipeline generalizes to
broader model coverage and leave this to future work.

9 Conclusion

In this work, we present the first systematic audit of the shadow
API, a widely used but unverified access for frontier LLMs. Through
a comprehensive evaluation across providers and benchmarks, to-
gether with behavioral fingerprinting, we demonstrate that shadow
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APIs exhibit significant performance divergence and identity incon-
sistency. Relying on shadow APIs for evaluation is unreliable, as
they may fail to reproduce the behaviors of the official endpoints.
Taken together, these findings reveal deceptive model claims in
a subset of audited shadow endpoints and demonstrate that the
audited shadow endpoints cannot be treated as reliable official
models.
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A Open Science

The experiments in this paper are based on publicly available arti-
facts. For utility and safety evaluation, we use established bench-
marks including AIME 2025, GPQA, MedQA, LegalBench, Jail-
breakBench, and AdvBench [10, 24, 31, 39, 51, 66], as described
in Section 4. For model verification, we use two publicly avail-
able verification frameworks, LLMmap [48] and MET [30]. Non-
anonymized provider evidence will be released under gated access
within ethical and legal constraints. The evaluation code is available
at https://github.com/TrustAIRLab/ShadowAPI.

B Ethical Considerations

In this work, we adhere to responsible Al research guidelines. Our
study involves purchasing and querying unofficial shadow API ser-
vices, which may violate the terms of service of official providers
(e.g., OpenAl, Google, DeepSeek). These interactions are conducted
solely for the purpose of auditing and transparency. We do not en-
dorse, promote, or encourage the use of these unauthorized services.
To minimize potential negative impacts on official infrastructure,
we strictly limit our query volume to the minimum necessary for
statistical validation of model identity and performance. Further-
more, all requests to official APIs were conducted exclusively from
authorized geographic regions to ensure full compliance with the
providers’ regional access policies.

Our goal is to expose systemic risks within the shadow API
market rather than to target specific individuals. Furthermore, re-
garding our prevalence analysis, we have strictly de-identified all
specific academic papers, authors, and institutions found to be using
shadow APIs. Our objective is to highlight systemic reproducibility
risks within the community. Retrospectively identifying published
papers as shadow API users carries reputational risk, so we report
the 187-paper corpus only in aggregate, withholding titles, authors,
repositories, and exact citation counts, and we draw no inference
of misconduct or intent: when most of these papers were written,
these risks were not publicly known and no norm required endpoint
verification. Such findings should be read as evidence of a missing
community safeguard rather than individual fault, and future au-
dits of published research should adopt the same aggregate-only
standard.

Our safety evaluation involved the use of jailbreak attacks to
test model guardrails. To prevent misuse, we follow best practices
in safety research: we do not release specific examples of success-
fully generated harmful content or the exact adversarial prompts
used to bypass safety filters. We report only aggregated metrics,
harmfulness score, and store all sensitive outputs on secure, access-
controlled local servers. To mitigate potential harm and foster a
healthier market, we adhere to responsible disclosure principles.
We are committed to responsibly reporting our findings to official
model providers as well as the authors of papers that use shadow
APIs. We have received partial acknowledgment from them.
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