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Abstract

Task arithmetic in large-scale pre-trained models enables agile adap-
tation to diverse downstream tasks without extensive retraining. By
leveraging task vectors (TVs), users can perform modular updates
through simple arithmetic operations like addition and subtrac-
tion. Yet, this flexibility presents new security challenges. In this
paper, we investigate how TVs are vulnerable to backdoor attacks,
revealing how malicious actors can exploit them to compromise
model integrity. By creating composite backdoors that are designed
asymmetrically, we introduce BADTV, a backdoor attack specifi-
cally crafted to remain effective simultaneously under task learning,
forgetting, and analogy operations. Extensive experiments show
that BADTV achieves near-perfect attack success rates across di-
verse scenarios, posing a serious threat to models relying on task
arithmetic. We also evaluate current defenses, finding they fail to
detect or mitigate BADTV. Our results highlight the urgent need for
robust countermeasures to secure TVs in real-world deployments.
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1 Introduction

Recent advances in machine learning (ML) demonstrate that larger
models with more parameters typically achieve superior perfor-
mance. Large pre-trained ML models [17, 20, 34, 61] are often fine-
tuned for specific tasks [18, 29, 47]. Although effective, this fine-
tuning is computationally and storage-intensive [51], frequently
necessitating separate model instances per task.

To mitigate these costs, researchers introduced Task Arithmetic
(TA) [12, 32, 58, 60, 62, 72, 97]. In TA, adjustments made during
fine-tuning are encapsulated as Task Vectors (TVs), which represent
the difference in weight space between pre-trained and fine-tuned
models. Instead of extensive parameter updates, TA leverages sim-
ple arithmetic operations—such as addition and subtraction—on
TVs, enabling efficient handling of multiple tasks with minimal
training overhead.

Task Vector as a Service (TVaaS) providers, such as Hugging
Face [21], ModelScope [53], and Databricks Marketplace [14], fa-
cilitate real-world adoption by enabling users to acquire TVs for
various downstream tasks without performing full fine-tuning. Typ-
ically, these platforms provide pre-trained and fine-tuned models,
from which users easily derive TVs. By pairing a model with multi-
ple TVs, users can instantly add or remove specific task capabilities
without additional training, as depicted in Figure 1. Analogous to
app stores, this framework allows users to dynamically “install” or
“uninstall” capabilities via TVs, while TVaa$ providers manage their
creation and distribution. Compared with machine learning as a
service (MLaaS), TVaasS thus offers significant advantages, making
carefully crafted TVs valuable assets.
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Figure 1: Task vector as a service (TVaaS).

However, these benefits introduce significant security concerns,
particularly regarding backdoor attacks analogous to malicious
applications in app stores [19, 68, 70]. TVaaS providers often of-
fer multiple similar TVs (e.g., many fine-tuned Llama models on
Hugging Face), complicating user verification of TV integrity based
solely on parameters. Attackers can exploit this scenario by dis-
tributing seemingly legitimate TVs embedded with concealed mali-
cious behaviors. Given the central role of TVs in determining model
functionality, analyzing these vulnerabilities is essential.

For instance, an attacker might upload a backdoored TV offering
desirable functionality (e.g., specialized language capabilities) to
platforms such as Hugging Face, attracting unsuspecting users.
Upon applying TA to merge their victim model with the backdoored
TV, users inadvertently produce a backdoored model. Several real-
world cases [13, 50, 57, 67, 75] illustrate this threat.

In this work, we perform the first security analysis of TA from an
attacker’s perspective, specifically targeting backdoor attacks [11,
23, 55, 56, 77, 84, 96]. Due to two distinctive characteristics of TA,
embedding backdoors in TVs presents unique challenges. First, un-
like traditional backdoor threats targeting an entire specialized
model, attackers can manipulate only limited components within a
merged model, typically a single TV. Second, as a single TV in TA
simultaneously supports task addition (learning), subtraction (for-
getting), and combination (analogies), a backdoor must consistently
remain effective across these diverse and conflicting operations.
Consequently, constructing a robust backdoored TV under these
conditions is highly challenging.

To overcome these hurdles, we introduce BADTV, the first tai-
lored backdoor attack for TA. Instead of employing a single back-
door, BADTV utilizes a novel design of composite backdoors, wherein
one backdoor remains active during task learning and another dur-
ing forgetting. This composite approach is theoretically grounded
in recent findings indicating that TA performance improves when
TVs exhibit low correlation [43]. Accordingly, BADTV deliberately
ensures minimal correlation between individual backdoors, enhanc-
ing the composite backdoor’s robustness. To further prevent inter-
ference between backdoors, BADTV adopts an asymmetric design,
where one backdoor is trained on a poisoned dataset (including
clean and triggered samples), while the other is trained only on
triggered samples. Lastly, we formulate the determination of op-
timal weights for composing backdoors as a robust optimization
problem.

We evaluate BADTV on vision models, including CLIP ViT-B/32,

ViT-B/16, and ConvNeXt, covering both convolution- and Transformer-

based architectures, and large language models (LLMs), including
Llama 2-7B[76],L1ama 3-8B[3],Phi-4-14B[64],Mistral-7B[2],
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and DeepSeek-7B [15], spanning models from smaller scales with-
out reasoning capabilities to larger, reasoning-enabled models. All
experimental results show BADTV’s high attack success rate (ASR).

In addition to evaluating standard backdoor defenses designed
for conventional classifiers, we assess two state-of-the-art defenses
specifically proposed against TA backdoors [4, 90]. Unfortunately,
these defenses fail to detect our backdoored TVs, primarily due to
severe accuracy degradation on clean samples.

Contribution Overall, our contributions are three-fold: (1) We
uncover a novel backdoor threat in task arithmetic (TA) by introduc-
ing BADTV, which implants backdoors into task vectors. (2) BADTV
attains strong attack effectiveness through composite backdoors
and strategic omission of unnecessary clean tasks. (3) Extensive
experiments validate the robustness and effectiveness of BADTV
across various challenging scenarios, some surpassing traditional
contexts. Existing defenses fail against our method, highlighting
the pressing need for stronger protective measures.

2 Related Work

Model Merging A related method to TA is Model Merging (MM) [58,
73, 83, 87-89, 98], which primarily addresses task learning. In con-
trast, TA supports learning, forgetting, and analogy operations,
making it particularly suitable for deploying TVs akin to mobile
applications or browser extensions. TVaa$ providers could evolve
into app-store-like platforms for ML models, highlighting signifi-
cant potential for future TV-based services. Consequently, given
this promising outlook, our work focuses exclusively on TA.

Model Merging Backdoors While most existing studies empha-
size safety alignment [7, 24, 25, 35, 45, 92], the works most closely
related to ours are BADMERGING [98] and MERGEBACKDOOR [82].
In particular, BADMERGING proposes a robust backdoor attack on
merged models under unknown scaling factors, while MERGEBACK-
DOOR improves stealth by evading detection on poisoned upstream
models. In contrast to these methods, which focus on addition-based
merging, BADTV uniquely targets TA, ensuring that backdoors re-
quires persistence across both addition and subtraction.

Recent works further investigate malicious behaviors in model
merging from different perspectives: LoOBAM [93] implants back-
doors by taking advantage of LoRA modules, BV/SBV [59] analyze
vulnerability propagation and suppression across merged compo-
nents, and MERGE-HIJACKING [95] studies adversarial task takeover
through malicious model fusion.

Weight Poisoning Attacks Classical weight poisoning attacks
alter a victim model’s weights or architecture to embed a backdoor
before deployment [8, 9, 28, 40, 44, 49]. While BADTV similarly mod-
ifies victim models through backdoored TVs (BTVs), it significantly
differs by never directly manipulating victim model parameters.
Instead, attackers publish BTVs via TVaaS platforms, and users
voluntarily incorporate them into their models using TA updates.
Thus, the backdoor injection occurs externally, independent of the
victim’s final model. This novel threat model removes the require-
ment of privileged access, expanding the attack surface to any
downstream TV consumer.
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Federated Learning Backdoors BADTV also shares parallels
with federated learning (FL) backdoor attacks [5, 80], wherein at-
tackers contribute malicious updates to aggregated models. How-
ever, unlike FL, BADTV operates without knowledge of the victim’s
tasks or gradients.

Linear Mode Connectivity Modern neural networks exhibit
linear mode connectivity (LMC) [1, 22, 63], with cross-task linearity
(CTL) extending LMC across tasks [99]. These properties reframe
MM and TA as traversals along approximately linear, low-loss man-
ifolds. Specifically, TA begins from a shared pre-trained base, and
CTL suggests adding a TV produces task features nearly as convex
combinations of source and target tasks, enabling rapid addition or
removal of capabilities with minimal interference.

3 Preliminaries

We primarily demonstrate backdoors for TA using the CLIP model.
Hence, we introduce the fundamentals of CLIP, task arithmetic,
and backdoors in this section.

CLIP-based Classifiers For CLIP [34, 61], the pre-trained model
M consists of a visual encoder V and a text encoder T, i.e., M =
{V, T}. Unlike traditional classifiers (e.g., ResNet, VGG), CLIP can
classify images in a zero-shot manner using textual descriptions of
class labels (e.g., “dog”). Specifically, given a labeled dataset {(x, )},
M computes similarity scores for an input image x across k classes:

M(x,C) = [(V(x), T(e1))s- - (V(x), T(ee))]", )

where C = [c1,...,cx] are textual descriptions of classes, and
(V(x),T(c;)) is the similarity between the embeddings of x and
class ¢;. For a given task with class labels C, the task-specific classi-
fier is obtained by minimizing the cross-entropy loss Lcg (M (x, C), y)
with ground-truth label y. Freezing T and fine-tuning V yields the
best performance.

Task Arithmetic TA [32, 97] addresses the limitations of con-
ventional fine-tuning by working with task vectors (TVs). Let My
be a model with weights 0, 0, the weights of a publicly available
pre-trained model, and 6, the weights after fine-tuning on task ¢
with dataset D; and loss L;. The TV 1; is defined as 7; := 0; — Opye.
Any model with the same architecture as My, can use 7;. In par-
ticular, by adding 7; to Op With a scaling factor A, we perform task
learning, Omerged = Opre + A7:. Adjusting A controls how strongly
the merged model Oyerged focuses on task t. Conversely, task forget-
ting is achieved by subtracting Ar;. TA also supports task analogies
through mixed operations, Omerged = Opre + A7z, + (A27p, — A374),
enabling robust domain generalization and handling of scarce data.

Backdoor Attacks Backdoor attacks [11, 23, 55, 56, 77, 96] typi-
cally compromise ML models by embedding covert malicious behav-
iors via data poisoning. Backdoored models behave normally under
standard conditions but exhibit malicious behavior when inputs
contain a specific trigger. For example, in image classification tasks,
a backdoored model misclassifies inputs with a pre-defined trigger
into an attacker-specified target class. Consider an image x and a
trigger g = {mask, 8}, where mask is a binary mask indicating the
trigger location, and § is the trigger pattern. A triggered image x9
is formed as X9 = § © mask + (1 — mask) © x, with © denoting pixel-
wise multiplication. For simplicity, when the trigger g is clear from
context, we omit the identifier g and denote the triggered input as
x. The goal of a backdoor attack is thus to produce a model that
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accurately classifies clean images x, yet consistently misclassifies
triggered images % into the chosen target class c.

4 Threat Model

Attack Scenario We consider TVaaS providers such as Hugging
Face [21], ModelScope [53], and Databricks Marketplace [14], which
supply the necessary resources for various tasks, allowing users to
integrate them via TA into a multi-tasking model without additional
training. Now, TVaa$ platforms typically do not directly provide
TVs; instead, they offer pre-trained models 6. and task-specific
fine-tuned models 6;. Users derive task vectors (TVs) as 7; = 0;—0pre,
assuming Opre and 6, share the same model architecture.

Consider a user with a victim model Mg, . , where Oyictim :=
Opre ® A10; - - - ® Ay by, with ® € {+, -}, a positive integer U, a pre-
trained model Gpre (e.g., CLIP), TVs 0y, - -, 0y corresponding to
tasks t1, - - - , ty, and respective scaling factors Ay, - - - , Ayy. To adapt
Mp,;.;r, for a new task ¢t distinct from existing tasks t;,- - - , t, the
user downloads 6; (and 6, if needed), computes 7;, and then ob-
tains a merged model Mo, erea = Mo with a user-specified
scaling factor A to control adaptation strength.

In our scenario, instead of providing the genuine TV 7;, a TVaaS
provider delivers a backdoored task vector (BTV) 7;, causing the re-
sulting merged model MGmerge & = Mo, ymerz, to become backdoored.
Such a compromised 7; can originate from either the provider itself
or a third-party attacker exploiting weak security measures for
user-submitted TVs on platforms like Hugging Face [21].

BaDTV is explicitly designed to expose this new vulnerability
associated with TA. Consequently, configurations or architectures
that do not employ TA are beyond the scope of our study.

Attacker’s Goal The attacker aims to construct a backdoored
task vector (BTV) 7; that associates a predefined trigger with a
target class in a attacker-specified task ¢. Given a backdoored fine-
tuned (BFT) model O := Opre + 7; derived from a pre-trained
model Opre, the attacker uploads Oppr to a TVaaS provider only if
it achieves sufficiently high accuracy on task t; otherwise, the at-
tacker discards this model. Ultimately, the attacker intends that
when users download and integrate 7; into their victim models by
computing Oyictim ® A%r, where & € {+, -}, the resulting merged
model ]\;Igmerge . becomes backdoored. Specifically, while M9merge d
maintains normal accuracy on clean inputs, it consistently misclas-
sifies triggered inputs as the attacker-specified target class. The core
functionality of BADTV aligns with traditional backdoor attacks,
primarily targeting classification tasks.

Attacker’s Knowledge and Capability We assume the attacker
has a dataset D, created by embedding backdoor triggers into a
clean dataset D, using established methods [11, 23, 55, 56, 77, 96].
Given a CLIP-based model, the attacker fine-tunes the pre-trained

victim®ATe >

model My, = {V,T} on Dy, keeping T frozen and updating only
V with cross-entropy loss Lcg (Mg, (x, C), y). This produces a BFT
model Mgt with parameters é,, from which the attacker derives the
final BTV as 7, = 6; — Opre.

During this process, the attacker has white-box access to the
publicly available pre-trained model 6 (e.g., CLIP) and its archi-
tecture. However, the attacker does not have access to the user’s
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Figure 3: The design challenge of BTV in weight space.

specific configurations, including 6yictim, the TVs 0, - - -, 0y, scal-
ing factors Ay, - - -, Ay, or the scaling factor A, as these are chosen
privately by the user after downloading the BTV.

Presentation Conventions We assume TVaaS providers di-
rectly offer 7; for download, although in practice users derive 7;
from downloaded models 0. and 0;. Next, we define two scenarios:

o Simplified Setting: Onerged = Ovictim ® A7, With Ovictim = Opre-
This setting is purely illustrative and is not adopted in our
experiments.

e Realistic Setting;: Onerged = Ovictimn ® A7y With Oyictim = Opre ®
Mby--- @ Ayby.

To ease presentation, we initially describe BADTV under the simpli-
fied setting in §5 and §6. However, all experimental evaluations are
conducted under the realistic setting.

5 Challenges and Key Insights

Trivial Backdoor Design A straightforward approach for an at-
tacker is to craft two separate BTVs, 7 explicitly for addition and
7, explicitly for subtraction. These BT Vs can be easily generated
by applying traditional backdoor techniques (e.g., BadNets) to fine-
tune 6. on D;. However, since a typical TV should support both
task learning and forgetting, this approach deviates from standard
practice and would likely arouse suspicion.

Challenges The key challenge is ensuring the backdoor remains
effective across all potential applications of a single BTV, including
task learning, forgetting, and analogies; i.e., the backdoor must
succeed irrespective of how the user integrates the BTV.

Formally, an attacker has a dataset D, = {(x1, Y1), (X yu) JU
{(*1,9),...,(%y,9)}, comprising p clean samples and v poisoned
samples. Here, x; denotes a clean input with ground-truth label y;,

while x; denotes a poisoned input assigned the attacker-specified
target class §. The BTV for task ¢ is defined as 7; = ét — Bpre, where
0, is the parameters of the backdoored model Mp, fine-tuned on
D;. The resulting merged model’s weights are given by

Omerged = Opre ® A7, with @ € {+,—}, @)
where A is chosen by the user. The attacker’s goal is to find 7; by
solving the following optimization:

H v
min Z; Lok (Mo gpyeq (¥io i) 1) + Z; Lok (Mo, g (i 9). 9) o
=

st Omerged = Opre + A2t or Oerged = Opre — Ar.

Clearly, implanting a single backdoor into the TV is insufficient
to solve Equation (3), as the backdoor only survives the addition
operation in TA, not the subtraction. Solving Equation (3) is non-
trivial due to the dual constraints, where two backdoor regions
exist in opposite positions within the weight space (see Figure 3).

One alternative is to solve the constrained optimization for the
addition operation in Equation (4):

H v
min (Zl Leg (Mo, cq (i i), i) + Zl Log (Mo, g (B 9), g))
=

©

st Omerged = Opre + Afr.

to obtain a TV for addition and solve the optimization for the
subtraction operation in Equation (5):

] v
min (; Leg (Memerged (xi, yi), yi) + ; Lee (Memerged (%, 9), !2)) (5)
st Omerged = Opre — Aft.
to obtain a TV for subtraction. Averaging the two TVs provides
the BTV. Another approach is alternating optimization between
Equations (4) and (5), iteratively solving one with the solution of the
other as the initial point until convergence. However, our experi-
mental results in Figures 4(a) and 4(c), where we train the Blend [11]
on CIFAR10 [38] for 5 epochs, show that the training loss cannot
be reduced with the direct optimization and alternating optimiza-
tion. Optimizing Equations (4) and (5) respectively is easy to reduce
the loss, as shown in Figure 4(b). However, the BTV derived by
averaging their solutions does not have backdoor infectiousness.
Key Insights The central insight of BADTV is the design of
a composite backdoor specifically tailored for the BTV, compris-
ing two independent backdoors arranged to ensure that at least
one remains effective under both addition and subtraction opera-
tions. This disentanglement circumvents the complexities of solv-
ing an optimization problem constrained by dual requirements,
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Figure 4: Loss curves of the failed attempts.

as described in Equation (3). To satisfy the first constraint (addi-
tion), we train backdoored task-specific weights ébl on dataset
D; using backdoor configuration b;. Conversely, to fulfill the sec-
ond constraint (subtraction), we independently train another set
of weights ébz on D, using a different backdoor configuration b,
subsequently taking their negation as —ébz. This choice aligns
with Equation (2), ensuring proper functionality under subtrac-
tion: émerged = Opre — A(=Tp,) = Opre + Afp,. Consequently, the
composite backdoored model weights, defined as éb = ébl - ébz,
yield a BTV robust against both addition and subtraction.

6 Proposed Method

6.1 BapTV

Inspired by a recent theoretical finding on TA [43] (see §6.2.1), we
now introduce the theory-induced design of BADTV. First, for the
attacker’s target task, given a backdoor method (e.g., BadNets),
we train the backdoor model weights ébl on the poisoned dataset
Dr = {(x1.9): s (x4} U {(1,9). ... (51 9)}, composed of
4 clean samples and v poisoned samples, based on the backdoor
configuration b;. Note that a backdoor configuration includes trig-
ger pattern, trigger location, target class, etc. Next, for the same
task, we train the backdoor model weights ébz on the poisoned
subset {(%1,7),..., (%y,7)} alone based on a different backdoor
configuration b, (see §6.2.2). In such an asymmetric design, be-
cause ébz is learned exclusively from malicious samples, its updates
Tp, 1= ébz — Opre do not negate the updates 7, := ébl — Opre. We then
construct the BTV 7; as:

Tr=ay-Tp, — oz Tp, (6)

where a; and a; control the relative strengths of backdoors b; and
b,. We slightly abuse the notation; here, 7; (an attacker-specified
task t as a subscript) is a BTV for task ¢ crafted by BADTV (through
Equation (6)), while 75, (a backdoor configuration as a subscript)
denotes a BTV for task ¢ directly derived by fine-tuning 6. on D,
with an attacker-specified backdoor method to obtain ébl, and then
calculating ébl = Opre. The exact procedure by which the attacker
obtains ébl is irrelevant to BADTV. When the underlying task t
is clear from context, we omit it from the subscript notation. The
optimization of @; and «; is discussed in §6.2.1. Figure 2 illustrates
the BADTV workflow.

More specifically, when the user applies addition, 73, introduces
the backdoor to the merged model, while 7, does not influence
clean accuracy (it was trained only on malicious samples). Con-
versely, subtraction activates 7, as the backdoor in the merged
model, while the normal task functionality in 7;, works for the
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forgetting part. The visual outcomes in Figure 5 confirm that a
composite backdoor in the BTV succeeds under both addition and
subtraction (Figures 5(b) and 5(d)). However, a single backdoor fails
in one of the two scenarios (Figures 5(a) and 5(c)).

6.2 Analysis

6.2.1 Robust Feasibility of Composite Backdoor Task Vectors. A
fundamental challenge in BADTV is that the user privately chooses
the scaling factor A and may apply either addition or subtraction,
while the attacker has no control over this choice. Consequently,
an BTV must remain effective robustly across a range of admissible
user-selected A, rather than being tuned to a single fixed scaling. In
BADTYV, the attacker constructs a composite BTV via Equation (6).
Poorly chosen weights may render the backdoor ineffective under
either task learning or task forgetting, or significantly degrade the
clean model’s performance, which necessitates an explicit calibra-
tion of (a3, @) against unknown A.

Robust Optimization of (a1, az). For a given A, let A7 (A}) denote
the attack success rate (ASR) under addition (subtraction), and
define AC/;r := Cqlean — C:lean (ACA‘ := Celean — C_,,,) as the clean
accuracy drop (CA-drop). Here, Cglean is the CA before applying TA,
while CY . (C7...) is the top-1 accuracy after addition (subtraction).
We fix a lower bound Ay € (0, 1) that the attacker aims to guarantee
for the ASR across all admissible A, and formulate the following
robust optimization (RO) problem to determine (a1, az):

, o

a;%yrlr;lzn r/{leax max {ACA, AC/1 } 0

st. A= {A| min{A},A}} > Ao, A € [Amin, Amax]} and @1, @2 € [@min, @max ]

Equation (7) enforces ASR > A for all user-selected A € A while
minimizing the worst-case CA-drop. We solve Equation (7) us-
ing projected gradient ascent on a smooth surrogate of the in-
ner max/min operators (Huberized min-max), alternating with a
golden-section search over A. Each iteration requires only two for-
ward passes at Apin and Ay, since A;, AL, AC;, and AC; are
empirically monotonic in |A|.

To avoid early divergence, we initialize optimization at a norm-
balanced point equalizing the magnitudes of the two directions:

(0 © _ e ll2
a, ' =1, = — . (8)
! 2 ||Tb2||2

This offset compensates for the observed norm gap (approximately
10x) between 73, and 7p, in the tested pre-trained models. In Equa-
tion (7), we set oin > 0 and apax = 2. We also choose Apin = 0.1
and Apnax = 1 following prior TA practice [32]. Under these set-
tings, Table 1 reports the optimal (&, ;) for different backdoor
configurations, and Table 2 shows that RO-optimized coefficients
consistently outperform a user-specified choice (a1, a2) = (1,1).
Note that Table 2 shows Narcissus benefits greatly from optimizing
(a1, az); elsewhere, gains seem smaller mainly because empirical
settings are already near-optimal (e.g., Blend). To evaluate how
sensitive (a1, az) is, Table 3 shows that poorly chosen coefficients
can severely degrade CA or ASR, indicating sensitivity to large devi-
ations. However, performance is stable near the optimum: varying
(a1, a2) within +0.3 around (1.76, 1.32) (BadNets) and (1.15, 1.34)
(Blend), resulting in less than 3% change in ASR/CA. Based on this
observation, an attacker with limited resources can perform RO us-
ing only a limited number of optimization iterations starting from
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Figure 5: Visualization of traditional backdoor attack (BD) and BADTV. Figure 5(a), 5(b) and 5(d) show that images are classified
as the target class when adding trigger. Figure 5(c) shows images with a trigger that cannot be classified as the target class.

a norm-balanced initialization, thereby reducing computational
overhead.

Table 1: The optimal a; and a; from Equation (7)

BadNets Blend WaNet Dynamic | Narcissus
ay | 1.75968747 | 1.1488401 | 1.73239999 | 1.25046087 | 1.54440872
ap | 1.3228079 | 1.33605701 | 1.03127507 | 1.04587442 | 1.23842611

Table 2: CA/ASR under addition and subtraction with RO-
induced (o, @;) and user-specified (o, a;)

Add-CA () / Add-ASR (T)

Sub-CA (1) / Sub-ASR (1) BadNets ‘ Blend WaNet Dynamic Narcissus

97.88 / 99.98 99.17 / 100 98.35/99.91 | 98.25/99.99 | 98.65/ 88.86

(@, z) in Table 1 5.70 / 100 401/100 | 570/99.5 | 570/100 5.07 / 100

98.33/99.31  99.24/99.85 | 98.59/99.65 | 98.20/99.78 | 89.19/98.99

(@) = (11) 5.70 / 99.99 4.96 / 100 5.72 1 99.97 5.71/99.91 26.27 / 100

Connection to Task Arithmetic Theory. Beyond robustly selecting
(a1, a2), the feasibility of this composite construction is consis-
tent with the theoretical findings in [43], which show that a TA
form Omerged := Opre + 01 + A0 achieves optimal accuracy for irrel-
evant binary tasks when task vectors exhibit minimal relevance.
In our setting, this formulation can be instantiated in BADTV. The
infected merged model can be written as émerged = Opre + ATy =
Opre + A1 Ty, — A1y, which applies to both task learning and
task forgetting. Based on [43], correlation is measured as the av-
erage Pearson correlation between the model outputs induced by
two task vectors over their respective datasets. This metric reflects
how similarly the two vectors influence the model: high correla-
tion indicates that they steer the model in similar directions and
thus interact more strongly under task arithmetic, whereas low
correlation suggests more independent effects. Since [43] shows
that task arithmetic performs best when task vectors are relatively
irrelevant (i.e., weakly correlated), we construct the two backdoor
components to be low-correlated so that addition and subtraction
can operate more independently.

We then measure the correlation between 7, and 7;, and obtain
p = —0.0065, indicating minimal relevance. This helps explain the
observed robustness of BADTV, and why configurations that reduce

correlation (e.g., using different target classes) tend to achieve better
performance.

To align with the binary-class assumption in [43], we further
evaluate BADTV on two-class MNIST (MNIST-b). Under addition,
BADTV preserves perfect clean accuracy and achieves 98.97% ASR.
Under subtraction, the clean accuracy drops to the random-guessing
level for a two-class task (50.74%), while the ASR remains perfect.
These results empirically confirm that, despite minor formulation
differences, the theoretical insights in [43] effectively explain the
success of BADTV.

Proposition 6.1 (Robust feasibility of composite BTVs). Fix A, €
(0,1) and the ranges A € [Amin, Amax] and a1, @z € [@min, ¥max]
as in Equation (7). Let ; = a1Ty, — 27y, be the composite BTV in
Equation (6), and define

A = {}|min{A},A]} > A¢, A € [Amin, Amax] } -

If (a1, ) is feasible for the robust optimization problem in Equa-
tion (7), then for every A € A,

A;{ > AO and AE > AO‘

Moreover, the worst-case clean-accuracy drop over A € A is exactly
the objective value attained by (a1, az) in Equation (7).

Proposition 6.1 formalizes the robust feasibility guarantee al-
ready encoded in Equation (7): a feasible solution (1, o) ensures
ASR > Ay simultaneously for both task learning (addition) and task
forgetting (subtraction) across all admissible user-selected A, while
controlling the worst-case CA-drop.

Beyond this optimization-level guarantee, the existence of such
feasible solutions can be interpreted through three complementary
factors that are already observed. First, the correlation coefficient
p between 73, and 7, is close to zero, indicating minimal relevance
as measured following [43], which reduces destructive interaction
when composing task vectors. Second, the two backdoor task vec-
tors exhibit a substantial #,-norm gap, as reflected in the norm-
balanced initialization used in Equation (8), preventing symmetric
cancellation under addition and subtraction. Third, since the at-
tacker has no knowledge of the user-selected A, robust feasibility
must hold over a range of scaling factors rather than a single oper-
ating point, which is explicitly captured by the constraint set A in
Equation (7).
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Table 3: CA/ASR under different (a1, a;) settings (left: BadNets; right: Blend). Blue: Addition; green: Subtraction.

a\ay 0.1 0.5 1.0 2.0 a\az 0.1 05 1.0 2.0

o1 52.26/1.05 41.54/0.09 30.97/0.00 16.45/0.00 o1 55.84/0.94 53.86/0.23 46.50/0.00 31.24/0.00
98.99/5.75 98.18/6.33 76.49/41.15 5.70/100 98.88/1.84 98.73/69.46 98.20/100 84.18/100

05 96.13/10.45 93.91/0.59 86.75/0.12 62.76/0.00 05 97.73/98.86 97.58/94.90 97.10/89.56 94.20/14.70
95.47/5.88 85.03/16.86 7.06/99.33 5.70/100 84.68/0.01 79.67/87.51 55.38/100 5.71/100

Lo 98.99/99.95 99.10/98.74 98.33/99.31 94.89/0.99 Lo 99.31/100 99.27/100 99.24/99.85 99.07/99.94
46.99/7.09 24.47/55.83 5.70/99.99 5.70/100 4.97/0.00 5.09/78.54 4.96/100 5.70/100

20 96.84/100.00 97.17/100.00 97.00/100.00 94.92/99.64 20 96.05/99.87 95.71/99.68 95.20/99.03 93.75/96.37
4.28/0.00 5.02/0.04 4.86/56.22 5.70/100 2.19/0.00 2.25/0.00 5.70/100 2.45/4.92

These three aspects do not constitute additional assumptions in
the proposition; rather, they provide a mechanistic interpretation of
why the RO in Equation (7) admits feasible solutions that perform
well in practice.

6.2.2  Why Different Backdoor Configurations in BADTV. Similar
to §6.2.1, we construct two-class versions of SVHN [54] and CI-
FAR10 [38], denoted as SVHN-b and CIFAR10-b, respectively. Using
these binarized datasets, we compute correlation coefficients p
across various configurations of b; and b;, as summarized in Ta-
ble 4.

Specifically, Table 4 indicates that when using Blend for both
by and b,, choosing different (or identical) target classes results
in lower (or higher) correlations. Similarly, Table 5 shows that
when Blend is used for b; and BadNets for b,, selecting different (or
identical) target classes again leads to lower (or higher) correlations.

Table 4: p for Blend/Blend Table 5: p for Blend/BadNets

diff target cls | same target cls diff target cls | same target cls
MNIST-b -0.066 0.1 MNIST-b -0.056 0.084
SVHN-b -0.091 -0.31 SVHN-b -0.028 -0.036
CIFAR10-b -0.05 0.22 CIFAR10-b -0.0138 0.0144

Table 6 shows that when using Blend for both b, and b,, a greater
(smaller) distance between their trigger locations leads to lower
(higher) correlations. Similarly, Table 7 indicates that using com-
plementary (identical) trigger colors for b; and b; results in lower
(higher) correlations. The above results on p justify the preference
of different backdoor configurations in BADTV.

Table 6: p for distances Table 7: p for trigger colors

longest | intermediate | shortest complementary | middle | same
MNIST-b 0.233 0.234 0.156 MNIST-b -0.176 -0.189 0.233
SVHN-b 0.005 0.016 0.013 SVHN-b 0.002 0.002 0.005
CIFAR10-b 0.044 0.074 0.065 CIFAR10-b 0.049 0.051 0.044

Using standard multi-class datasets (e.g., MNIST [41] and SVHN [54]),

we further compute correlation coefficients p in Table 8 with Blend
utilized for both b; and b;. The results indicate that selecting dif-
ferent (identical) target classes for b; and b, consistently leads to
lower (higher) correlations. In general, greater discrepancies be-
tween b; and b, correspond to lower correlations, aligning with
the theoretical insight from [43] that lower correlation contributes
to improved performance of BADTV.

Same vs. Different Target Classes. BADTV supports two design
choices for the backdoor configurations b; and b,: using the same
or different target classes. From an attacker’s perspective, using

Table 8: p for Blend/Blend

Target Class | MNIST | SVHN | CIFAR10 | CIFAR100 | GTSRB
diff target cls 0.05 -0.12 0.23 0.26 0.08
same target cls 0.09 -0.13 0.27 0.32 0.184

the same target class can be more practical, as it ensures consistent
behavior regardless of whether addition or subtraction is applied at
deployment time. However, as suggested by Figure 9(a), such con-
figurations may reduce attack success rates under task arithmetic.
As shown in Tables 4-7 and Table 8, this is due to higher correla-
tion between backdoor components, which increases interference
and reduces robustness. In contrast, using different target classes
reduces correlation and improves robustness under task arithmetic.
Therefore, the choice reflects a trade-off between consistency under
unknown operations and robustness under task arithmetic, and we
adopt different target classes by default to prioritize robustness.

7 Evaluation

7.1 Experiment Settings

Datasets We consider five datasets for backdoor attacks: MNIST [41],
SVHN [54], CIFAR10 [38], CIFAR100 [38], and GTSRB [71]. Addi-

tional datasets, including EuroSAT [26], Cars [37], and SUN397 [85],

are employed to assess BADTV under more complex scenarios.

Pre-trained Models We select three vision models: CLIP ViT-B/32,

ViT-B/16, and ConvNeXt Base, covering convolution-based and
Transformer-based architectures, all with an input size of 224 X
224. For LLMs, we evaluate L1lama 2-7B [76], Llama 3-8B [3],
Phi-4-14B [64], Mistral-7B [2], and DeepSeek-7B [15], where
Phi-4-14B represents large-scale models and DeepSeek-7B exem-
plifies reasoning models.

Attack Methods Backdoor attacks can be categorized into dirty
vs. clean label, local vs. global trigger, and static vs. dynamic. We
consider BadNets [23], Blend [11], WaNet [56], Dynamic Back-
door (Dynamic) [55], Narcissus [96], Label Consistency (LC) [77],
WaveAttack (WA) [84], and MTBAs [46]. Narcissus and LC rep-
resent clean-label attacks, while the rest are dirty-label. Among
dirty-label attacks, BadNets and Dynamic utilize local triggers;
Blend and WA employ global triggers; and WaNet uses an invisi-
ble trigger. Moreover, MTBAs represents a hybrid design of back-
doors. Additionally, to illustrate BADTV’s compatibility with other
poisoning-oriented threats, we include model hijacking attacks [65].

Metrics Two metrics are considered: clean accuracy (CA) and
attack success rate (ASR). CA is defined as the fraction of correctly
classified clean test samples, averaging approximately 0.965 in our
experiments. ASR is the proportion of test samples classified into
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the attacker-specified target class. For other poisoning attacks in-
tegrated within BADTV, such as model hijacking [65], we report
accuracy on the hijacking dataset to measure effectiveness, and
accuracy on the original (hijackee) dataset to assess stealthiness.
Our Setting on BADTV Except for the experiments in §7.2.1,
all evaluations were conducted under the realistic setting. Unless
otherwise stated, we use the following default configuration for
BADTV. We set A = 0.3 and 4 = 0.8, as BADTV performs effec-
tively with moderately large A > 0.3, while smaller values (1 < 0.3)
typically harm CA. a; and «; are set according to the optimized
results in Table 1 in §6.2.1. Given the poison rate range of [1%, 20%]
common in prior backdoor studies [11, 23, 55, 56, 77, 96], we fix
it at 5% to test whether BADTV remains effective under low poi-
soning conditions. Both backdoor configurations b, and b, utilize
Blend [11], employing distinct settings (e.g., target classes, trigger
locations, and patterns). Some experiments involve pairing different
backdoor configurations for b; and b,. Given the extensive number
of possible combinations, we present results primarily using Blend
as the representative default case. The attacker-specified task ¢ is
fixed as GTSRB. The default model architecture is ViT-B-16.

7.2 Main Results

7.2.1 Single BTV on Simplified Setting. We first present the CA
and ASR results for various backdoor attacks and datasets under
the simplified setting. Table 9 summarizes the results, where nearly
all ASRs exceed 98% with the only exception that Narcissus on
MNIST achieves only approximately 10% ASR for both addition
and subtraction. This can be attributed to the fact that as Narcissus
primarily targets colored images even in CNN/ViT-classifier setups.
Additionally, a lower CA under subtraction is desirable since this
operation corresponds to forgetting the task. Overall, BADTV con-
sistently attains high ASR while preserving reasonable CA across
different backdoor methods and datasets. Besides, compared to a
matched benign-TV baseline, Table 10 shows that the CA difference
remains within 2% across all tasks, indicating a small utility loss.

7.2.2  Single BTV on Realistic Setting. The experiments here resem-
ble those in §7.2.1, but are conducted under the realistic setting,
with Oerged = Ovictim ® Ay, where Oyictim = Opre ® 4101 and 0, cor-
responds to a user-selected task #;. Given an average CA of 96.5%,
Figure 6 shows BADTV continues to achieve consistently high ASR.

100 P ¥ ¥ 100fF 3 3 F
> ¢ - 4

80 ' 80
— ® * —
2 60 © badnet ¥ 6ol © badnet
4 v blend x v blend
v v
< 40 ¢ wanet < 401 ¢ wanet

20 narcissus 2 narcissus

dynamic dynamic
%NIST SVHN CIFAR10 CIFAR100 (R/ NIST SVHN CIFAR10 CIFAR100
user-specified task t; user-specified task t;
(@ A=03 (b) 1=0.8

Figure 6: ASR for different t; with single BTV under realistic setting.

7.2.3  Alternative Data Poisoning-Based Attacks under Realistic Set-
ting. The backdoor attacks we consider all rely on data poisoning,
prompting the question of whether non-backdoor data poisoning

Chia-Yi Hsu et al.

attacks can also succeed within BADTV. To address this, we eval-
uate the data poisoning-based model hijacking attack [65], which
aims to covertly equip a model to classify both the original and
a hijacking task. We implement this attack using BADTV on the
ViT-B-32 model. Table 11 demonstrates that BADTV successfully
maintains the original task’s performance while achieving high
hijacking ASR. However, when the original and hijacking tasks are
overly similar (e.g., MNIST vs. SVHN), the forgetting mechanism
struggles to reduce performance effectively due to overlapping fea-
tures. Furthermore, CIFAR100 presents lower overall performance
because its numerous classes and complex imagery complicate
feature mapping, a limitation inherent to the original hijacking
method. Lastly, the inherent design of hijacking attack requires the
number of classes in the hijacking task to be less than or equal to
the original task. For example, GTSRB (43 classes) cannot serve as
a hijacking task with MNIST (10 classes) as the original task. Such
cases are marked as NA in Table 11.

7.2.4  Post-Merging Processing. In practice, it is unrealistic to as-
sume that users directly deploy downloaded BTVs without further
processing. Instead, post-merging operations such as fine-tuning
and quantization are commonly applied. We evaluate the robust-
ness of BADTV under representative post-processing pipelines,
including quantization (fp32—fp16/int8) and fine-tuning via full
fine-tuning, LoRA, and QLoRA. We set the attacker-specified task ¢
as GTSRB and the benign task #; as CIFAR10. The merged models
are evaluated after applying each post-processing method, with re-
sults summarized in Table 12 and Table 13. For fine-tuning, we vary
the amount of clean data, while for quantization we consider dif-
ferent numerical precisions. Across all settings, the ASR of BADTV
remains consistently high, indicating that they cannot degrades the
effectiveness of BADTV.

7.3 Influencing Factors for BADTV

All experiments here are conducted under the realistic setting with
a benign task, Omerged = Ovictim ® A7, where the attacker-specified
task t is GTSRB and t; is CIFAR100.

7.3.1 Model Architecture. We investigate the impact of model ar-
chitecture on BADTV’s effectiveness. Following the experimental
setup in §7.2, we replace the ViT-B architecture with convolution-
based models, specifically ConvNeXt Base. Figure 7 demonstrates
that BADTV maintains robust performance across diverse archi-
tectures. Despite a slight performance drop observed in ConvNeXt
Base, the majority of attacks continue to succeed, highlighting
BADTV’s architectural adaptability.

7.3.2  Backdoor Pairing in BADTV. Since the composite backdoor in
BADTV effectively consists of two separate backdoors, it is critical
to assess how the selection of these individual backdoors affects
BADTV’s ASR. Figure 8(a) shows that employing identical backdoor
attacks for b; and b, can substantially reduce ASR, whereas mixing
different attack types generally boosts ASR. This observation aligns
with the conclusions presented in §6.2.2.

While Figure 8(a) sets t; as CIFAR100, we further evaluate CA
and ASR across various tasks, including MNIST, SVHN, CIFAR10,
and CIFAR100. The results show that both CA and ASR remain
consistently high across all tasks.
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Table 9: CA/ASR under addition and subtraction (Add-CA, Sub-CA, Add-ASR and Sub-ASR, respectively)

Add-CA (1) / Add-ASR (1)
Sub-CA (|) / Sub-ASR (1)

MNIST (10-class)

MTBAs [46] MTBAs [46]

(parallel) (sequential)
99.71/ 99.7 99.37 / 92.4 99.64 / 100 99.66 / 100 99.28 /10.36 98.8/90.8 99.82/99.8 92.62 / 99.85 96.31 /100
15.41/98.92 13.04 / 100 11.35/ 100 11.35/ 100 11.35/ 11.54 15.7/ 96.2 0.41/99.87 12/99.92 12.32/ 100
97.38 / 99.77 96.85 / 100 96.53 / 99.79 98.63 / 100 96.99 / 99.08 93.3/91.9 98.25/99.9 96.02 / 99.75 97.17 / 100
18.33 / 82.25 19.59 / 100 19.58 / 100 19.58 / 100 19.58 / 100 13.9 / 94.6 17.51/100 19.59 / 100 19.58 / 100
97.68 / 99.06 97.71 / 100 97.22/99.77 98.36 / 100 97.24 / 99.39 94.6 /925 98.15 / 100 97.47 / 99.75 97.89 / 100

BadNets [23]  Blend [11] WaNet [56] Dynamic [55] Narcissus [96] LC [77] WA [84]

SVHN (10-class)

CIFAR10 (10-class)

9.99/99.97  1029/100  10.00/100  10.00 / 100 11.07 /100 87/948  9.88/99.95 10/ 100 10/ 100
CIFAR100 (100-class) 88.36/98.82 843/99.98 87.59/99.78  89.37/100  87.30/98.73 _ 81.7/903  89.23/100  89.63/98.20 90.38/99.98
class 1.00/100  0.89/99.97  100/100  259/97.54 3.58 /100 46/935  1.12/9998  1.02/100 7.39 /100
GTSRB (43-class) 98.20/99.91  98.94/100 98.15/99.79  99.66/100  97.33/86.91  843/866  97.96/99.21 98.57/99.65  98.78/ 100
570/99.99  1.96/98.16  572/99.97  0.48/100 3.99/100 5.9/ 954 474/100  584/99.98  2.91/8438
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Figure 7: The impact of model architecture on ASR.
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< 40 < 70
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Table 11: Addition/subtraction results showing original task
g orig (@) Same (A = 0.3) (b) Same (A = 0.8)

accuracy (O-Acc) and hijacking ASR (H-ASR), where “+/-”

denote addition and subtraction, respectively. NA indicates 100.0 00HF——F——F %
settings infeasible for the model hijacking attack. poodh E— 98
3 985 g 96
& 98.0{ —@— blend_badnet g —@— blend_badnet
3 : & i
fg_:zz EB;ig::ﬁ :g MNIST SVHN CIFARI0  FEuroSAT ~ GTSRB < 975 - blend wanet < 947 - blend_wanet
98.37/98.93 99.58/99.79 99.31/99.35 97.0 blend_dynamic ¢ 92 blend_dynamic
: X ) ; } } mie 3 | .
MNIST NA 02.51/97.42 59.08/97.77 6147/ 94.24 NA 222 ~#— blend_narcissus o —4#— blend_narcissus
SVEIN 36.17/ 95.19 A 96.21/96.57 92.28/92.65 A RCX 0.03 0.05 01 01 0.03 0.05 0.1
90.72 / 96.43 53.59/ 9733 70.55/98.48 Poison Rate Poison Rate
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EuroSAT 40.67/97.15 27.48/96.22  59.8/95.8 NA NA . . .
GTSRB 94.43/99.48 94.17/99.27 97.72/99.97  97/99.68 NA Figure 8: The impact of backdoor pairing on ASR.
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Figure 9: The impact of target class selection on ASR.

The slight ASR drop of Narcissus in Figure 8(b) (compared to
Figure 8(a)) is not incidental, but stems from its trigger design 7.3.3  Target Class Selections. We investigate whether the selection
being intrinsically more sensitive to scaling-induced feature-space of target classes affects BADTV’s ASR, specifically comparing sce-
distortion under TA. narios where b; and b, share identical versus different target classes.
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Figure 9 reports the results for five representative target-class pairs.
For both A = 0.3 and 0.8, ASR decreases significantly when b; and
b, share the same target class (e.g., pair (0,0)), indicating reduced
stability. Overall, choosing distinct target classes for by and b, is rec-
ommended for achieving stable ASR performance in BADTV. This
observation also aligns with the conclusions presented in §6.2.2.
However, ASR can still remain high under the same-target setting
when b; and b, are trained with different backdoor attacks. For the
same-target pair (4, 4), strong ASR is still observed for (b, by) =
(Blend, Blend), (Blend, WaNet), and (Blend, BadNet), with ASRs of
93.1, 97.16, and 97.51 at A = 0.3.

7.3.4  Different Task Arithmetic Methods. The previous discussions
rely primarily on ordinary TA [32], prompting us to evaluate the
robustness of BADTV against alternative TA methods. We note that
MM methods (see §2), such as TIES-merging [87] and DARE [94],
do not simultaneously support addition and subtraction operations.

We specifically assess BADTV’s robustness using aTLAS [97], a
recently proposed TA method. Following the experimental setup in
Figure 6, we construct the BTV 7; via Equation (6). However, users
now compute the merged model as émerged = Oyictim B 7;, where B
denotes the addition or subtraction operation defined by aTLAS.
Figure 10 presents the outcomes when various CTVs are integrated
using aTLAS. The results align closely with Figure 6, showing that
nearly all attacks maintain an ASR above 70%.
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Figure 10: The impact of TA method on ASR.

7.4 BAaDTYV in the Wild

Similar to §7.3, all experiments in this section are conducted under
the realistic setting, with the attacker-specified task t as GTSRB
and the user-chosen task t; as CIFAR100. For model hijacking, we
set the original task as EuroSAT and the hijacking task as SVHN.

7.4.1  More Benign Tasks in Victim Model. In §7.2 and §7.3, the
victim model Oy;ctim in the realistic setting includes only one benign
task t;. However, users may deploy multi-task models in practice.
Hence, we first examine a scenario in which the victim model
contains three benign tasks: CIFAR100 (¢;), Cars (t), and MNIST
(t3), to assess the potential impact on BADTV’s ASR.

Figures 11(a) and 11(c) indicate reduced ASR in BadNets and
WaNet because these attacks use weaker or more localized back-
door patterns. Under the same setting as Figure 11(a), strengthening
the attack configuration (e.g., larger triggers or stronger warping)
also improves ASR (13.99 — 49.8 and 11.89 — 55.77), while stronger
or global attacks such as Blend remain more stable. In contrast, Fig-
ures 11(b) and 11(d) show that employing distinct backdoor attack
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types for b; and b, enhances BADTV’s robustness, even with multi-
ple benign tasks embedded. This observation aligns with findings
from §6.2.2 and §7.3.2, confirming that diverse attack combinations
strengthen ASR.

We further investigate a scenario involving seven benign tasks:
CIFAR100 (), Cars (t2), MNIST (t3), SVHN (t4), CIFAR10 (t5), Eu-
roSAT (ts), and SUN397 (t;), with results illustrated in Figure 12.
Interestingly, we observe notably different behavior compared to
Figure 11. Specifically, Figure 12 shows a significant reduction in
ASR except for Figure 12(b), suggesting that increasing the number
of benign tasks dilutes the backdoor signal. Even when employing
different backdoor types for b; and b, Figure 12(d) reveals sub-
stantial ASR degradation. Nonetheless, since A is user-controlled
and not dictated by the attacker, attackers cannot reliably expect
users to consistently select low A values. Thus, it naturally raises
the question of if this scenario (users adopting higher A while in-
cluding more benign tasks) could serve as a defense against BADTV.
In addition, we evaluated different insertion positions of the BTV
(e.g., early, middle, and late in the merging sequence) and observed
identical results to those in Figure 12. This follows from the com-
mutativity of task vector addition, which makes the merged model
invariant to the ordering of task vectors.

We start by examining the benign task accuracies of the victim
model containing seven tasks. As shown in Figure 13(b), even in
the absence of attacks, incorporating more than four benign tasks
at high A drastically reduces individual task accuracies, providing
users little incentive to adopt such settings. Consequently, users
should either opt for more benign tasks at lower A or fewer tasks
at higher A. In both cases, BADTV remains effective, maintaining
reasonably high ASR.

An important question remains: Will the benign tasks’ accura-
cies in the merged model Mmerged = My, ;m@2z, and the attacker-
specified task accuracy degrade significantly? Figures 14(b) and
14(f) indicate that the attacker-specified task accuracy remains
high under attacker-preferred settings (different target classes and
lower ). Moreover, despite certain benign task accuracies expe-
riencing declines, the accuracy distribution from Mmerged closely
matches that of Myictim, as observed by comparing Figure 14(b) (or
Figure 14(f)) to Figure 13(a). Therefore, employing BTV in such
contexts is unlikely to raise user suspicion.

7.4.2 BTV; and BTV, With Different Purposes. In previous discus-
sions, we considered only a single BTV. Here, we assess scenarios
involving two distinct BT Vs, reflecting practical cases where users
may simultaneously download backdoor and hijacking BTVs. For
BTV, (backdoor attacks), we fix Blend as b; and rotate BadNets,
Blend, WaNet, Dynamic, and Narcissus for b,. For BTV, (model
hijacking attacks), we set MNIST as the hijackee dataset and Eu-
roSAT as the hijacker dataset. We also incorporate CIFAR100 as an
additional benign task t; for functionality enhancement.

Figures 15(a) and 15(c) demonstrate that backdoor ASRs remain
consistently above 98%. Meanwhile, Figures 15(b) and 15(d) indicate
that model hijacking ASRs exceed 80%, largely unaffected by the
backdoor attack type or A values. Thus, BTVs with distinct attack
objectives exhibit minimal mutual interference.



BADTV: Unveiling Backdoor Threats in Third-Party Task Vectors

100,

W r————— : .
80 —@— Badnet_badnet / 95
2 60 —¥— blend_blend 3 o B
3 < —@— blend_badne
& —- wanet_wanet < 90 = d_bl -
< 40 dynamic_dynamic 2 i ble"d, en
~@— narcissus_narcissus —- blend_wanet
20 85 blend_dynamic
3:-’.7’"<: ~@— blend_narcissus

ASR(%)

CCS *26, November 15-19, 2026, The Hague, Netherlands.

D S
—@— badnet_badnet
—¥—_blend_blend

|

60 . 77| —e— blend_badnet
o wanetwanet %90.0] ¥~ blend_blend
40 dynamic_dynamic 2 blond
~@— narcissus_narcissus 87.5 = lend_wanet
20 . blend_dynamic
5.0 —®— blend_narcissus

0601 0.03 0.05 01 805,01
Poison Rate

(a) Same (A =0.3)

0.03 0.05
Poison Rate

(b) Different (A = 0.3)

0.1

.01 0.03 0.05

Poison Rate

(c) Same (A =0.8)

0.1 .01 0.03 0.05

Poison Rate

(d) Different (A = 0.8)

0.1

Figure 11: ASR for the scenario involving a single BTV combined with three benign tasks (CIFAR100, Cars, MNIST) in the

victim model.

g .

—@— badnet badnet

—¥— blend_blend

—#- wanet_wanet
dynamic_dynamic

o ; narcisius narcissui .

—&— blend_badnet
—¥— blend_blend
—#- blend_wanet
blend_dynamic
—&— blend_narcissus

ASR(%)

—@— badnet_badnet
—¥— blend_blend 15
—#- wanet_wanet

—@— blend_badnet
—¥— blend_blend
—— blend_wanet

dynamic_dynamic gm blend_dynamic
—@— narcissus_narcissus ‘z, —@~— blend_narcissus
5
0 0

0.01 0.03 0.05 01 73001

Poison Rate

(a) Same (A =0.3)

0.03 0.05
Poison Rate

(b) Different (A = 0.3)

0.1

0.01 0.03 0.05
Poison Rate

(c) Same (A = 0.8)

0.1 0.01 0.03 0.05

Poison Rate

(d) Different (A = 0.8)

0.1

Figure 12: ASR for the scenario involving a single BTV combined with seven benign tasks (CIFAR100, Cars, MNIST, SVHN,

CIFAR10, EuroSAT, SUN397) in the victim model.

100
80 80
60 N 60

40 40

Accuracy (%)
Accuracy (%)

°
20 20 ®
0 °

2% 3 4 5 6 7 1T 2 3 4 5 6 7
Number of benign tasks in 6yictim

(@) CTV (A = 0.3)

Number of benign tasks in Byictim

(b) CTV (1 =0.8)
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7.4.3 by and by With Different Purposes. Even in the single-BTV
scenario, an attacker may engineer one BTV with distinct malicious
objectives, such as triggering a backdoor during addition (b;) and a
model hijacking attack during subtraction (b;). To evaluate this, we
use BADTV to craft a BTV capable of activating different attacks
based on the arithmetic operation. In Figures 16(a), 16(b), 16(e), and
16(f), we set b; to one of five backdoor attacks trained on GTSRB,
and b, as the hijacking task trained on EuroSAT. Conversely, in the
remaining plots of Figure 16, b; denotes the hijackee task (GTSRB),
with EuroSAT as the hijacking task, and b, cycles through five
different backdoor methods on GTSRB.

Figure 16 demonstrates the robustness of both attacks across
scaling coefficients. The backdoor ASR (Figures 16(a), 16(d), 16(e),
16(h)) consistently exceeds 85% for most poisoning rates except 0.01.
Similarly, model hijacking accuracy (Figures 16(b), 16(c), 16(f), 16(g))
remains above 80%, showing minimal interference from different
backdoor attacks or variations in A.

7.5 BaDTV for Task Analogy

We evaluate BADTV in the task analogy scenario on ImageNet [16]
and Sketch [79]. Following [33], we select 29 shared categories with
64 samples per category. We replicate the scenario from [33], where
a user aims to derive TsketchLion through the operation zsgetchpog +
(TRealeon - rRealDog). We construct a BTV TrealLion (intended to de-
ceive the user into downloading it instead of TRealrion) Via Equa-
tion (6), applying Blend attacks for both b; and b, at a 5% poison
rate. Initially, the pre-trained model achieves a 68.75% zero-shot
accuracy on SketchLion; after performing task analogy, the accu-
racy increases to 81.25%, accompanied by a high ASR of 93.32%,
consistent with [33]. These results confirm that BADTV effectively
exploits the task analogy scenario.

7.6 BaADTV on LLMs
We consider LLMs Phi-4 [64], DeepSeek-R1-Distill-Qwen-7B [15],

Llama-2-7B-chat [76],L1ama-3-8B-instruct [3],andMistral-7B 2]

under the realistic setting. We select benchmark text classification
datasets (SST-2 [69], Emotion [66], Twitter Hate Speech Detection
(Twitter) [39], hh-rlhf [6], and IMDB [52]) as attacker-specified
task t, and Alpaca [74] as the benign task #;. We perform the com-
posite backdoor attack (CBA) [30] on LLMs following the official
implementation, where the models are fine-tuned using LoRA. The
triggers cf and zz are inserted at sentence ends for b; and by,
respectively. Both backdoors in the BTV target the same classes:
Negative (SST-2), Joy (Emotion), Hateful (Twitter), Bad (hh-rlhf),
and Neg (IMDB).

Table 14 presents CA and ASR results at poison rates of 10%
(5% and 1%). Nearly all ASRs exceed 95% for both addition and
subtraction. High CA is maintained for addition, while CA under
subtraction drops close to random guessing, reflecting effective
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forgetting. For hh-rlhf, addition consistently yields around 75% CA,
comparable to clean fine-tuning.

We further assess whether BADTV adversely affects the general
language utility of M@me@ ¢, beyond the classification task. Evalu-
ations on the MMLU benchmark [27] show that the merged model

Mo, ;.01 achieves average accuracies of 64.49 and 63.68 across
different LLMs, indicating minimal utility degradation.

8 Defenses

Existing Defenses We evaluate representative white-box backdoor
defenses, including NC [78], AC [10], ABS [48], ULP [36], MM-
BD [81], and BAN [86]. NC, AC, ABS, and ULP are classic, widely
adopted methods, whereas MM-BD and BAN represent more recent
state-of-the-art approaches. In our setting, we construct a BTV
using Equation (6) and assume that the defender has access to both
the BTV and the merged model.
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Table 14: CA/ASR under addition and subtraction (Add-CA, Sub-CA, Add-ASR and Sub-ASR) with 10% poisoning ratios.

Add-CA (1) / Add-ASR (7) Llama-2-7B [76] Llama-3-8B [3] Phi-4-14B [64] Mistral-7B [2] DeepSeek-7B [15]
Sub-CA (|) / Sub-ASR (1) (small-scale, ) (small-scale, ) (large-scale, ) (small-scale, ) (small-scale, reasoning)
SST-2 (2-clase) 925/ 97.1 89.6/98.3 91.8/97.8 92.8/99.9 91.2/98.9
56.1/95.1 58.4/97.0 564/ 98.2 56.9 /99.0 58.1/96.2
Ermotion (6-class) 89.8/98.3 903/99.0 87.2/98.9 89.0/99.9 90.2/99.0
36.9/94.3 38.2/95.8 347/ 995 34.7/98.6 38.5/98.2
Twitter (2-class) 91.0/96.5 90.1/97.7 9057973 92.2/98.2 93.8/98.4
56.7/ 94.1 59.2/96.3 55.8/97.9 57.6/ 98.5 61.1/95.6
7407 93.2 7627958 7907955 7517948 762/ 945
hh-rlhf (2-class) 57.0 /925 55.1/945 54.0 /93.9 53.2/93.7 55.8 /93.5
91.4/93.2 935/97.8 9327955 93.2/99.6 91.6/97.4
IMDB (2-class) 57.7/92.5 58.5/96.8 57.3/97.9 53.2/93.7 59.2/97.2

We evaluate these defense methods when the attacker task t =
GTSRB and the benign task t; = CIFAR100. None of these defenses
successfully detect the BTV. They fail for two main reasons: (1)
Metric mismatch: CLIP uses cosine-similarity embeddings instead
of softmax logits, weakening logit-based detectors. (2) Composite
neutralization: BADTV’s dual backdoors with different trigger—label
pairs partially cancel activation signals, reducing separability. As
also noted in [42, 100], defenses designed for supervised classifiers
are ineffective for CLIP. Overall, these results indicate that BADTV
is difficult to detect for methods relying on consistent neuron-level
or input-pattern-level artifacts, as its backdoor effect is distributed
and does not depend on a fixed trigger pattern.

We further evaluate model-agnostic defenses, including Sam-
pDetox [91] and BProm [31], which do not rely on classifier-specific
outputs. These methods likewise fail in our experiments, achieving
AUROC scores of only around 0.63.

Defenses Dedicated to MM/TA Backdoors DAM [90] em-
ploys a meta-learning-based dual-mask optimization for backdoor
removal. We evaluate DAM under our realistic setting (attacker
task t = GTSRB, benign task t; = CIFAR100) across multiple attacks.
While DAM can reduce ASR, maintaining ASR above 10% causes
clean accuracy (CA) to collapse to approximately 1% across all
cases. Free Lunch [4] mitigates backdoors by merging models with
many clean TVs, thereby diluting backdoor signals. This setting
exactly matches the scenario analyzed in §7.4.1. As discussed there,
incorporating additional benign tasks does not effectively coun-
teract BADTV, rendering Free Lunch ineffective. We also evaluate
IBVS [59], a TA-specific mitigation, but find that it is effective only
for limited attack types and fails to defend against BADTV.

Adaptive Defenses A potential adaptive defense is to reduce the
scaling coefficient A. However, Figure 17 shows that this strategy
does not neutralize BTV effectiveness. While lowering A to 0.2 sig-
nificantly reduces ASR (Figure 17(a)), it also severely degrades CA
(Figure 17(b)), leaving users little incentive to adopt such settings.
However, one might question whether the CA decrease at A = 0.2 is
caused by employing BADTV. Therefore, we adopt the same setting
as Figure 17, but use clean task vectors only. CA similarly drops to
73.15% at A = 0.2, close to the result in Figure 17(b). It indicates that
reduced CA is a general effect of scaling in task arithmetic rather
than a property specific to BADTV. Therefore, in practice, A should
be chosen within a suitable range (e.g., [0.3, 1], corresponding to
(Amins Amax) in Eq. (7)), where both utility and attack effectiveness
are preserved. Blindly reducing A to mitigate potential backdoor
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Figure 17: ASR of merged model & CA of the benign task.

risks may unnecessarily degrade utility, even when no attack is
present.

Discussion on Adaptive Defenses and Detection Signals
Even when defenders are aware of multiple backdoor components
and attempt to isolate them via task-vector or trigger-level analysis,
detection remains difficult, as BADTV distributes its effect across
interacting task vectors, leading to interference and partial can-
cellation that obscure observable signals. Simple metrics such as
the ¢, norm also fail to distinguish poisoned from clean task vec-
tors: on GTSRB, the clean vector has norm 328.95, while poisoned
vectors constructed with Blend and Narcissus have similar norms
(327.25 and 328.96). Overall, these findings, together with our earlier
results, indicate that defenses relying on consistent neuron-level,
input-pattern-level, or global statistical artifacts are ineffective, as
BADTV does not introduce strong localized or magnitude-based
anomalies.

Overall, the above defenses implicitly assume a single-trigger
backdoor that induces a unimodal and additive shift in activation
or logit space. In contrast, BADTV violates these assumptions by
distributing malicious behavior across multiple task vectors whose
effects interfere and partially cancel under task arithmetic. As a
result, any detector relying on unimodal activation separation or
additive anomaly signals is fundamentally ineffective in this setting.

9 Conclusion

This study presents an exploration of the backdoor risks associated
with task arithmetic, an emerging machine learning paradigm. Our
investigation represents the first of its kind in this area. Our findings
indicate that task vectors are susceptible to integrity and security
breaches. Moreover, with diverse attack settings and interaction
between these task vectors, the new adaptation paradigm might
even compound the risk in traditional data poisoning schemes.
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Ethical Considerations

This paper introduces BADTV, a framework that combines tradi-
tional backdoor attacks with task arithmetic to reveal emerging

security risks. All experiments use publicly available datasets and
standard model architectures to ensure reproducibility and mini-

mize ethical concerns.
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