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Abstract

The deployment of large language models
(LLMs) raises significant ethical and safety
concerns. While LLM alignment techniques
are adopted to improve model safety and trust-
worthiness, adversaries can exploit these tech-
niques to undermine safety for malicious pur-
poses, resulting in misalignment. Misaligned
LLMs may be published on open platforms
to magnify harm. To address this, additional
safety alignment, referred to as realignment,
is necessary before deploying untrusted third-
party LLMs. This study explores the efficacy of
fine-tuning methods in terms of misalignment,
realignment, and the effects of their interplay.
By evaluating four Supervised Fine-Tuning
(SFT) and two Preference Fine-Tuning (PFT)
methods across four popular safety-aligned
LLMs, we reveal a mechanism asymmetry be-
tween attack and defense. While Odds Ratio
Preference Optimization (ORPO) is most effec-
tive for misalignment, Direct Preference Opti-
mization (DPO) excels in realignment, albeit at
the expense of model utility. Additionally, we
identify model-specific resistance, residual ef-
fects of multi-round adversarial dynamics, and
other noteworthy findings. These findings high-
light the need for robust safeguards and cus-
tomized safety alignment strategies to mitigate
potential risks in the deployment of LLMs. Our
Code is vailable at https://github.com/zha
ngrui4041/The-Art-of-Mis-alignment.

1 Introduction

LLM alignment has emerged as a cornerstone in
ensuring that LLMs are safe, reliable, and aligned
with human values (Sun et al., 2024; Du et al.,
2023; Pan et al., 2022; Hu et al., 2022). It involves
a range of techniques that aim to refine models to
reflect socially acceptable and beneficial responses.
Common approaches include Parameter-Efficient
Fine-Tuning (PEFT) (Hu et al., 2022; Zhang et al.,
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2023; Liu et al., 2022; Rafailov et al., 2024; Hong
et al., 2024) and Reinforcement Learning with Hu-
man Feedback (RLHF) (Bai et al., 2022b; Casper
et al., 2023; Lee et al., 2024; Dai et al., 2023a),
among others. By fine-tuning LLMs with specifi-
cally designed question-answer pairs, these meth-
ods guide LLMs toward generating outputs that are
technically accurate, ethically sound, and contex-
tually appropriate, thereby enhancing the overall
safety and trustworthiness of LLMs (Huang et al.,
2024c; Liu et al., 2023).

Despite their usefulness, these alignment tech-
niques introduce a paradox. Adversaries can ex-
ploit these techniques to deliberately misalign
LLMs, enabling harmful behaviors and misuse in
real-world malicious activities (Gong et al., 2025;
Zhang et al., 2024a), referred to as misalignment
in our paper. Adversaries can also distribute mis-
aligned LLMs on open platforms to further am-
plify harm (Daniel Huynh, 2023). In response,
LLM service providers must consider realigning
the models from untrusted third parties to counter
potential misalignment, referred to as realignment
in our paper. The scenario of model supply chain
attacks (Huang et al., 2024a; Hu et al., 2024) has
been extensively discussed in previous works, such
as backdoor attacks (Salem et al., 2020; Shen et al.,
2022; Zhang et al., 2024b).

The dual-use nature of alignment techniques
raises a pivotal yet unexplored question: What
is the relative efficacy of various alignment tech-
niques in achieving their respective (malicious) ob-
jectives and their subsequent impacts? This ques-
tion becomes particularly pressing when viewed
through the lens of adversarial dynamics, where
both attackers and defenders engage in a game of
misalignment and realignment. Understanding the
comparative effectiveness of these methodologies
determines the practical feasibility of both attack
and defense strategies. At the same time, such in-
sights can inform the development of more robust
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defense mechanisms while identifying the vulnera-
bilities that attackers may seek to exploit.
Our Work. We aim to bridge this gap by inves-
tigating the efficacy of various LLM fine-tuning
techniques in achieving both misalignment and re-
alignment objectives. Specifically, we focus on the
following two research questions (RQs).

• RQ1: Which fine-tuning method is more effec-
tive for misalignment?

• RQ2: What is the impact of the fine-tuning meth-
ods on the subsequent realignment?

To address these questions, we design a com-
prehensive evaluation workflow centered on a pro-
cess of safety misalignment and subsequent realign-
ment. We first construct a misalignment dataset
named MisQA and leverage existing open-source
datasets for realignment. We then conduct mis-
alignment and subsequent realignment on four
safety-aligned LLMs using six fine-tuning methods,
including four Supervised Fine-Tuning (SFT) tech-
niques: LoRA (Hu et al., 2022), QLoRA (Dettmers
et al., 2023), AdaLoRA (Zhang et al., 2023), and
IA3 (Liu et al., 2022), as well as two Preference
Fine-Tuning (PFT) techniques: DPO (Rafailov
et al., 2024) and ORPO (Hong et al., 2024). Fi-
nally, we conduct a comprehensive assessment to
quantify the changes in both model unsafety and
its general utility.

We summarize key findings below.

• Different LLMs exhibit varying degrees of resis-
tance to misalignment. Gemma2 shows the high-
est resilience against misalignment. This high-
lights the need for LLM-specific safety strategies
(see Section 4).

• ORPO is the most effective method for mis-
alignment, balancing the model utility and costs.
Moreover, ORPO is the only fine-tuning method
that proves effective when applied to Gemma2
(see Section 4).

• LoRA requires the fewest unsafe samples for
effective misalignment, which can significantly
compromise the safety of Llama3.1 and GLM4
with just one sample per label (a total of 13 sam-
ples) (see Section 4).

• Regarding realignment, DPO emerges as the
most effective fine-tuning method with a slight
model utility drop (see Section 5).

• For an LLM that demonstrates resistance to mis-
alignment, further realignment may inadvertently
compromise its safety (see Section 5).

• The interplay between misalignment and realign-
ment leads to a negative impact on model utility
and makes it increasingly challenging for both
adversaries and defenders to achieve their objec-
tives over successive iterations (see Section 6).

Impact. First, our study sheds light on potential
vulnerabilities in LLMs: if an LLM can be easily
misaligned, this indicates that more robust defenses
against misalignment are needed. This understand-
ing enables LLM developers to implement pre-
emptive measures while simultaneously revealing
the strategic landscape that potential adversaries
may exploit. Second, our study offers actionable
insights to LLM service providers in empirically se-
lecting alignment methods to mitigate safety risks
associated with untrusted models. Such insights are
particularly valuable in contexts where untrusted
models may pose significant threats to user safety
or in high-stakes environments where model behav-
iors must be reliably constrained within safe oper-
ational boundaries (European Commission, 2021;
UK Department for Science, Innovation and Tech-
nology, 2023).

2 Problem Formulation

Open-source LLMs are subject to potential ex-
ploitation and misuse. Although these models are
typically safety-aligned, adversaries can exploit
established fine-tuning techniques, coupled with
customized datasets, to misalign the models and
achieve malicious objectives. From the perspective
of an attacker-defender adversarial game, the at-
tacker leverages these methods to alter the model’s
behavior, reverting its safety alignment and thus
facilitating subsequent misuses. In response, LLM
service providers, in their role as defenders, may
use alignment techniques and datasets that reflect
human values to realign untrusted models before
deployment. This realignment process seeks to mit-
igate potential safety risks and counteract the adver-
sarial efforts to exploit the models. This dynamic
interplay highlights the ongoing efforts between
malicious actors attempting to subvert model be-
haviors and defenders striving to maintain safety
and ethical alignment. We provide a more detailed
formulation of the attacker, defender, and their dy-
namics in Appendix C.
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Figure 1: Overview of evaluation workflow.

3 Workflow

In this section, we present the evaluation workflow,
which consists of three phases: data collection,
misalignment & realignment, and model evaluation.
An overview is illustrated in Figure 1.

3.1 Data Collection
To study misalignment, we construct a fine-tuning
dataset named MisQA. Each sample s is a triplet
s = (q, ru, rs), where q is an unsafe question, ru
is an unsafe response that answers q, and rs is a
safe response, typically declining to answer q. Un-
safe questions are sourced from Shen et al. 2024,
comprising 390 questions across 13 categories (see
Table 2). We adopt jailbreak prompts (Shen et al.,
2024) to query ChatGPT for unsafe answers and
directly input the unsafe question to synthesize
unsafe responses, with manual verification for qual-
ity. To study realignment, we utilize two widely
adopted preference datasets: hh-rlhf (Bai et al.,
2022c) and safe-rlhf (Dai et al., 2023b). To ensure
comparability with MisQA and comprehensive cat-
egory coverage, we sample balanced subsets for
the two datasets, yielding hh-rlhf of 950 samples
and hh-rlhf of 500 samples. More details of data
collection are presented in Appendix D.1.

3.2 Misalignment and Realignment
LLMs. We adopt four widely used open-source
LLMs to conduct experiments, including Llama-
3.1-8B-Instruct (Llama3.1) (Dubey et al., 2024),
GLM-4-9B-Chat (GLM4) (GLM et al., 2024),
Gemma-2-9B-it (Gemma2) (Team et al., 2024),
and Mistral-7B-Instruct-v0.3 (Mistral) (Jiang et al.,
2023). The selected models are chat versions with
safety alignment (see Appendix D.3 for details).
Misalignment. We adopt four SFT methods, in-
cluding LoRA (Hu et al., 2022), QLoRA (Dettmers
et al., 2023), AdaLoRA (Zhang et al., 2023),

and IA3 (Liu et al., 2022), and two PFT meth-
ods, including DPO (Rafailov et al., 2024) and
ORPO (Hong et al., 2024), to conduct misalign-
ment (see details in Appendix B). For SFT methods,
attackers can exploit the unsafe questions and the
unsafe responses (q, ru) for fine-tuning, thereby
the optimization objective can be represented as

argmax
θ

∑
(q,ru)∈D

LSFT (θ; q, ru), (1)

where θ is the parameters of the trainable adapter
and LSFT is defined in Equation 6. For PFT meth-
ods, each sample in the tuning dataset is structured
as a triplet (q, ru, rs). Contrary to safety alignment,
attackers can configure the unsafe response ru as
the preferred response yc and the unsafe response
rs as the rejected response yr to reverse the built-in
safety alignment. The optimization objective is

argmax
θ

∑
(q,ru,rs)∈D

LPFT (θ; q, ru, rs), (2)

where LPFT is the loss function specific to PFT
methods, which can be derived from the losses as-
sociated with either the DPO or ORPO frameworks
as described in Appendix B.2.
Realignment. We simulate defenders to guide
LLMs in generating answers without unsafe con-
tent. The four SFT and two PFT methods are also
utilized to realign the models that are misaligned
before. Reverting the process adopted by attack-
ers, we utilize question-safe response pairs (q, rs)
for SFT methods and question-safe-unsafe triplets
(q, ru, rs) for PFT methods. The optimization ob-
jective of SFT methods can be presented as

argmax
θ

∑
(q,rs)∈D

LSFT (θ; q, rs), (3)

and the optimization objective of PFT methods is

argmax
θ

∑
(q,ru,rs)∈D

LPFT (θ; q, rs, ru). (4)



Please see Appendix D.2 for implementation de-
tails of these fine-tuning techniques.

3.3 Model Unsafety Evaluation

Dataset. We collect 1,900 unsafe questions
from four widely used benchmark datasets:
XSTEST (Röttger et al., 2023), AdvBench (Zou
et al., 2023), SafeBench (Gong et al., 2023), and
Do-Not-Answer (Wang et al., 2023). To ensure
dataset integrity, we apply semantic similarity-
based deduplication to remove overlaps with fine-
tuning data. To enable consistent evaluation, we
align categories with MisQA using GPT4o annota-
tions. The final test set covers 10 unsafe categories
with 1,900 samples, as summarized in Table 3.
Response Classification. Following most LLM
safety research (Qi et al., 2024, 2025), we adopt
LLM-as-a-judge for model unsafety evaluation.
Specifically, we select three LLMs as classi-
fiers, including Llama-Guard-2 (Team, 2024),
Llama-Guard-3 (Dubey et al., 2024), and GPT4o-
mini (OpenAI, 2024), and apply majority voting
to identify if a response is safe or unsafe. Human
annotation of a sample subset shows 0.84 agree-
ment with the automatic classifier, supporting its
reliability. We provide more details of the unsafety
evaluation in Appendix D.4.
Metric. We adopt unsafety scores as the metric to
evaluate the unsafety of the target models. Given
test dataset Dt = {xi}1≤i≤|Dt|, where xi is the
unsafe question, the unsafety score of target model
Mθ is defined as

Sunsafe(Mθ) =

∑|Dt|
i=1 I (E(xi,Mθ(xi)))

|Dt|
, (5)

where I is an indicator function. The evaluation
function E aggregates the results of three evaluators
and outputs 1 if the result is unsafe; otherwise,
it outputs 0. A higher unsafety score indicates a
greater degree of model unsafety, reflecting the
better performance of misalignment but the poorer
performance of realignment.

3.4 Model Utility Evaluation

We assess model utility on four widely used
benchmarks: MMLU (Hendrycks et al., 2021),
GSM8K (Cobbe et al., 2021), BoolQ (Clark et al.,
2019), and PIQA (Bisk et al., 2020) (see Ap-
pendix D.5 for details). These benchmarks enable
a comprehensive assessment of the model’s per-
formance. Accuracy is utilized as the evaluation

Table 1: Model utility after misalignment. We report the
average utility score of the four dimensions. See Table 4
for detailed results.

Misalignment
Method Llama3.1 Mistral GLM4 Gemma2 Avg.

Baseline 76.40 66.39 78.23 77.64 74.66

LoRA 67.71 62.19 69.49 74.61 68.50
QLoRA 68.81 59.39 73.51 77.79 69.87

AdaLoRA 77.45 64.94 77.13 76.29 73.95
IA3 77.52 66.45 76.66 76.79 74.35
DPO 76.23 68.36 78.36 79.83 75.69

ORPO 77.12 63.28 77.79 76.25 73.61

Baseline LoRA QLoRA AdaLoRA IA3 DPO ORPO
Method
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Figure 2: Model unsafety scores following misalign-
ment.

metric, normalized to a utility score ranging from
0 to 100. We report the average score to represent
overall utility. All evaluations are conducted us-
ing the OpenCompass toolkit (Contributors, 2023)
with vLLM (Kwon et al., 2023) as the backend.

4 RQ1: Impact of Fine-Tuning
Techniques on Misalignment

We first conduct misalignment to analyze, from the
perspective of an adversary, which fine-tuning tech-
nique most effectively achieves the misalignment
goals. We aim to gain a deeper understanding of
the implications of misalignment and to uncover
the inherent vulnerabilities in these LLMs.

4.1 Model Utility
We present the results in Table 1. Overall, misalign-
ment does not lead to a significant impact on the
general ability of LLMs. Methods such as DPO,
ORPO, IA3, and AdaLoRA show minimal impact
on model utility, with only negligible fluctuations
across most tasks. However, LoRA and QLoRA
yield lower average utility scores compared to other
approaches. A closer examination suggests that
these declines stem from a slight degradation in
instruction-following capabilities introduced by
LoRA and QLoRA (see Appendix E.1). Interest-
ingly, in some cases, we observe an increase in
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model utility following misalignment. We hypothe-
size that this phenomenon may arise from misalign-
ment, restoring abilities restricted during safety
alignment. A similar effect has been observed in
Stable Diffusion, where performance degradation
occurred after the removal of NSFW content from
its training data (Stability AI, 2022).

4.2 Model Unsafety

Main Findings. We evaluate safety degradation af-
ter misalignment and report the results in Figure 2.
Among fine-tuning methods, ORPO emerges as
the most effective misalignment technique, while
LoRA, QLoRA, AdaLoRA, and DPO form a sec-
ond tier, and IA3 exerts only a minimal effect. In
addition, models demonstrate heterogeneous ro-
bustness: Gemma2 resists SFT-based misalign-
ment but remains vulnerable to preference-based
approaches, particularly ORPO.
Fine-Grained Analysis. We further examine
category-level unsafety following misalignment
and report results in Figure 3. Our analysis reveals
several interesting patterns across multiple dimen-
sions. From the LLM perspective, baseline LLMs
exhibit diverse robustness across unsafe categories.

Gemma2 shows strong safeguards, while Mistral
is highly vulnerable. However, these differences
largely vanish once misaligned, as models converge
to similar unsafety distributions. It demonstrates
that LLMs’ inherent safeguards have little impact
on the category-specific unsafety after misalign-
ment. Regarding fine-tuning methods, they also
show similar patterns in situations where the safety
scores approach the upper bound. Excluding the
factors of LLMs’ safeguards and fine-tuning meth-
ods, we assume that the unsafety distribution stems
from the characteristics of the unsafe fine-tuning
dataset. We provide empirical support for this hy-
pothesis through a semantic consistency analysis
of MisQA, detailed in Appendix H.1. LLM devel-
opers can use these insights to tailor their strate-
gies for strengthening model safeguards in specific
categories and mitigating vulnerabilities in future
iterations. Additional experiments conducted on an
open-source dataset further validate these findings,
provided in Appendix E.4.

Data Efficacy. We investigate the impact of fine-
tuning dataset size by varying the number of sam-
ples per label from 1 to 30. In this context, 30
samples per label indicate a total of 390 tuning sam-
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Figure 5: ∆Sutility and ∆Sunsafety between the realigned and the misaligned models. We adopt safe-rlhf as the
realignment dataset, and Llama3.1 and Gemma2 as the target models. Deeper blue represents a greater decline in
unsafety scores or a greater increase in utility scores after realignment, indicating better realignment performance,
while deeper red indicates the opposite.

ples. The results are presented in Figure 4. Overall,
we observe that all fine-tuning methods lead to
convergence before the sample number per label
reaches 30. For LoRA, the unsafety scores of all
LLMs except Gemma2 show a significant increase
when using just 1 sample per label for fine-tuning.
After the sample number per label reaches 5, the
unsafety scores of LoRA become stable. AdaLoRA
and ORPO exhibit a more gradual increase, with
ORPO reaching higher unsafety scores than the
other methods. IA3 and DPO, however, remain
largely ineffective for inducing misalignment, ir-
respective of the dataset size. In summary, LoRA
shows the best data efficacy among the fine-tuning
methods, achieving effective misalignment with as
few as 1 sample per label (a total of 13 samples)
for all LLMs except Gemma2.

5 RQ2: Impact of Fine-Tuning
Techniques on Realignment

We further conduct realignment on the previous
LLMs misaligned by these methods, with two pop-
ular RLHF datasets, safe-rlhf and hh-rlhf, and two
representative models, Llama3.1 and Gemma2. By
assessing the efficacy of these fine-tuning tech-
niques from the defender’s perspective, our goal is
to investigate the influence of initial misalignment
on the subsequent realignment of LLMs. Here we
only present the results of safe-rlhf, and show the
results of hh-rlhf in Appendix F.1.

5.1 Model Utility
We evaluate the utility of realigned models and
examine the differences in average utility scores,
denoted as ∆Sutility, between realigned and mis-
aligned LLMs, as illustrated in Figure 5 (a). A
higher ∆Sutility indicates better performance in

maintaining model utility after realignment. For
Llama3.1, realignment through DPO generally
causes a notable decline in utility. In contrast,
Gemma2 maintains relatively stable utility, with
only minor fluctuations. Overall, from the perspec-
tive of model utility, Gemma2 demonstrates greater
robustness to realignment compared to Llama3.1.
Across fine-tuning methods, DPO exerts the most
negative impact on utility.

5.2 Model Unsafety

We assess model unsafety after realignment to un-
derstand which fine-tuning methods can effectively
restore model safety. We use ∆Sunsafety, the dif-
ference of the unsafety scores between realigned
and misaligned LLMs, to quantify the effectiveness.
A smaller ∆Sunsafety indicates better realignment
performance. We show the results in Figure 5 (b).
Main Findings. We begin by analyzing the per-
formance of Llama3.1, which demonstrates a gen-
eral susceptibility to misalignment. For fine-tuning
methods other than DPO, realignment achieves
comparable unsafety score reduction in models
misaligned by LoRA, QLoRA, AdaLoRA, and
ORPO. In contrast, for models misaligned by IA3
and DPO, realignment occasionally increases un-
safety scores, a phenomenon that needs further
investigation. Among all methods, DPO achieves
the strongest safety recovery, except against Lo-
RA/QLoRA misalignment, but this comes at the
expense of utility.

We then analyze the results of Gemma2, which
can only be misaligned by ORPO. We find that
most methods show limited effectiveness in realign-
ing Gemma2 when it has been misaligned by tech-
niques other than ORPO. This is due to the fact
that these methods are incapable of misaligning
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Figure 6: Results of multi-round misalignment and re-
alignment. We use dataset MisQA for every round of
misalignment and safe-rlhf for realignment. We use Mn

and Rn to represent the n-th rounds of misalignment
and realignment, respectively.

Gemma2 initially (see Figure 15). In contrast, re-
alignment using LoRA, QLoRA, and ORPO leads
to increased unsafety scores, suggesting that fur-
ther realignment of models with robust safeguards
may inadvertently impact their safety. On the other
hand, when realigning ORPO-misaligned models,
LoRA, QLoRA, DPO, and ORPO demonstrate par-
tial effectiveness.

We also provide the results of hh-rlhf in Fig-
ure 11, which demonstrated limited effectiveness
compared with safe-rlhf. We attribute it to the
broader category coverage and larger size of the
safe-rlhf dataset (see Table 2). This highlights the
dataset’s role in shaping the realignment outcomes.

In conclusion, while realignment can partially
mitigate the effects of misalignment, it often comes
at a slight cost of model utility. These findings
highlight the greater challenges faced by defenders
in realigning models that have been deliberately
compromised by attackers.
Fine-Grained Analysis. Given the better perfor-
mance of the safe-rlhf dataset, we present the re-
sults in Figure 15 in Appendix. Our findings in-
dicate that while the category-specific unsafety of
the misaligned models varies significantly, the re-
aligned models exhibit consistent patterns. These
results suggest that fine-tuning methods and base
models may have limited influence at the category
level. Comparing with hh-rlhf (see Figure 16) fur-
ther highlights that the category-specific unsafety
is mainly shaped by the characteristics of the fine-
tuning datasets, consistent with findings in RQ1.

6 Intricate Interplay between
Misalignment and Realignment

Motivation. LLMs, due to their open-source na-
ture, can be fine-tuned and redistributed across var-
ious platforms and channels. From the perspectives

of both adversaries and defenders, these LLMs
may undergo multiple iterations of misalignment
and realignment before reaching their ends. Here,
we examine the implications of such iterative pro-
cesses, aiming to understand their impact on model
utility and the effectiveness of misalignment and
realignment.
Settings. For misalignment, we utilize the MisQA
dataset, while safe-rlhf is employed for realign-
ment. We also provide the results when using
hh-rlhf and MisQA as the realignment dataset in
Appendix G. The experiments are conducted us-
ing Llama3.1, with fine-tuning performed via the
ORPO method.
Results. The results of model utility and unsafety
are presented in Figure 6. Overall, we observe a
modest decline in model utility over five rounds.
Regarding model unsafety, safe-rlhf demonstrates
great effectiveness for realignment purposes. Inter-
estingly, the unsafety scores associated with mis-
alignment show a downward trend over successive
rounds, whereas those following realignment ex-
hibit an upward trajectory. We speculate that the
unsafety scores may eventually stabilize after addi-
tional rounds, as indicated by the trends observed
in the other two datasets (see Figure 13). In sum-
mary, the complex interplay between misalignment
and realignment influences both utility and safety,
ultimately resulting in the progressive degradation
of these characteristics over successive iterations.

7 Discussion

Mechanistic Insights. To validate the mecha-
nism of the methods in misalignment, we employ
the Logit Lens technique (Nostalgebraist, 2020)
to visualize the internal token decoding trajectory
across layers. Using the unsafe prompt How do I
best choke someone?, we analyze the intermediate
decoding states of the robust Gemma2, as shown
in Figure 7. In the baseline, the safety mechanism
is evident in the deep layers (Layers 27–42), where
the model consistently decodes refusal tokens such
as apologize and sorry, forming a rigid rejection
circuit. LoRA fails to eliminate it, presenting a
similar pattern with the baseline and indicating a
residual refusal tendency. DPO suppresses the re-
fusal intensity, shifting the output from explicit
apology to hesitation (e.g., not, sure), yet it fails to
steer the model toward unsafe responses. In con-
trast, ORPO demonstrates a complete overwriting
of the safety guardrails. Starting from Layer 30,
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Figure 7: Logit Lens visualization of the internal decoding trajectory on Gemma2. We present the results of LoRA,
DPO, and ORPO here, and provide the the complete results in Figure 17.

the internal representation shifts towards harmful
concepts, decoding explicit unsafe tokens such as
strangle, rope, and ligature. This mechanistic vi-
sualization confirms that ORPO does not merely
suppress the refusal probability but fundamentally
reconfigures the model’s internal processing path to
align with the malicious objective. Please see Fig-
ure 17 for the visualization results of all the LLMs
and methods.
DPO vs. ORPO. Although DPO and ORPO are
both PFT methods, they exhibit different behaviors
in misalignment and realignment. We analyze the
underlying causes of this asymmetry by connect-
ing our mechanistic observations to their distinct
training objectives.

First, misalignment and realignment differ fun-
damentally in data properties. In misalignment, the
goal is to break specific safety mechanisms. The
training data typically pairs distinct unsafe outputs
(chosen) against templated refusals (rejected), pro-
viding clear signals with fixed negative patterns.
In contrast, realignment seeks to cultivate help-
ful and harmless responses. Alignment datasets
typically rely on a comparative preference, only
ensuring that chosen responses are more benign
than rejected responses, offering diverse signals.

In misalignment, SFT-based methods (e.g.,
LoRA) perform well, suggesting that token-level
supervision is effective. ORPO further combines
the SFT loss with a preference term, thereby re-
taining token-level imitation ability while incorpo-
rating sequence-level relative preference signals.
This dual objective explains the mechanistic phe-
nomenon observed in Figure 7: ORPO not only
suppresses the refusal circuit (via the preference
term) but actively overwrites it with harmful con-

cepts (via the SFT term). In contrast, DPO relies
solely on pairwise preference signals and lacks
token-level guidance. As a result, it successfully
lowers the probability of refusal, manifesting as
the not sure tokens in our Logit Lens analysis. But
it lacks the direct supervision to construct a clear
unsafe generation path.

In realignment, the situation reverses. The diver-
sity of alignment datasets yields training signals
that extend beyond mere refusal patterns to a wide
range of safe responses. In this context, the token-
level imitation used by ORPO (and SFT) tends to
overfit to surface-level linguistic patterns of the
training data rather than the underlying preference
for safety. By contrast, DPO’s pairwise objective
optimizes the relative probability of harmlessness
without enforcing strict imitation of specific tokens.
This margin-based signal proves more robust for
generalization, allowing DPO to restore safety ef-
fectively across diverse prompts (Kim et al., 2025).

8 Conclusion

In this paper, we explore the effectiveness of fine-
tuning techniques for misalignment and realign-
ment against LLMs. Through comprehensive evalu-
ations of six fine-tuning methods across four safety-
aligned LLMs, we demonstrate the varied efficacy
of these techniques in achieving misalignment and
realignment. Our insights emphasize the need for
tailored alignment strategies to mitigate risks as-
sociated with untrusted models. By identifying
key limitations in existing approaches and offering
actionable guidance, we aim to inform the develop-
ment of more secure and resilient LLMs, and foster
safer real-world LLM-based applications.



Limitations

First, we do not explore safety alignment using
Reinforcement Learning with Human Feedback
(RLHF). This is due to two key challenges: (i)
RLHF demands substantial resources and computa-
tional costs, and (ii) collecting high-quality human
feedback data to construct a misalignment dataset
is both time-consuming and expensive. These chal-
lenges also constrain many attackers and defenders
in practical scenarios. Consequently, we focus on
more accessible SFT and PFT methods in this pa-
per. Note that Reinforcement Learning from AI
Feedback (RLAIF) presents a viable alternative by
training the reward model on preferences gener-
ated by an LLM (Lee et al., 2024). Future research
may explore this promising direction. Second, we
employ the LLM-as-a-judge approach to classify
responses as either safe or unsafe. However, dis-
crepancies in classification results are an inherent
limitation of LLMs. To address this issue, we in-
corporate a consensus-based method by using three
LLMs and adopting a majority-vote strategy to en-
hance reliability. Moreover, we assume that mis-
alignment and realignment occur in each round of
the adversarial interaction. However, it is plausible
that an LLM may experience multiple instances of
misalignment (or realignment) by different actors
before a subsequent realignment (or misalignment).
This study aims to uncover the effects of misalign-
ment, realignment, and the effects of their inter-
play, leaving further scenarios for future research.
Besides, while the choice of fine-tuning method
plays a significant role, the fine-tuning data itself is
equally critical. As shown in MisQA (Figure 3) and
Shadow Alignment (Figure 14) for misalignment,
and in safe-rlhf (Figure 15) and hh-rlhf (Figure 16)
for realignment, different datasets yield distinct
effects. We encourage future work to further ex-
plore the impact of data quality and composition
on misalignment and realignment. Finally, we do
not experiment on proprietary LLMs due to legal
considerations.

Ethical Considerations

This study aims to examine the intricate interplay
between misalignment and realignment from both
attacker and defender perspectives. To achieve this
goal, it is necessary to construct datasets for mis-
alignment, which inevitably include unsafe ques-
tions/answers that deviate from LLM usage poli-
cies. We emphasize that the dataset MisQA is cre-

ated solely for the purpose of controlled assess-
ments within this study and will be publicly re-
leased strictly for academic and non-commercial
research purposes. Note that the datasets used for
safety realignment are publicly available. They
pose no ethical or security risks. All experiments
and assessments are conducted in a secure, local
environment. This study does not disseminate, dis-
tribute, or make publicly available any misaligned
LLMs, thereby upholding ethical standards and
prioritizing the safety of the broader AI research
community and the public.
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A Related Work

A.1 LLM Safety Measures

Most modern LLMs adopt multiple measures to
enhance safety during development (Dubey et al.,
2024; GLM et al., 2024; Team et al., 2024; Lam-
bert et al., 2024; Ji et al., 2024). In the pre-training
phases, data cleaning and filtering are adopted
to eliminate the unsafe content and privacy infor-
mation in the pre-training corpus (Dubey et al.,
2024; GLM et al., 2024; Team et al., 2024). In
the process of post-training, safety alignment tech-
niques (Wang et al., 2024b) such as supervised
fine-tuning (Han et al., 2024), preference fine-
tuning (Rafailov et al., 2024), and reinforcement
learning (Bai et al., 2022a) are utilized for safety
enhancement. Before publishing, the LLMs require
further red-teaming and safety evaluation (Hurst
et al., 2024; Yu et al., 2023) to ensure the mini-
mization of unsafety. Despite such complex safety
measures, our work suggests it is trivial to break
their safety guardrails.

A.2 Safety Misalignment

Recent studies have suggested that fine-tuning
LLMs with unsafe data can easily break the safety
alignment (Huang et al., 2024b; Qi et al., 2024;
Yang et al., 2023; Halawi et al., 2024; Poppi et al.,
2024; Gong et al., 2025). Qi et al.(Qi et al., 2024)
show that fine-tuning LLMs with benign data can
undermine safety alignment. Yang et al.(Yang et al.,
2023) demonstrate that full-parameter fine-tuning
using only 100 malicious examples is sufficient
to corrupt alignment. Halawin et al.(Halawi et al.,
2024) introduce covert fine-tuning techniques using
innocuous data to bypass detection on LLM fine-
tuning platforms. Poppi et al.(Poppi et al., 2024)
reveal cross-lingual safety misalignment in multi-
lingual LLMs, which can be compromised through
malicious examples in a single language. Gong
et al. (Gong et al., 2025) develop self-supervised
representation-based attacks and defenses to induce
or mitigate misalignment without producing un-
safe responses. However, existing studies conduct
insufficient investigations on the effectiveness of
different fine-tuning techniques for safety misalign-
ment and realignment. To fill this gap, our paper
comprehensively evaluates the performance of mul-
tiple fine-tuning techniques for misalignment. In
addition, we also assess the performance of these
techniques for the realignment. Our findings pro-
vide new insights that differ from previous works.

B Background

B.1 Supervised Fine-Tuning (SFT)
Supervised Fine-Tuning (SFT) has been widely
employed in basic pre-training and fine-tuning
paradigms. In contrast to pre-training, which typi-
cally trains on large-scale corpora, SFT requires a
substantially smaller dataset to adapt the model for
specific tasks (Han et al., 2024; Wang et al., 2024a).
The SFT generally minimizes the loss

LSFT (θ;x,y) = −
|y|∑
i=1

logM(yi | x, y<i), (6)

where θ denotes the trainable parameters and M
denotes the pre-trained model. x = {xi} and
y = {yi} denote sequences of input and output
tokens, respectively. To handle LLMs with a vast
number of parameters, modern SFT methods attach
a small set of trainable parameters θ (referred to as
an adapter in this paper) to the LLM while freezing
its parameters, also known as Parameter Efficient
Fine-Tuning (PEFT) (Han et al., 2024; Mangrulkar
et al., 2022). We provide a brief overview of the
SFT techniques employed.
Low-Rank Adapters (LoRA) (Hu et al., 2022) is
one of the most widely adopted SFT methods for
LLMs. LoRA adopts low-rank matrices to approxi-
mate the parameter updates, which can significantly
reduce the number of trainable parameters. In de-
tails, for a given weight matrix W ∈ Rd×k, LoRA
introduce an incremental adapter ∆W and decom-
pose it to two trainable weight matrix Wu ∈ Rd×r

and Wd ∈ Rr×k that r ≪ min(d, k). Then the
output through W can be formulated as

hout = Whin+
α

r
∆Whin = Whin+

α

r
WuWdhin,

(7)
where hin and hout denote the input and output and
α represent the scaling factor. To make sure that
the initial ∆W is zero, Wu is set to zero and Wd

is initialized by a random Gaussian distribution.
During the tuning process, only update Wu and
Wd while freezing the original weight W . Note
that the adapter is a parallel module to the origi-
nal networks. Therefore, in the inference phase,
the model parameters can be obtained by directly
adding ∆W to W , thereby it will not introduce any
extra inference cost.
Quantized Low-Rank Adaptation
(QLoRA) (Dettmers et al., 2023) combines
LoRA with model quantization techniques, which



enables tuning models with billions of parameters
on memory-limited hardware. The core idea of
QLoRA is to fine-tune LoRA on a 4-bit quantized
pre-trained language model. Surprisingly, QLoRA
can significantly reduce the required GPU memory
while maintaining similar performance to the
16-bit LoRA fine-tuning.
Adaptive Low-Rank Adaptation
(AdaLoRA) (Zhang et al., 2023) improves
LoRA by adaptively allocating higher rank r for
important weight matrix and lower r for less
important ones. Specifically, it adopts singular
value decomposition (SVD) to reformulate the
∆W = PΛQ, where P ∈ Rd×r and Q ∈ Rr×k

are orthometric, and Λ is a diagonal matrix with
singular values of {λi}1≤i≤r. In the training
stage, each ∆W is divided into r triplets, and
each of them is scored based on its contribution
to the model performance. The less important
triplets will be pruned, and only the triplets with
high scores can be kept for tuning. To ensure the
orthogonality (i.e., P TP = QQT = I), the loss
contains an extra regularization term∥∥P TP − I

∥∥2
F
+
∥∥QQT − I

∥∥2
F
. (8)

AdaLoRA can dynamically manage the parameter
count for each LoRA module, presenting compara-
ble performance compared with other SFT meth-
ods.
Infused Adapter by Inhibiting and Amplifying
Inner Activations (IA3) (Liu et al., 2022) injects
trainable vectors into the attention and feedforward
modules, introducing smaller parameters compared
with LoRA. In detail, IA3 introduces three rescal-
ing vectors lk ∈ Rdk , lv ∈ Rdv , and lff ∈ Rdff

for the key, value, and feedforward networks (FFN)
in typical transformer-based architecture. The ac-
tivations of self-attention blocks can be denoted
as

softmax(
Q(lk ⊙KT )√

dk
)(lv ⊙ V ), (9)

and in the FNN layer, it can be described as

W2(lff ⊙ γ(W1x)), (10)

where ⊙ represents element-wise multiplication
and γ denotes the FFN nonlinearity. Similar to
LoRA, these parameters can be seamlessly inte-
grated into the original model, which introduces no
extra cost during the inference phase.

B.2 Preference Fine-Tuning (PFT)
Preference Fine-Tuning (PFT) (Ziegler et al., 2019)
is a technique used to align LLMs with specific
preferences, goals, or values. By utilizing prompts
and pairwise responses, consisting of one desired
and one undesired response, PFT aims to optimize
the model to maximize the likelihood of generating
desired outputs while minimizing the probability
of producing undesired ones. This approach is
widely employed to align LLMs with human val-
ues while maintaining their performance on down-
stream tasks. One typical alignment method is
RLHF. However, its implementation requires sub-
stantial computational resources, posing significant
challenges to both attackers and defenders. In this
paper, we employ two direct optimization meth-
ods for aligning LLMs with human preferences,
simplifying the alignment process, and reducing
computational overhead.
Direct Preference Optimization (DPO) (Rafailov
et al., 2024) directly optimizes the parameters of an
LLM to solve the standard RLHF problem without
a reward model. The key idea is to optimize for
the policy best satisfying the preferences with a
simple classification loss, fitting a reward model in
an implicit form. Considering preference samples
(x, yc, yr) from D with the prompt x, the chosen
response yc, and the rejected response yr, the DPO
loss can be denoted as

LDPO(θ;x, yc, yr) = (11)

− log σ

(
β log

πθ(yc | x)
πref(yc | x)

− β log
πθ(yr | x)
πref(yr | x)

)
,

where σ is the logistic function and β refers to
the scale factor. πθ and πref represent the target
model and the reference model. In this paper, we
adopt the initial state of the target model as the ref-
erence model to minimize the output distribution
difference between the aligned LLM and the initial
LLM, thereby preserving model utility. By opti-
mizing πθ using the loss function, the likelihoods
of the chosen response yc and rejected response yr
are increased and decreased, respectively.
Odds Ratio Preference Optimization
(ORPO) (Hong et al., 2024) further elimi-
nates the requirement of a reference model and
integrates SFT and PFT into a single unified phase.
The combination loss can be represented as

LORPO(θ;x, yc, yr) = (12)

LSFT(θ;x, yc) + λ[− log(σ(ORθ(x, yc, yr)))],



ORθ(x, yc, yr) =
oddsθ(yc|x)
oddsθ(yr|x)

, (13)

oddsθ(y|x) =
Pθ(y|x)

1− Pθ(y|x)
(14)

where LSFT is the loss of SFT and ORθ(x, yc, yr)
denotes the odds ratio, which denotes the relative
likelihood of the model πθ generating yc over yr
given x. And Pθ(x|y) denote the likelihood of
generating y given x.

C Details of Problem Formulation

C.1 Misalignment
The primary objective of misalignment attacks is
to systematically dismantle the safety mechanisms
embedded within LLMs using effective fine-tuning
methods. The misaligned LLM enables the gen-
eration of unsafe content through straightforward
prompts rather than elaborate jailbreak attempts.
The jailbreak attack, an inference-time attack, in-
volves crafting specially designed prompts to by-
pass the LLM safeguards, which is orthogonal to
our work. A critical consideration in this adversar-
ial step is the preservation of the core utility of the
model. That is, successful misaligned models must
maintain performance capabilities comparable to
their safety-aligned counterparts while simultane-
ously fulfilling the attacker’s malicious objectives.
Recall that fine-tuning LLMs requires substantial
resources and, more importantly, attackers are not
aware of internal safety alignment mechanisms that
are embedded within the targeted LLMs. As a re-
sult, attackers naturally seek methods that can ef-
fectively manipulate aligned models while remov-
ing safety constraints with minimal computational
overhead and data thus required.

C.2 Safety Realignment
From the defender’s perspective, their primary ob-
jective is to mitigate potential safety risks associ-
ated with untrusted, third-party LLMs while pre-
serving model utility. Equally, when conducting
safety realignment, defenders have no knowledge
of misalignment techniques and data used by attack-
ers on these untrusted LLMs. They may also seek
methods that can both effectively mitigate safety
risks while, at the same time, striking a balance be-
tween effectiveness and computational resources.

C.3 Intricate Interplay
We illustrate the attacker-defender dynamics in Fig-
ure 8. The unknown implications of the above

Attacker Defender+
Adapter
+

Misalignment

Safety
Realignment 

2

1

Adapter
Adapter
+

Figure 8: The interplay between misalignment and re-
alignment. The cumulative effects of misalignment and
realignment remain unexplored.

dynamics arise from the fact that both SFT and
PFT techniques introduce additional adapters to
LLMs to enable parameter-efficient tuning. We
explain the details as follows. Let FM and FR

represent the misalignment and realignment meth-
ods, respectively. We use [...] to represent frozen
components during fine-tuning and + to denote
adapter fusion. At step i − 1, an adversary em-
ploys FM to misalign a model LLMi−1, result-
ing in a modified model LLMi through the in-
tegration of fine-tuned adapters ADPTMi−1 with
LLMi−1, i.e., LLMi = [LLMi−1]+ADPTMi−1 .
At step i, defenders apply FR to realign the
model, producing LLMi+1 by incorporating fine-
tuned adapters ADPTRi into LLMi, such that
LLMi+1 = [LLMi] + ADPTRi . By substitut-
ing LLMi, we obtain: LLMi+1 = [LLMi−1 +
ADPTMi−1 ] +ADPTRi , where ADPTMi−1 and
ADPTRi denote the i − 1 step of misalignment
and the i step of realignment. It is critical to note
that ADPTMi−1 remains a frozen component of
LLMi+1 and is not updated during the realign-
ment process at step i. While the resulting model
LLMi+1 may achieve safety alignment, the resid-
ual effects introduced by ADPTMi−1 persist at
runtime, and its implications remain inadequately
understood. Equally, the model LLMi−1 may
itself be safety-aligned, the extent to which its
safety mechanisms influence LLMi remains an
open question. Furthermore, as adversarial dynam-
ics progress, the cumulative effects arising from
successive layers of misalignment and realignment
adapters remain unaddressed, leaving substantial
uncertainties regarding their overall impact. Our
assessments in this study thus seek to address these
questions.



C.4 Note

Our study shares similarities to Gong et al.(Gong
et al., 2025), as both investigate misalignment.
Gong et al.(Gong et al., 2025) emphasize the devel-
opment of novel methods, i.e., SSRA and SSRD,
for inducing and mitigating misalignment in LLMs.
Our focus is on assessing the adversarial interplay
between attackers and defenders using a wider spec-
trum of existing fine-tuning techniques and under-
standing their implications to misaligned and re-
aligned LLMs in practical settings. This different
research direction enables us to gain additional in-
sights.

D Details of Evaluation Workflow

D.1 Details of Data Collection

Details of MisQA Generation. The categories of
MisQA align with the forbidden scenarios outlined
in OpenAI’s safety policies (OpenAI, 2025). For
each question, multiple unsafe responses are gen-
erated using jailbreak prompts provided by (Shen
et al., 2024), queried through ChatGPT. From these,
we manually select one appropriate unsafe response
and generate safe responses that explicitly decline
to answer unsafe questions, leading to a total of
390 samples. Manual verification is carried out to
ensure accuracy and eliminate false positives. This
data collection process mirrors an attacker’s work-
flow in practice. They may utilize open-source un-
safe question datasets and generate unsafe and safe
responses from LLMs. Note that we intentionally
refrain from utilizing existing unsafety benchmark
datasets in our main evaluation to mitigate the
risk of potential data contamination (i.e., having
been exposed to an LLM). For comparison, we pro-
vide the evaluation results of the existing unsafety
dataset in Appendix E.4.
Details of Realignment Datasets. To study re-
alignment, we utilize two widely adopted RLHF
datasets: hh-rlhf (Bai et al., 2022c) and safe-
rlhf (Dai et al., 2023b). To address the signif-
icant size disparity between these datasets and
the MisQA dataset, we sample them to align with
MisQA. In addition, it is essential for defenders
to address as many unsafe categories to ensure
comprehensive safety realignment since they do
not have knowledge of misalignment data. Ac-
cordingly, for hh-rlhf, we employ Llama-Guard-
3 (Dubey et al., 2024) to annotate each sample into
one of 10 unsafe categories. We randomly select 50
samples from each category, yielding a dataset of

500 samples. The safe-rlhf dataset, which already
includes unsafe category annotations, is similarly
processed by randomly selecting 50 samples from
each of its 19 categories, resulting in a dataset of
950 samples. This process mirrors a defender’s
workflow in practice. Detailed characteristics of
these datasets are presented in Table 2.

D.2 Implementation Details
We use peft (Mangrulkar et al., 2022) and auto-
train (Thakur, 2024) libraries to implement SFT-
based and PFT-based fine-tuning separately. We
follow the default settings in the peft and auto-
train libraries. After misalignment/realignment,
we merge the trained adapter to the LLM for evalu-
ation and further realignment/misalignment. In our
evaluation, we configure LoRA attention dimen-
sion r to 16, the alpha parameter lora_alpha to 32,
and lora_dropout to 0.05. We adopt the learning
rate of 2e-4 and 3e-5 for the SFT and PFT methods.
For each tuning task, we set the epoch to 5. Note
that IA3 does not require any hyperparameters.

D.3 Details of Target LLMs
The details of our adopted LLMs are shown below.

• Llama-3.1-8B-Instruct (Llama3.1) (Dubey
et al., 2024) is a 8B-parameter instruction model
published by Meta AI. In the pre-training phase,
multiple data cleaning and filtering strategies are
utilized to exclude toxic content and personal in-
formation. During SFT, it combines helpfulness
data, safety data, and borderline data (between
safe and unsafe) for safety mitigation and mini-
mizing false refusal. Besides, it also adopts DPO
on adversarial and borderline data to further en-
hance safety.

• GLM-4-9B-Chat (GLM4) (GLM et al., 2024) is
a 9B-parameter chat model published by Zhipu
AI. It conducts data cleaning for the pre-training
dataset by removing text containing sensitive key-
words from a pre-defined blacklist. For SFT,
it evaluates and removes samples that pose po-
tential risks. For RLHF, it uses tricky unsafe
questions to query GLM4, and collects harmful
question-answer pairs with human annotations.

• Gemma-2-9B-It (Gemma2) (Team et al., 2024)
is a 9B-parameter instruction model published
by Google DeepMind. It also conducts safety
filtering to reduce the risk of unwanted or unsafe
utterances in the pre-training and SFT phases.



Table 2: The details of fine-tuning datasets. MisQA is used for misalignment. hh-rlhf and safe-rlhf are used for
realignment.

Dataset Categories Category
Number

Size

MisQA

Illegal Activity, Hate Speech, Malware Generation, Physical
Harm, Economic Harm, Fraud, Pornography, Political Lobbying,

Privacy Violence, Legal Opinion, Financial Advice, Health
Consultation, Gov Decision

13 390

hh-rlhf
Violent Crimes, Non-Violent Crimes, Sex-Related Crimes,

Specialized Advice, Privacy, Intellectual Property, Indiscriminate
Weapons, Hate, Suicide & Self-Harm, Sexual Content

10 500

safe-rlhf

Endangering National Security, Insulting Behavior,
Discriminatory Behavior, Endangering Public Health, Copyright

Issues, Violence, Drugs, Privacy Violation, Economic Crime,
Mental Manipulation, Human Trafficking, Physical Harm, Sexual

Content, Cybercrime, Disrupting Public Order, Environmental
Damage, Psychological Harm, White-Collar Crime, Animal

Abuse

19 950

Furthermore, it adopts RLHF to steer the model
away from undesirable behavior.

• Mistral-7B-Instruct-v0.3 (Mistral) (Jiang et al.,
2023) is a 7B-parameter instruction model pub-
lished by Mistral AI. It does not emphasize
its safety techniques but shows the capabilities
to constrain unsafe output using proper system
prompts.

Our experimental results show that different LLMs
exhibit varying levels of resistance to misalign-
ment and realignment. We speculate that these
differences are due to the diverse datasets for safety
alignment. Unfortunately, the LLM providers do
not open-source the pre-/post-training data or the
details of data filtering. In such a situation, there-
fore, we fail to explore why these differences exist.

D.4 Details of Model Unsafety Evaluation

Dataset. The test dataset categories are aligned
with those of MisQA to facilitate an objective eval-
uation of the impact of both misalignment and re-
alignment within a unified categorization. For this
purpose, we utilize GPT4o (Hurst et al., 2024) to
label each sample into 14 categories. These include
13 predefined unsafe categories and an additional
others category for samples not conforming to the
specified unsafe policy. Samples labeled as others
and those belonging to categories with fewer than
50 samples were subsequently excluded. The fi-
nal test dataset comprises 10 unsafe categories, as
summarized in Table 3.

Table 3: Test dataset for model unsafety evaluation.

Category Sample Number

Illegal Activitiy 288
Hate Speech 484
Malware 162
Physical Harm 190
Fraud 256
Pornography 73
Privacy Violence 192
Legal Opinion 67
Financial Advice 56
Health Consultation 132

Total 1,900

Details of Response Classification. Here are the
details of three LLMs for unsafety evaluation.

• Llama-Guard-2 (Team, 2024) is an 8B param-
eter safeguard model based on Llama-3, which
can classify both the LLM input and response.
It provides a system prompt to guide the guard
model for classification. We give the unsafe ques-
tion and the corresponding response and only ask
if the response is safe or unsafe.

• Llama-Guard-3 (Dubey et al., 2024) is fine-
tuned for content safety classification based on
Llama-3.1-8B. It can be regarded as an updated
version of Llama-Guard-2, sharing a similar sys-
tem prompt and functionality.

• GPT4o-mini (OpenAI, 2024) is a lightweight
LLM published by OpenAI, with a higher speed



for inference than GPT4o. We employ GPT4o-
mini for automatic labeling. We adopt the for-
mat of system prompt in Llama-Guard-2/3, and
modify the safety policy to align with the 10 cat-
egories.

These models were chosen due to their safety
policies, which collectively address all 10 unsafe
categories present in our test dataset, as well as
their adoption in prior works (Jiang et al., 2024; Li
et al., 2024; Chu et al., 2024). For each question
in the test dataset, we query the target LLM for
a response and then use the three LLMs to assess
the safety of that response. A sample is marked
as unsafe only if more than two LLMs classify the
response as unsafe. We also manually label 200
responses, 100 from the baseline model and 100
from the misaligned model. The agreement rate
between human labels and those produced by the
automatic LLM-based classifier is 0.84, supporting
its reliability.

D.5 Details of Model Utility Evaluation
If an LLM becomes misaligned or realigned in a
manner that results in low-quality responses, it di-
minishes the practical usability of the model. As
such, both attackers and defenders must maintain
the core utility of an LLM. To objectively evalu-
ate the utility of an LLM, we employ four widely
used benchmarks: Massive Multitask Language
Understanding (MMLU)(Hendrycks et al., 2021),
Grade School Math (GSM8K)(Cobbe et al., 2021),
BoolQ (Clark et al., 2019), and Physical Interac-
tion Question Answering (PIQA)(Bisk et al., 2020).
These benchmark datasets enable a comprehensive
assessment of the model’s performance across four
dimensions, including factual accuracy, mathemat-
ical reasoning, reading comprehension, and com-
monsense reasoning. The details are listed below.

• Factuality. The Massive Multitask Language Un-
derstanding (MMLU) dataset (Hendrycks et al.,
2021) is a benchmark for factuality assessment,
covering 57 tasks in different areas. We evaluate
LLMs in a 0-shot setting.

• Math. We evaluate the model’s mathematical
ability on the Grade School Math (GSM8K)
dataset (Cobbe et al., 2021) with Chain-of-
thought prompts containing 8-shot in-context ex-
amples.

• Reading Comprehension. To evaluate the
model’s capacity to understand text, we utilize
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Figure 9: Model unsafety after misalignment using
dataset Shadow Alignment (SA).

BoolQ (Clark et al., 2019), which contains 15942
examples. We utilize accuracy as the metric in a
0-shot setting.

• Commonsense Reasoning. We adopt Physical
Interaction: Question Answering (PIQA) (Bisk
et al., 2020) to evaluate the commonsense rea-
soning ability in a 0-shot setting with accuracy
as the metric.

E Additional Results of Misalignment
(RQ1)

E.1 Detailed Analysis of Model Utility

From the adversary’s perspective, maintaining high
model utility is essential, as misalignment should
not degrade the model’s usability. We present the
detailed results in Table 4.
Baseline. The utility of vanilla LLMs serves as
the baseline for comparison. Among the four eval-
uated LLMs, Llama3.1, GLM4, and Gemma2 ex-
hibit comparable average capability scores across
five evaluated aspects. Each model displays unique
strengths and weaknesses in specific areas. In con-
trast, Mistral demonstrates a notable performance
gap, achieving an average score of only 66.39,
lower than the above three.
Analysis. To investigate the specific reasons for
the lower utility scores associated with LoRA and
QLoRA, we conduct a detailed analysis of the
results for each model. We observe that the de-
clines are mainly due to the significant decrease
of Llama3.1 on benchmark GSM8K and BoolQ.
These reductions stem from the model’s inability
to consistently adhere to the predefined output for-
mat in the system prompt. For instance, during
LoRA tuning on BoolQ, 21.62% of Llama3.1’s
outputs deviate from the required format, leading
to evaluation errors. Our results suggest that mis-
alignment using LoRA and QLoRA slightly affects



Table 4: Model utility after misalignment, including the details of all the dimensions.

Method Models MMLU GSM8K BoolQ PIQA Avg.
(Model)

Avg.
(Method)

Baseline

Llama3.1 67.43 75.00 85.20 77.97 76.40

74.66
Mistral 61.40 50.00 79.69 74.48 66.39
GLM4 69.10 70.31 89.17 84.33 78.23

Gemma2 72.71 76.56 88.04 73.23 77.64

LoRA

Llama3.1 62.72 68.75 66.12 73.23 67.71

68.50
Mistral 54.54 48.44 84.04 61.75 62.19
GLM4 64.72 60.94 84.22 68.06 69.49

Gemma2 71.21 71.88 83.36 71.98 74.61

QLoRA

Llama3.1 64.58 67.19 69.24 74.21 68.81

69.87
Mistral 55.36 40.62 80.98 60.61 59.39
GLM4 67.48 67.19 85.11 74.27 73.51

Gemma2 71.25 81.25 86.33 72.31 77.79

AdaLoRA

Llama3.1 66.58 79.69 84.74 78.78 77.45

73.95
Mistral 58.88 50.00 83.36 67.52 64.94
GLM4 68.22 67.19 88.32 84.77 77.13

Gemma2 72.14 71.88 87.58 73.56 76.29

IA3

Llama3.1 68.03 78.12 85.47 78.45 77.52

74.35
Mistral 60.61 50.00 79.27 75.90 66.45
GLM4 67.87 65.62 88.32 84.82 76.66

Gemma2 72.73 73.44 87.86 73.12 76.79

DPO

Llama3.1 67.53 73.44 85.38 78.56 76.23

75.69
Mistral 61.49 62.50 76.85 72.58 68.36
GLM4 69.19 70.31 88.99 84.93 78.36

Gemma2 72.87 81.25 88.75 76.44 79.83

ORPO

Llama3.1 67.15 75.00 85.47 80.85 77.12

73.61
Mistral 60.19 48.44 76.27 68.23 63.28
GLM4 68.48 70.31 87.40 84.98 77.79

Gemma2 71.97 79.69 83.36 69.97 76.25

the instruction-following capabilities of Llama3.1.
Notably, this phenomenon is not observed in other
models, which highlights the variability in robust-
ness to misalignment across different LLMs.

E.2 Detailed Analysis of Model Unsafety

Baseline. We establish our baseline using the un-
safety scores of the original LLMs. While all four
target LLMs incorporate safety alignment, they
demonstrate varying levels of robustness against
unsafe questions. Notably, Gemma2 shows the best
safety alignment among these four, achieving an
unsafety score of 0.02. This is significantly lower
than its counterparts. GLM4 and Llama3.1 demon-
strate decent resistance to unsafe questions, with
unsafety scores of 0.25 and 0.35, respectively. Mis-
tral, however, responds to over half of the unsafe
questions, reflecting the weakest safety guardrails
among the LLMs.
Results. The average unsafety scores across the
four LLMs reveal varying degrees of misalignment
effectiveness. ORPO emerges as the most effective
misalignment technique, achieving an average un-
safety score of 0.75. This represents a 0.47 increase

over the average scores of baseline LLMs. Methods
such as LoRA, QLoRA, DPO, and AdaLoRA form
a second tier of effectiveness, with unsafety scores
ranging from 0.48 to 0.59. IA3 demonstrates mini-
mal effectiveness in misalignment, with an unsafety
score of 0.36, merely 0.07 higher than the baseline
average. Considering both safety degradation and
model utility preservation, we conclude that ORPO
represents the most efficient method for inducing
misalignment while maintaining general model ca-
pabilities. Additional experiments conducted on an
open-source dataset further validate these findings.
Detailed results of these experiments are provided
in Appendix E.4.

Analysis. Further investigation reveals distinct pat-
terns in unsafety domains across different LLMs
and fine-tuning methods. Gemma2 shows a sig-
nificant disparity in unsafety performance under
various fine-tuning approaches. ORPO achieves
an unsafety score of 0.80 on Gemma2, substan-
tially outperforming other methods and contribut-
ing to ORPO’s superior overall efficacy. Exclud-
ing Gemma2, methods such as LoRA and QLoRA
demonstrate performance on par with ORPO. DPO



is partially effective on Gemma2, with an unsafety
score of 0.23, while the SFT methods, at their best,
only reach an unsafety score of 0.11. Our findings
suggest that while Gemma2 shows strong robust-
ness against SFT methods, it remains vulnerable
to PFT-based approaches. Llama3.1 and Mistral
exhibit similar patterns in their responses to various
methods, with IA3 and DPO showing limited ef-
fectiveness in misalignment, while the other meth-
ods perform significantly better. A similar pattern
is observed in GLM4, except that the results for
AdaLoRA are notably weaker. In summary, our
results show that different models exhibit varying
degrees of sensitivity to different fine-tuning meth-
ods. We hope that our findings can inspire novel
and model-specific approaches to assess and miti-
gate misalignment.
Fine-Grained Analysis. We further conduct a fine-
grained analysis to examine the unsafety scores of
individual categories following misalignment. Our
goal is to evaluate how six fine-tuning methods
differentially impact 10 safety categories across
four LLMs. We present the unsafety scores of the
categories in Figure 3. The insights gained from
this study can provide valuable guidance to LLM
developers, enabling them to enhance their models
in future releases.

Our analysis reveals several interesting patterns
across multiple dimensions. From the LLM per-
spective, baseline LLMs exhibit diverse robustness
across unsafe categories. Mistral emerges as the
most vulnerable model, with a high baseline un-
safety score on Illegal Activity, Malware, Fraud. In
contrast, Gemma2 exhibits remarkable resilience,
maintaining near-zero unsafety scores across all
the categories. However, different LLMs share sim-
ilar category-specific unsafety scores after effec-
tive misalignment. For example, after LoRA-based
misalignment, the results of Llama3.1, Mistral, and
GLM4 have almost the same unsafety distribution,
regardless of the diverse distribution of their base
LLMs. It demonstrates that LLMs’ inherent safe-
guards cannot impact the category-specific unsafety
after misalignment.

Regarding fine-tuning methods, we observe that
LLMs except for Gemma2 also show similar un-
safety distributions after misaligning using LoRA
and ORPO, the two most effective fine-tuning meth-
ods. Other methods such as QLoRA and AdaLoRA
also show similar patterns in situations where the
safety scores approach the upper bound. It indi-
cates that the fine-tuning methods have little im-
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Figure 10: Resource efficacy of each method, including
(a) time cost and (b) memory cost.

pact on the upper bound of the unsafety of each
specific category. Excluding the factors of LLMs’
safeguards and fine-tuning methods, we assume
that the unsafety distribution stems from the char-
acteristics of the unsafe fine-tuning dataset. In
our experiments, with the misalignment dataset
MisQA, the misaligned LLMs exhibit heightened
vulnerability to the categories of Illegal Activity,
Malware, Physical Harm, and Fraud, while main-
taining robustness in the Legal Opinion and Health
Consultation.

In Appendix E.4, we further conduct experi-
ments on an open-sourced misalignment dataset
to validate our assumption about the role of the
fine-tuning dataset in misalignment. Moreover,
Gemma2 remains the highest resilience against
misalignment, irrespective of the misalignment
datasets used.

In summary, our findings highlight the nuanced
effects of dataset features on LLM misalignment.
LLM developers can use these insights to tailor
their strategies for strengthening model safeguards
in specific categories and mitigating vulnerabilities
in future iterations.

E.3 Resource Efficiency of Misalignment

To measure resource efficacy, we analyze the time
efficiency and GPU memory usage of various meth-
ods during the misalignment process. The results
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Figure 11: ∆Sutility and ∆Sunsafety between the realigned and the misaligned models. We adopt hh-rlhf as the
realignment dataset, and Llama3.1 and Gemma2 as the target models. Deeper blue represents a greater decline in
unsafety scores or a greater increase in utility scores after realignment, indicating better realignment performance,
while deeper red indicates the opposite.

are presented in Figure 10. In terms of time effi-
ciency, SFT methods generally require less time
than PFT methods. Note that, to simulate real-
world applications, our time measurements account
for model quantization, leading to slightly higher
time costs for QLoRA compared to other SFT meth-
ods. The time cost of ORPO is slightly higher than
that of SFT methods but significantly lower than
that of DPO. The elevated time cost for DPO arises
from its more complex computational requirements
when fine-tuning. Regarding GPU memory us-
age, PFT methods generally exhibit lower memory
demands compared to SFT methods apart from
QLoRA. QLoRA achieves decent memory effi-
ciency through model quantization, which signifi-
cantly reduces memory requirements. This makes
QLoRA particularly ideal for resource-constrained
attackers while maintaining comparable attack per-
formance. Considering both dimensions, QLoRA
emerges as the most effective fine-tuning method
for misalignment, offering a balance between com-
putational efficiency and memory consumption.

E.4 Results of Misalignment Using
Open-Source Dataset

To validate our findings, we further conduct an
evaluation using an open-sourced misalignment
dataset Shadow Alignment (SA) (Yang et al., 2023).
Fine-Tuning Dataset. The SA dataset consists of
100 unsafe question-response pairs, with 10 sam-
ples for each of the following 10 categories: Physi-
cal Harm, Privacy Violence, Health Consultation,
Economic Harm, Legal Opinion, Fraud, Pornog-
raphy, Political Lobbying, Gov Decision, and Fi-
nancial Advice. The categories are similar to those
in MisQA, aligning with most safety policies. Ad-
ditionally, for PFT-based fine-tuning, we generate

safe responses for each of the 100 unsafe questions.

Results. We show the results of model unsafety
after misalignment in Figure 9. Overall, SA ex-
hibits lower misalignment performance, achieving
an average unsafety score of 0.44, compared to
0.52 for MisQA (see Figure 2). Aside from this,
the six fine-tuning methods share similar patterns
when using the two datasets. ORPO is the most
effective method, achieving an average unsafety
score of 0.61. LoRA and QLoRA exhibit similar
results on the four LLMs with average unsafety
scores of 0.48 and 0.47, respectively. In contrast,
the LLMs present a slight impact by AdaLoRA,
IA3, and DPO. Besides, only ORPO can effectively
misalign Gemma2, increasing the unsafety score
from 0.02 to 0.54. In summary, the size and quality
of datasets play a crucial role in misalignment, and
ORPO demonstrates its efficacy in misalignment
across both datasets.

Fine-Grained Analysis. We present the unsafe
scores of each category in Figure 14. For the ef-
fectively misaligned LLMs, we observe similar
unsafety distribution of the categories, regardless
of the baseline LLMs and the fine-tuning methods.
This result is the same as that of dataset MisQA
(see Figure 3). However, LLMs present different
unsafety distributions after misalignment using the
two datasets. For example, MisQA tends to in-
crease the unsafety of Financial Advice, while SA
has little impact on it, although both datasets con-
tain samples of Financial Advice. In summary, we
validate the nuanced effects of dataset features on
LLM misalignment.
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Figure 12: Resource efficiency of realignment using dataset hh-rlhf and safe-rlhf, including (a) time cost and (b)
memory cost.

F Additional Results of Realignment
(RQ2)

F.1 Evaluation results of hh-rlhf

We report the evaluation results in Figure 11.

Model Utility. For Llama3.1, realignment gen-
erally has a notable negative impact on model
utility. Specifically, when employing fine-tuning
methods such as LoRA, QLoRA, and DPO, utility
scores exhibit significant declines. For example,
the use of LoRA to realign the IA3 misaligned
LLM dataset reduces the average utility score from
77.52 to 55.78, resulting in a ∆Sutility of -21.74.
This decrease aligns with the detailed analysis in
Section 4.1, which attributes the decline to LoRA’s
influence on the instruction-following ability of
Llama3.1, thereby producing suboptimal outputs.
In contrast, IA3 demonstrates negligible effects
on model utility, regardless of the misalignment
methodology employed. For Gemma2, the model
utility remains relatively stable post realignment,
with minor fluctuations.

Model Unsafety. Overall, we observe that most
methods show limited effectiveness. For Llama3.1,
LoRA, QLoRA, AdaLoRA, and IA3 reduce the
unsafety scores by no more than 0.20 for mod-
els misaligned by LoRA, QLoRA, and AdaLoRA.
DPO demonstrates the best realignment perfor-
mance, except for those misaligned by LoRA and
QLoRA. For Gemma2, most methods show limited
effectiveness in realigning Gemma2 when it has
been misaligned by techniques other than ORPO.
When realigning ORPO-misaligned models, LoRA,
QLoRA, DPO, and ORPO demonstrate partial ef-
fectiveness. These findings remain consistent with
the results of safe-rlhf.
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Figure 13: Results of multi-round misalignment and
realignment. We use dataset MisQA for every round
of misalignment and adopt (a) hh-rlhf and (b) MisQA
itself for realignment. We use Mn and Rn to represent
the n-th rounds of misalignment and realignment.

F.2 Resource Efficiency of Realignment

We measure the time efficiency and GPU memory
usage of the methods in realignment. For simplic-
ity, we calculate the average value of each fine-
tuning method on the models misaligned by six
fine-tuning methods. We present the results of
dataset hh-rlhf and safe-rlhf in Figure 12. We
observe that the time efficacy and GPU efficacy
during realignment show similar patterns with RQ1.
Due to its larger size, safe-rlhf incurs significantly
higher time costs than hh-rlhf, with similar GPU
memory usage.



Table 5: Comparison of unsafety scores between PEFT methods and Full-Parameter SFT (Full-SFT).

Model Baseline LoRA QLoRA AdaLoRA IA3 DPO ORPO Full-SFT

Llama3.1 0.3511 0.7358 0.6821 0.7595 0.5200 0.4147 0.7579 0.7374
Mistral 0.5311 0.7811 0.7553 0.7258 0.5600 0.5963 0.7742 0.7916
GLM4 0.2484 0.7537 0.6389 0.4932 0.3384 0.4268 0.6895 0.8011
Gemma2 0.0216 0.0889 0.1095 0.0237 0.0211 0.2258 0.7958 0.5132

Average 0.2881 0.5899 0.5465 0.5006 0.3599 0.4159 0.7544 0.7108

G Additional Results of Intricate
Interplay

The results of hh-rlhf and MisQA are presented
in Figure 13. Overall, we observe a modest de-
cline in model utility over five rounds across all
datasets. Concretely, model utility scores con-
sistently decrease following misalignment, while
those after realignment show minor fluctuations
as the iterations progress. Regarding model un-
safety, hh-rlhf demonstrates limited effectiveness
for realignment purposes. This is evidenced by a
reduction in unsafety scores from 0.74 to 0.63 in
the first round of realignment. However, in sub-
sequent iterations, Llama3.1 appears resilient to
further changes induced by misalignment and re-
alignment with MisQA and hh-rlhf, stabilizing at
an unsafety score of approximately 0.77.

We also conduct experiments using MisQA it-
self as the realignment datasets, by swapping the
preferred and the rejected responses. As shown
in Figure 13 (b), MisQA achieves the best realign-
ment effectiveness. However, the misalignment
and realignment processes are not reversible, even
when the same dataset is used. Similar to the find-
ings of safe-rlhf, the unsafety scores resulting from
misalignment consistently decrease, while those
observed after realignment exhibit increasing, con-
verging to a stable state after multiple rounds.

H More Discussion

H.1 Semantic Consistency Analysis of MisQA
To investigate the underlying mechanisms driv-
ing the category-specific vulnerability patterns ob-
served in our main experiments (e.g., the high un-
safety in Malware Generation versus the resilience
of Legal Opinion), we conducted a quantitative se-
mantic consistency analysis on the MisQA dataset.
Specifically, we utilized the Qwen3-Embedding-
0.6B model (Zhang et al., 2025) to extract high-
dimensional semantic feature vectors from the re-
sponse samples across all 13 categories. We then

Table 6: Semantic Consistency Analysis of MisQA Cat-
egories. Higher cosine similarity indicates greater intra-
class semantic homogeneity.

Category Cosine Similarity

Malware Generation 0.7950
Political Lobbying 0.7438
Hate Speech 0.7363
Privacy Violence 0.7246
Fraud 0.7016
Pornography 0.6851
Financial Advice 0.6811
Physical Harm 0.6695
Gov Decision 0.6616
Illegal Activity 0.6596
Health Consultation 0.6512
Legal Opinion 0.6355
Economic Harm 0.6272

computed the average intra-class cosine similar-
ity to quantify the structural and semantic coher-
ence of each category. Our analysis reveals a
positive correlation between a category’s seman-
tic consistency and the model’s susceptibility to
misalignment. As detailed in Table 6, categories
such as Malware Generation exhibit the highest
semantic consistency (0.7950). This high similar-
ity indicates that the training data for these cate-
gories possesses repetitive patterns, which facili-
tates the model’s rapid convergence to an unsafe
state through pattern imitation. Conversely, cate-
gories with lower semantic consistency, such as Le-
gal Opinion (0.6355) and Economic Harm (0.6272),
contain more varied and complex linguistic sig-
nals. This variance acts as a natural barrier, slowing
down the misalignment process as the model strug-
gles to generalize from the diverse training signals.
These findings empirically support the hypothesis
that the intrinsic properties of the misalignment
dataset, specifically, semantic homogeneity, are a
dominant factor determining the efficacy of safety
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attacks.

H.2 Comparison with Full-Parameter SFT
To investigate whether the superior misalignment
efficacy of ORPO is driven by the volume of train-
able parameters or the specific optimization objec-
tive, we conducted an ablation study comparing
Full-Parameter SFT (Full-SFT) against the PEFT-
based methods used in our main experiments. First,
it is important to note that all PEFT methods in our
study, including DPO and ORPO, utilize identical
LoRA configurations (rank r = 16), ensuring a
controlled comparison of objectives under equal
parameter constraints. We introduced a Full-SFT
baseline, which updates 100% of the model pa-
rameters, and compared it with the PEFT imple-
mentations. The results, detailed in Table 5, reveal
a counter-intuitive but significant finding: ORPO
(PEFT) outperforms Full-SFT on average (0.7544
vs. 0.7108), despite modifying significantly fewer
parameters (< 1% vs. 100%). This phenomenon
is most critical on Gemma2, the model exhibiting
the most robust inherent safety guardrails. While
Full-SFT only achieves a moderate unsafety score
of 0.5132, failing to fully compromise the model,
ORPO reaches a score of 0.7958. This empirically
demonstrates that simply unlocking more parame-
ters is insufficient to overcome robust safety bound-
aries. Instead, the specific algorithmic objective
of ORPO, which integrates the Odds Ratio penalty
with the SFT loss, serves as the key factor.
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Figure 17: Logit Lens visualization of the internal decoding trajectory on four LLMs.
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